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Abstract—The occurrence of cyber and physical disturbances
in power systems is increasing, leading to increased public
focus on cyber-physical architectures. It has been observed that
disturbances can propagate between cyber and physical systems,
highlighting the need to study their interdependencies. In this
paper, we present an approach to improve the characterization of
cyber-physical interdependencies through modeling techniques.
These improved assessments of dependencies can then help opti-
mize system design to improve functional resilience. To achieve
this goal, we transform the cyber-physical architecture into a
graph and apply bio-inspired network analysis using bipartite
network methods to characterize the system during disturbances.
Moreover, we apply a DeepWalk-based method to cluster the
components based on their interdependencies. A WSCC-9 bus
system is used for numerical study and quantification.

Index Terms—bipartite network, cyber-physical interdepen-
dencies, cyber attack, DeepWalk method, power grid resilience

I. INTRODUCTION

Modern technologies have made power systems more in-
telligent yet more vulnerable to attacks. The adoption of new
technologies is rapidly increasing, offering more opportuni-
ties for cyber attacks to occur. Well-known cyber attacks
include Denial-of-Service (DoS), Man-in-the-Middle (MiTM)
[1] and malware attacks [2]. Recently, the Ukrainian Computer
Emergency Response Team (CERT) [3] reported their energy
infrastructure monitoring system being repeatedly targeted,
highlighting the ability of cyber disturbances to influence
physical components and cause blackouts. Dealing with such
threats requires treating cyber-physical systems comprehen-
sively to understand the role that interdependencies play during
disturbances.

Bio-inspired network design shows unconventional routes
toward achieving traditional resilience goals. Beyond power
grids, applications have included engineering makerspaces [4],
water distribution networks [5], and industrial resource net-
works [6], [7]. Previous results stemming from the use of
ecological modeling and analysis techniques [8] for power
grid resilience, propose the use of modularity analyses on
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bipartite network models to understand the role of cyber-
physical interdependencies in the resilience of complex cyber-
physical system of systems. A modularity analysis supports
investigations into network partitioning since modularity iden-
tifies actor groupings based on their interactions. It can also
identify things like hub actors, which highly connect the
network, and specialized actors, which are at risk of easily
being disconnected from the rest of the network.

Examples of bipartite networks include neural networks,
transportation centers, and mutualistic ecosystems like plant-
pollinator networks [9], [10]. A modularity analysis is then
able to identify critical actors in the system, a technique
commonly used by ecologists for conservation efforts [11],
[12]. This paper looks explicitly into mutualistic networks
like plant-pollinator networks, due to their resistance to dis-
turbances and mutually beneficial interactions. Modularity,
in conjunction with nestedness and connectedness, helps to
model the interactions between the cyber and physical compo-
nents of a power system and reveals trends between a power
system’s resilience (based on contingency analyses) and its
interconnectivity.

Similarly, clustering techniques are used in physical power
systems research for interconnected analysis. Different clus-
tering methods previously found a power system’s load pock-
ets [13]. Risk assessment, anomaly detection, and intrusion
detection are a few examples of utilizing clustering [2]. In [14],
the authors propose studying the state of a cyber-physical
system after attacks by isolating the affected vertices and
grouping them as a single cluster. The work in this paper
explores the possibility that classification by vertices’ could
help better understand data flow and risk propagation within
systems.

The motivation for this work is to explore diverse methods
for identifying cyber and physical interactions in power grid
networks.

This paper’s contributions include:

1) Applying novel bipartite network methods to analyze

cyber-physical interdependencies.

2) Applying DeepWalk and other Al methods to cluster the

components and analyze the interdependencies.

3) Analyzing the cyber-physical disturbances scenarios by

utilizing a DeepWalk method for risk assessment.
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The remaining paper proceeds as follows: Section II pro-
vides an overview of our case study, Section III describes our
methods in detail, followed by a discussion of the results in
Section IV, and a conclusion in Section V.

II. BACKGROUND AND PROBLEM FORMULATION

Numerous structural imbalances can present challenges to
power system security [1]. As [15] illustrated, the power
outage was caused by the adversary placing malware in the
communication system and opening the target circuit breakers.
DoS can result in a component failing to provide service,
causing an unscheduled power outage resulting from commu-
nication disruptions [1]. Malware attacks could cause config-
uration problems, communication devices impacted, sending
hazardous remote control, etc. [15].

Prior applied Ecological Network Analysis (ENA) shows
the normal operation of the WSCC 9-bus power system’s
synthetic cyber network presents a less cyclical nature than
food webs [8]. A look at the ratio of specialized consumers to
producers, known as the specialized predator ratio, is seen to
be high for the power network, indicating that power system
components have a high dependency on each other and there
is less redundancy in the overall network [8].

In this paper, we continued working on disturbances sce-
narios of cyber-physical systems to aid in nodal clustering
methods to understand the characterization of CPS and how
information flows within and between different clusters [8],
[16].

An augmented WSCC-9 bus system is used for the case
study, where the physical system is composed of 3 generators
(G), 9 buses (B), and 3 loads (L) [17]. Based on the structural
data, we have separated the infrastructure into three individual
substations. Fig. 1 shows the one-line diagram for the WSCC-
9 bus physical system; for better illustration, different substa-
tions are color coded.
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Fig. 1: One-line Diagram for WSCC-9 Bus Physical System
by 3 Areas

As indicated in fig. 2, a cyber system is generated based
on 3 different substations, comprised of relays (R), Ethernet
Switches (ES), human-machine interfaces (HMI), routers (r),
and firewalls (FW). The cyber system monitors and transfers
real-time data and sends commands that control the physical

components. Relays, as defined as cyber-physical components,
become the linkage between the physical and cyber networks
of the WSCC-9 bus case study.
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Fig. 2: Cyber Network for WSCC-9 Bus Physical System by
3 Areas

The following methods are pursued in this paper.

1) Fully Functioning Network Analysis via Bipartite Net-
work: Structural information on cyber-physical connections
help formulate answers on critical nodes and community
groupings.

o Bipartite Network visualization: module formation and

out-of-node groupings from a fully functioning network
¢ Quantitative information: Nestedness, Connectivity, and
Modularity regarding a fully functioning network

2) Risk Assessment of N-1 Disturbance Scenarios via
Cluster-based approach towards cyber-physical inter-
dependency analysis: We assumed DoS occurred to physical
components and cyber components. One component whether
physical or cyber is in a state of failure which gives us an N-1
state for the system. We assess the risks of the structure and
guess the most probable location of the next attack. Several
scenarios are assumed as followed:

e DoS of physical components: generator 1 outage and
branch 6-9

e DoS of cyber components: substation C router 3

o Cyber-physical disturbance: a combination of physical
disturbance and cyber disturbance

During the malware attack, one device is targeted and
then the error propagates through the system. In this paper,
we are interested in knowing whether a DeepWalk-based
detection method could explore the interdependencies of each
community.

III. METHODOLOGY
A. Ecological Bipartite Modeling and Analysis

Previous bio-inspired design work using ENA explored
graph visualization and matrix-based depictions to capture in-
teractions between actors in a network [8]. The NxN structural
matrix, where N is the number of actors or nodes inside your
system boundaries, creates quantitative characteristics from
the network. The model uses graph-theory-based methods to
quantify the characteristics of the system.
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Using a bipartite network depiction (Fig. 3) enables the use
of a modularity analysis to understand the interaction modules
in the network. The modularity level of a bipartite network
is limited by the total number of interactions possible vs.
actualized in a network. Connectivity (C, (2)) is thus important
to a modularity analysis and measures a system’s complexity.
Generally, the lower the connectivity the higher the modularity.
Connectivity alone cannot determine network stability, but it
does help us understand the modularity of the network since
it controls the level of modularity achievable.

D1 D2 | D3

P1 P2 P3 | pa

Fig. 3: A Bipartite Network shown as two groups of actors
”D” indicating digital components and P indicating physical
components.

Using the WSCC-9 bus model as our network of interest, a
bipartite interaction matrix is constructed and ecologly metrics
are analyzed. Modularity (Qb, (1)) calculates the overall net-
work modularity, where E is the total number of interactions
in the network. E;; is the matrix entries where one represents
an edge or zero for none [4], [18]. Where g; and h; are the
module indices of the nodes i and j, and k; and d; represent
the degrees of i and j. Delta (d) parses the module indices for
pairings between actor groups. In this case being cyber and
physical power grid components and then assigns a value of
one if they are in the same module and a value of zero if
they are in two different modules. This process is recursive
and is carried out initially by dividing the network into two
modules and calculating the modularity. This continues until
the network has reached maximum modularity [19], [20].

1 kid;
0b = — Z(E’J — —)6(gis hj) D

E ~— L
ij

Connectivity indicates there are identifiable bounds that
depend on the network size of N rows and N columns [4],
[18], [21], [22]. Here L is the sum of all the edges or links and
N squared represents the total number of possible connections.
A connectivity of one means that all possible interactions are
occurring and every element is connected to each other. A
connectivity of zero indicates there are no interactions in the
network.

L
C= N2 (2)
Nestedness is another ecology metric prominent in plant-
pollinator studies. This metric helps to investigate two groups
of modules interacting across their respective modules [23],

[24]. Further investigations of this metric include studying

the stability of bipartite networks to disturbances and ana-
lyzing failure rates of large-scale industrial networks [25].
Nestedness is a quantity detailing the structural hierarchy
of the overall network [22], [26]. Highly nested networks
observed by ecologists, calculated by Nestedness based on
Overlap and Decreasing Fill (NODF, (4)), help to understand
the resilience to disturbances [27]. The overall nestedness
ranges from values of 0 to 100 or from O to 1 if the values
have been normalized. Higher values indicate more nested
networks similar to nature [28]. NODF continually compares
the existing column value during the calculation to other
column values (4). When the decreasing fill condition becomes
met, either the first or second pair of interactions are less than
the other. When this occurs the lower pair of interactions are
represented by a zero in the calculation. Analyzing a network’s
nestedness is valuable because it creates more information
about the interactions of that network in a diverse environment.

0 ifC < ]Cj
M;; = {mm?;;m otherwise’ 3)
- M;irow + )y .. M;icol
NODF = 2 Mi 2 M (4)

m(m—1 n(n—1
(m=D) | n(n1)

In (3), k; is the sum of the row or column i, likewise, k;,
is the sum of the row or column j. Meanwhile, n;; is the total
number of entries matching between the two viewed values,
and ¢ is the number of entries that are a value of 1 for all
values in k;. In (4), NODF is the normalized value for the
matrix to compare various matrix sizes together and produces
the final NODF value from O to 1.

Bipartite models and a modularity analysis can provide
quantitative values of the interactions between CPS regarding
the reliability, serviceability, and sustainability of the network.

B. Interdependencies analysis by Al methods

The transmission of data on the cyber side of the power
system sends commands and transmits real-time data. Since
a cyber-physical system is composed of multiple layers, data
has different paths and sequences. An attack could start by
targeting one component, and then proceed to destroy the most
costly device along the sequence.

The DeepWalk method can extract the information from a
given graph as input. Millions of random walks are gener-
ated to extract the structure of a target vertex. By seeking
the possibilities of learning interdependencies of a vertex
by capturing neighborhood similarities and using skip-gram
method to encode the interdependencies in a R? vector, the
training result could be used as risk analysis to presume the
components most likely to be attacked next [29].

Meanwhile, Principal Component Analysis (PCA) and k-
means method could be utilized to reduce the latent variables
to 2D space and find clusters containing both cyber and
physical components.

The methodologies during the training session are described
as followed:
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1) Utilizing graph representation: Inspired by ecological
modeling, a graph representation of the cyber-physical network
could be generated as shown in Fig. 4. For better visualization,
different colors are denoting different types of components in
the cyber-physical system. In a more numerical way, let G =
(VE), where each node (V) represents an actor (component);
The edge (E) represents for the connections of actors (com-
ponents).

B Bus
Generator
Relay
Ethernet Switch
HMI
Firewall

s Router
Load

Fig. 4: WCSS-9 Cyber-physical Graph Representation

2) Applying DeepWalk methods for risk assessment and
getting latent variables: Deepwalk method is an unsupervised
deep learning method on graphs [29]. It is a statistical model
that learns probabilities from the data of randomly generated
walking sequences. For example, a randomly formed sequence
rooting from 'G/’ within eight steps, could be indicated
as Wy, = {GI — Bl — R17 — SubB2_SW —
SubB0_SW — SubB_FW — r2 — CC_SW}.

The estimated likelihood is utilized as an equation for the
starting vertex v; can be denoted as: Pr(v;|(v1, 2, ..., Vi — 1))
In order to get the latent variables, a mapping function:
® :v e V= RIVIX is introduced, by which the interdepen-
dencies could be represented as a R vector. Hence, the
likelihood is estimated by:

Pr(v;[(®(v1), ®(va), ..., P(v; — 1))) (5)

Equation (5) yields an optimization problem:

mén. —1og Pr({v;—w, Vie1, Vit1, -y Vit })|P(v;))  (6)

The algorithm contains a random walk generator and an
update loop where a random walk will take the random
sequence of nodes W,,, within a given walk length . By giving
the iteration number ~, the algorithm will generate a random
walk, and a skip-gram algorithm is utilized to fulfill (6).

Skip-gram is an unsupervised deep learning method, using
the target node to predict the related vertices. In this algorithm,
hierarchical softmax is built to summarize the conditional
probability by assigning the vertices to be the leaves of

a binary tree. Given that ug € V, leaves of the tree could
denote as (bo,b1,...,b[10g|v1), Where by is the root of the tree
and bpjog)v)) equals to ug. The conditional probability of
being attacked next transforms into searching the maximum
probability of a particular path in a hierarchical tree [29]. Then
the conditional probabilities for given target node v; could be
calculated as:

[log|V1

Pr(ug|®(v;)) = [[ Pr(bl®(v;)) @)
=1

Based on the DeepWalk method, latent variables embedded
in the interdependencies could be generated for each vertex.
Due to the fact that each embedded vector is in d dimension.
We need other Al methods to encode the vectors to 2D for
better understanding and visualization.

3) Utilizing Principal Component Analysis (PCA) and k-
means methods for clustering : PCA is a widely used al-
gorithm for reducing the dimensionality of data points by
transforming latent vectors into a linear combination of the
original data points and reflecting the same information [30].
Utilizing PCA Analysis reduces the dimension of the latent
vectors could to 2D [30]. K-means algorithm clusters the data
points by the nearest centroids [31].

IV. RESULT AND DISCUSSION

A. Ecology Metrics

Modularity and connectance of the cyber-physical system,
coupled with contingency analyses, provide critical informa-
tion about the design of cyber-physical interconnections and
a grid’s resilience. Table I shows the analysis results.

TABLE I: Bipartite Modularity Analysis Results

Metric Bipartite Network Model
Connectance 0.034
Nestedness 0.002
Modularity 0.890

The bipartite results indicate nodal groupings through de-
fined ecological metrics in Section III. The bipartite model has
a low connectivity value of 0.034, indicating that preliminary
cyber-physical connections have a very low percentage in the
overall network. A low nestedness value (0.002) also indicates
a short range/lower ability to create inter-node influence within
the network. This could be an effect of the low diversification
between cyber-physical connection types and appearances.
Lastly, modularity (0.890) indicates that the power grid struc-
ture is heavily influenced by the original physical network due
to distinct, densely-connected groupings of subsystems. In this
case, the subsystems can be equated to power grid substations
or micro-grids.

Fig. 5 helps to visualize the nature of the bipartite connec-
tions. The colors represent the defined modules, black lines
indicate out-of-module connections, and no lines mean there
are no interconnections captured for those nodes. Fig. 5 for
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example shows a module as B7, R2, R3, and R4, while B2
has an inter-module connection with R1 and an out-of-module
connection with R13.

CC_SW
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SubB_FW
SubC_FW

SubAD_SW
SubA1_SW
SubAZ_SW 5
SukBO_FW
SubB1_FW
SubB2_FW G1
SubCO_SW
SubC1_SW
BubC2_SW G2
SubA_HMI
SubB_HMI
SubC_HMI [ex)

Fig. 5: Bipartite Cyber-physical Model, with Different Colors
Indicating Each Module.

B. Risk Assessment and Community Detection

A graph representation of WSCC-9 cyber-physical system,
manifesting in Fig. 4, is used as an input in this case study.
There are a total of 57 components in the cyber-physical
system. The average number of vertices for data transfer
and command sent from the start node to the end node is
approximately 8, hence the walk length ¢ is set to be 8. The
window size w is assigned as 3 (based on previous works [8])
and the embedding size d as 256. This is a proper vector space
for all methodologies. We assume the learning rate to be 0.01
based on previous works [8].

1) Risk assessment: We are seeking the adversary’s next
step during the disturbance scenarios assuming that the adver-
sary will commonly target one component and keep the attack
proliferating. In this case study, we assume several N-/ distur-
bance scenarios including physical and cyber components. The
probability of each node being attacked next is calculated by
eq.5. We ranked the eight components which are most likely
to be attacked next in the event of the N-/ disturbance. After
training the skip-gram model, the result is shown in table II.

Table II reveals the devices at a high-risk level related
to the components attacked already. Suppose Generator 1
(G1) is facing the DoS attack, the result shows Bus 1 (B1),
Bus 4 (B4), Load 5 (L5), Relay 15 to 20 (R15 — 20),
Substation B’s switch (SubB2_SW) are the components most
likely to be the next target. In comparing this to the original
network the result with the physical and cyber network is
shown in Section II. G1, B1, and B4 are connected with
G1; R15 — R20 are protecting the buses and lines within

TABLE II: Components with High Risks During Disturbance

Components facing DoS | High Risks Components Related
Physical
Gl {B1,B4,L5,R15-R20,SubB2_SW}
Components
B6 {B3,G2,B3,R9,R11,R12-R15}
B7 {B2,G3,L8,R1-R4,SubA1_SW}
B8 {G2,B3,L8,R3,R7,R8,R10,R11}
BO {G2,B3,L8,R7,R8,R10,
R11,SubC2_SW}
Cyber {r0-r2,SubA_FW-SubC_FW,
Router 3
Components CC_SW,CC_HMI}

substation B; SubB2_SW is the Ethernet switch to monitor
and transfer data for G1 and related buses. By inspection, all
the components in high risks are highly associated with G1.
We then compared the rest of the circumstances, all the results
are in consistent with the cyber-physical network.

This is an important finding in risk mitigation. During
the disturbance scenario, DoS of one component, physical
or cyber, could result in failure of other pinpoints with high
risks and cause severe problem. If the system operators could
estimate which component is most likely to be attacked next,
we could start an action and mitigate the disturbance.

2) Clustering results: Employing a DeepWalk based algo-
rithm, the result of is shown in Fig. 6. Taking G'1 as an illustra-
tion, {G1,B1,B4,R15,R16,R17,SubB2_SW,R18,SubB_HMI}
are in the identical cluster.
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Fig. 6: Clusters Generated by DeepWalk Based Approach

Overall, our findings are summarized as:

o The algorithm shows that nodes in the same cluster are
highly related. Most of the physical components in a
cluster are physically located in the same substation. The
clustering results for most network components are not
restricted by physical area.
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« Bipartite analysis support results of the clustering findings
and show a dependence on the physical components.

o There are cyber components and physical components
within one cluster, which proves that physical and cyber
components are interpenetrating.

o The result implies that the nodes within the same cluster
are more likely to get attacked simultaneously.

We believe our results cast a new light on cyber-physical
interdependencies studies. Future systematic investigation for
both methods will be conducted.

V. CONCLUSION

Advancements to analyze changes to cyber-physical power
grids in diverse disturbance scenarios through bio-inspired
clustering, and deep walk methods were explored in this
work. The results indicate that bio-inspired methods including
bipartite networks can provide valuable information regarding
cyber-physical connections. Moreover, we provide convincing
evidence for DeepWalk which delivers valuable risk assess-
ment and community detection results.

Expanding to different case studies and identifying patterns
and relevance of cyber components relative to physical net-
works will help to verify the results of this work. Possible
challenges include applying transient modeling and analysis to
our current methodologies. Further expansion of case studies
with breadth and severity of disturbances will help assist to
identify benchmarks. Our primary goal is to improve grid
resiliency through interdependence analysis and risk mitiga-
tion. Respecting real-world feasibility as well as usability by
decision-makers is a crucial component in the consideration
of future infrastructure.
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