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Abstract—The design of resilient power grids is a critical
engineering challenge for the smooth functioning of society. Bio-
inspired design, using a framework called the Ecological Network
Analysis (ENA), is a promising solution for improving the
resilience of power grids. However, the existing ENA framework
can only account or for one type of flow in a network. Thus,
the previous applications of ENA in power grid design were
limited to the design and evaluation of the power flows only
and could not account for the monitoring and control systems
and their interactions that are critical to the operation of energy
infrastructure. The present work addresses this limitation by
proposing a multigraph modeling approach and modified ENA
metrics that enable evaluation of the network organization and
comparison to biological ecosystems for design inspiration. This
work also compares the modeling features of the proposed model
and the conventional graphical model of Cyber Physical Power
Networks found in the literature to understand the implications
of the different modeling approaches.

Index Terms—Cyber-Physical Power Networks, Ecological Net-
work Analysis, Bio-Inspired Design, Network Modeling

I. INTRODUCTION

Modern power grids consist of distinct but interdependent
cyber and physical interactions between its constituent sys-
tems, to ensure its reliability and economics. The cyber and
physical interactions are highly overlapping to support each
other’s operation [1]. However, due to this interdependence,
a disruption in one domain can propagate to the other do-
main, causing cascading failures. Recent incidents of cyber
and physical attacks on energy infrastructure highlight the
importance of evaluating power grids’ structural and functional
characteristics from the overall cyber-physical perspective [2],
[3]. An overall evaluation of Cyber-Physical Power Networks
(CPPN) can provide more situational awareness for operators
to better understand the current state and prepare against
contingencies.

Different situational awareness methods have been pro-
posed in the literature. Work from refs. [4], [5] ranks the
importance of power system components based on the cyber
attack paths in cyber network and the impact on physical
network. Umunnakwe et al. used the cyber network topology
and component vulnerabilities to represent a weighted graph
and ranked the device’s risk using the betweenness centrality
metric [6]. Such analyses can provide an understanding of
how important a device is, but it does not capture the overall
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Fig. 1: The window of vitality observed for ecological net-
works (data from [7]), showing a unique balance of pathway
efficiency and redundancy. Figure based on ref. [8].

structural and functional characteristics of the CPPN. A frame-
work that can account for the multiple types of interactions
in the CPPN, and evaluate the architectural organization of
the network would provide greater insights for the design of
reliable and resilient CPPN.

Previous work by this research team proposed Ecological
Network Analysis (ENA) as a framework for the design and
evaluation of power grids [9], [10]. ENA is a tool used by
ecologists to study the complex interactions among species
in ecosystems by modeling them as flow networks. ENA
provides a set of metrics to study the structural and functional
characteristics of ecological networks [11]. Degree of System
Order (DoSO) is an ENA metric (ranging between zero and
one) that indicates the trade-off between pathway efficiency
(DoSO = 1) and pathway redundancy (DoSO = 0) in a
flow network [12]. Ecologists have found that long-surviving
ecosystems have evolved to avoid both these extremes, main-
taining a unique range of DoSO (centered around ~ 0.4)
called the ‘“Window of Vitality’ (WoV) that favors pathway
redundancy slightly more than efficiency (see Fig. 1) [8], [13],
[14]. The fact that ecosystems avoid extreme DoSO values
suggests that those may be unfir for survival and evolution.
Networks with values of DoSO close to zero are hypothesized
to utilize resources ineffectively for survival, while networks
with DoSO values close to one are vulnerable to perturbations.
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A unique balance between efficient and redundant pathways
allows ecosystems to be flexible enough to survive and recover
from perturbations, while still effectively utilizing resources
for survival under normal conditions [8], [14].

The analogy between caloric transfers (predator-prey re-
lationships) in biological food webs and power flows in a
power grid was used to model electric power grids in the
ENA framework and design power grid architectures that have
DoSO within (or close to) the ecological WoV [9], [10].
That work showed that bio-inspired grid designs experienced
significantly fewer violations in various disruption scenarios
compared to traditional configurations. While the results were
promising, the study could not account for the monitoring and
control systems and their interactions that are critical to the
operation of the power grid. This was because the existing
ENA framework is set up to only consider one type of flow
between actors in a network. The present work addresses
this limitation by proposing a novel multigraph model of
CPPN that enables evaluation of the network organization and
comparison to biological ecosystems for design inspiration.
The modeling decisions for the proposed multi-graph model
are discussed in detail and compared to previously studied
ENA models [9], [10] of power grids and the conventional
graphical model of CPPN found in the literature [15]. Finally,
The proposed framework is used to analyze the organizational
differences between two possible architectures of a hypothet-
ical 3-substation CPPN.

II. ECOLOGICAL NETWORK ANALYSIS

Before discussing the proposed ENA model for networks
with multiple flow types, a brief discussion of the existing
ENA framework is warranted. The first step in ENA is model-
ing the network (ecosystem) as a flow digraph (or directional
graph). The nodes in the digraph represent the species and
the directed arcs represent the transfer of energy or nutrients
between them and their immediate environment. The flows
between the actors (or nodes) within the system boundaries as
well as the system inputs, outputs and dissipation exchanged
with the environment are all stored in the flow matrix T (see
Fig. 2). The elements T;; of the matrix represent the flows
from node ¢ to node j.

o s
utput k=]
P! g _§
‘o~ w32
0 0 t,z 0 O
0 t 53 0 O
0 0 t3 0 O
t3; O 0 tzy O
0 0 0 0 0
0 0 0 0o 0

(b)

Fig. 2: A schematic of the modeling procedure used in ENA,
describing the (a) hypothetical food web as a (b) flow matrix.
Figure based on ref. [16]

The DoSO and R.., metrics are calculated from
the flow matrix described above. A more pathway con-
strained/organized network is more efficient at transferring

flows between two points in the network. The level of network
pathway organization or constraints is measured using the
metric Average Mutual Information (AMI, Eq. 1). The upper
limit upper limit on the organizational development of a flow
network is indicated by the Shannon Index (H, Eq. 2). The
ratio of AMI to H quantifies the relative pathway efficiency
of a flow network that is the DoSO metric (Eq. 3). Finally,
Ecosystems fitness (R.c., Eq. 4) was formulated as a function
of DoSO to mathematically describe this ecological principle:
minimal fitness at the extremes of DoSO, and peak fitness
inside the WoV. Evaluation of AMI and H, first requires
supporting calculations given by Eq. 5. The total magnitude
of flow through the network is quantified by the metric Total
System Throughput (7'ST},), and the magnitudes of flow in
and out of each node are given by the node throughputs (7 ,
and T ;). Additionally, while using Eqgs. 1- 2, the terms with
T;; = 0 (no flow) should be treated as zero. This follows from
the fact that lim,_,q+ zlogy(x) = 0, where x is an infinitely
small positive real number and b is the base of the logarithm
beRT &b#1).
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This existing ENA framework has proven to be a promising
design tool for various engineering applications in addition
to its previous power grid applications. The DoSO and R..,
metrics have been used to analyze industrial networks [17],
improve the robustness of water distribution networks [18],
and shown to be able to guide System of Systems design
towards desirable resilience and affordability trade-offs [19],
[20]. However, it is currently limited to analyzing networks
with only one type of flow. The next section details the pro-
posed framework for DoSO and R.., evaluation in networks
with multiple types of flows.

III. PROPOSED MULTIGRAPH MODEL

Figure 3 shows the typical systems and interactions in a
CPPN using a hypothetical 3-substation case study. The CPPN
consists of the physical systems, cyber systems, and cyber
physical connections between them. The physical systems
include buses, generators, loads, branches, etc. to generate and
distribute energy to the end users. The cyber systems include
communication devices, such as routers, firewalls, etc., that
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Fig. 3: The general features of a Cyber Physical Power
Network shown using a hypothetical 3-substation case study.

will concentrate data from the physical network to the opera-
tors for processing and operating the system securely, reliably,
and economically. For simplification, a router node is used to
represent all communication devices. The connection between
the routers and the physical systems form the cyber physical
connection. This connection is achieved using programmable
logic controllers (PLCs) built in to the physical systems. PLCs
can act as smart meters, and protective relays that have the
capability to communicate with other communication devices.
All data is sent to the control center (through the routers) for
processing and deciding regulatory actions.

CPPNs, like the example described above, can be under-
stood as System of Systems: networked integration of het-
erogeneous and independent constituent systems that together
produce capabilities that cannot be obtained by using any of
the constituent systems alone [21], [22]. The constituent sys-
tems such as the generators, transmission systems (branches),
and the control center serve useful purposes on their own
and are integrated to fulfill the goal of reliable power supply
to the end-users. The overall behavior of the power grid
emerges from the interactions between the constituent systems.
The constituent systems interact using multiple distinct but
interdependent flows: power flows, state information flows, and
control information flows. Power flows are self-explanatory:
they are the flows of electrical power between the physical
systems. The state information flows contain information re-
garding the operation of the physical systems (such as power
generated) collected by the metering devices. The control cen-
ter processes the state information received to decide control
actions for the physical systems. The dissemination of these
control decisions to the physical systems is represented using
the control information flows. A multigraph is a suitable tool
for describing and modeling such interactions. The following
general procedure can be used to develop the multigraph model
of the CPPN:

1) Identify constituent systems (nodes).

2) Add directed links between the physical systems repre-
senting the real power flows between them under normal
operation. The magnitude and direction of these flows
can be can be simulated using the PowerWorld Simulator
[23] (discussed in detail in the authors’ prior work [9],
[10D).

3) Assign a value to a quantum of complete state informa-
tion flows (say 5 units) for each physical system. Add
flows links of the same magnitude from each physical
system to their routers. It will be discussed later that
this assumption does not affect the evaluation of network
organization.

4) Check if routers are designed to communicate with each
other. If yes, add links between routers with flow values
equal to the amount of state information originally
received from physical systems.

5) Model redundant state information streams at the router
as dissipation and add one link modeling the transfer of
one stream of total information collected at each router
to the control center.

6) At the control center, model redundant streams of state
information as dissipation. Model one stream of state
information that will be productively used as export flow.

7) Import an equivalent amount of control information to
the control center (this models the transformation of
flow).

8) Add control information flow links from control center
to routers. Assign the magnitude of each flow link to be
equal to the number of physical systems connected to
that router and any routers communicating with it.

9) If routers communicate with each other - add links

to model the redundant sharing of control information.

Set magnitude of these flows equal to the amount of

control information received by the source router from

the control center and useful to the sink router.

Model redundant control information streams at the

routers as dissipation. Add links between each router

and their connected physical systems and assign values
equal to one quantum of control information.

Model an export of control information at the physical

systems indicating productive use of control information

for regulation. Model any redundant control information
streams as dissipation out of the physical systems.

10)

1)

The multigraph model for the hypothetical 3-substation
CPPN presented in Fig. 3 is developed using the steps de-
scribed above and presented in Fig. 4. The multigraph model
can be described using a 3 dimensional flow matrix where any
element T;;; represents the flow of type [ from node ¢ to node
7. To facilitate the DoSO (and R..,) evaluation of the overall
network, the modified AMI and H metrics, shown in Eqgs. 6
and 7, are proposed. The symbols in the metrics have the same
meanings as described in section II and the new subscript [ is
used as an index for the different flows between from node @
to node j. Once AMI and H are calculated using the modified
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metrics, DoSO and R.., can be calculated using Eq. 3 and
4. The formulation of these modified metrics is described in
detail in [24]. The modified metrics have previously been used
to analyze supply chains with multiple physical flows [25] and
surveillance networks with multiple information flows [26].

N+2 N+2

J T - TST,
amMI=3%"%" H TS; ) - toga ([ ] (57— 2)
i=0 j=0 l b :
(6)
N+2 N+2 | T
z] ]
33 Mg - oo Miggr) 0
=0 5=0 l

IVv.

Three unique features of the proposed model warrant further
discussion: (a) Unbalanced information flows, (b) transforma-
tion of flows, and (c) scale invariance.

ENA typically requires flow balance of physical flows at
all nodes (other than import, export, and dissipation) based
on the laws of conservation of mass and energy. However,
information flows are not bound by the same conservation
laws as physical flows: New information can be generated
and existing information can be copied (redundant communi-
cation pathways). For instance, the metering devices output
information about the operation of the physical systems they
are built-in to. Adding an import to balance these flows is
not meaningful because this information is not received from
the external environment, rather it is generated at the node.
In addition, the calculation of the AM I and H metrics (that
are used for DoSO and R.., evaluations) do not require
flow balance at all nodes. Therefore, unbalanced flows are
theoretically acceptable in the model as long as they do not
violate physical laws of the network under consideration. The
power flows are always balanced at each constituent system
(node) but information flows are not necessarily balanced.

Another distinguishing feature of the proposed model is
the modeling of the transformation of flows from one type
to another using export and import flows. This feature can
be observed at the control center. The control center receives
state information regarding the physical systems (including
redundant information streams). Part of the information re-
ceived is productively processed by the control center and this
is modeled using an export flow of state information at the
control center (straight arrow leaving the system boundary
in Fig. 4). The redundant information input is not utilized
under normal operation and that is modeled as dissipation
flow of state information at the control center (curly arrow
leaving the system boundary in Fig. 4). The processing of state
information results in the transformed control information.
This is modeled as an import flow of control information at the
control center (straight arrow entering the system boundary in
Fig. 4).

Finally, modelers may use different units/scales for different
flows. However, such a modeling decision should not affect
the architecture evaluation. The proposed model has been

DISCUSSION

tested to not be affected by the unit/scale selection of one (or
more) type(s) of flow. For instance, a quantum of state/control
information for one physical system was set as 5 units in
section III. However, a modeler could set each of them as
10 units or 1 units without affecting the results. Given that
for each type of flow, the flow magnitudes are modeled
logically (do not violate network/flow rules) the proposed
model will return the same DoSO (and R..,) values for a
network regardless of the unit/scale chosen for a type of flow.

The proposed multi-graph model was used to evaluate the
ENA metrics of interest for two possible architectures of the
3-substation CPPN case-study:

1) The control center and routers are connected in a star
topology: Each router is connected only to the control
center. This is the architecture shown in Figs. 3 and 4.

2) The control center and routers are connected in a mesh
topology: The routers are connected to each other as
well as the control center.

TABLE I: 3-Substation Cyber-Physical Network Architecture
Evaluation Using Ecological Metrics

Network ‘ AMI ‘ ‘ DoSO ‘ Reco
Power Flows Network (proposed model) 2.858 | 3.488 | 0.819 | 0.164
Previously studied Power Flows Network
ENA Model [9], [10] 1.962 | 2.869 | 0.684 0.26
State Information Flows Network (Star 2,009 3316 0.606 0.304
topology) : i : )
Control Information Flows Network (Star
topology) 2372 | 4373 | 0542 | 0.332
Overall Cyber-Physical Power Network 6.704 10332 | 0.649 0.281
(Star topology) : ” : )
State Information Flows Network (Mesh 1.320 3,699 0357 0.368
topology) ’ ’ ” :
Control Information Flows Network
(Mesh topology) 1.337 | 4.616 | 0290 | 0.359
Overall Cyber-Physical Power Network
(Mesh topology) 4.744 | 9.014 | 0.526 | 0.338

The biological ecosystems studied using ENA were found
within the DoSO range of ~ 0.25 to 0.53 and R.., values
between ~ 0.34 to 0.367 [7]. A network with DoSO within
this range would be considered to have an ecologically-similar
organization. Networks with DoSO Z 0.53 would be clas-
sified as more pathway efficient than biological ecosystems,
and networks with DoSO £ 0.25 would be considered more
pathway redundant than biological ecosystems.

The single flow layer level analyses showed that the two star
topology based information flow networks had slightly more
pathway efficiency (see Table I) compared to the biological
ecosystems. The mesh topology based state information flow
network and control information flow layers were found to
have ecologically similar network organization. Finally, the
power flow network (same in both architectures) was observed
to be the most pathway efficient network layer. This analysis
indicates that the power flow network was most vulnerable
to disruptions amongst the three flow layers in the CPPN.
Analysis of the overall CPPN showed that the star topology
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Fig. 4: The proposed multi-graph model of the 3-substation Cyber Physical Power Network case-study. Flows entering the
system boundary are imports and flows leaving the system boundary are export (straight arrows) or dissipation (curly arrows).

based architecture was more pathway efficient than biological
ecosystems. The added pathway redundancy of the information
flow layers in the mesh topology-based architecture shifts the
overall DoSO to just within the ecological window of vitality
range, making it significantly more ecologically-similar than
its star topology-based counterpart. This indicates that it is
more suited to survive and adapt to perturbations. However,
even with the added pathway redundancy of the information
flow layers, the high level of constraints in the power flow
layer leads to the overall CPPN being borderline pathway
efficient with respect to the window of vitality.

The loads and the branches (transmission systems) play
essential roles in the CPPN and they possess a certain level
of operational independence: For instance, a branch or a load
can be disconnected from the network in the case of a power
surge. As such they should be treated as constituent systems
in the overall System of Systems and modeled as nodes in
the network. In addition, there are information flows to and
from these physical systems to the routers. In any network
model, links should exist between two nodes and not between
a node and another link. Because of these reasons the branches
and loads are described as nodes in the proposed multigraph
model. This is a point of difference between the proposed
model and previous ENA models of the power grid [9], [10]
that modeled branches as links and loads as export flows. This
approach neglected to consider the constraint that the power
flow must go through these systems for successful operation
that adds points of failure in the network. The ENA model
of the CPPN proposed in this work was compared to the
previously studied power flow network ENA models and it was
seen that accounting for branches and loads as nodes in the
networks makes the power flows more pathway efficient (see
Table I) indicating they may be more vulnerable to disruptions
than previously realized.

The proposed multi-graph model of the CPPN is also
compared to the conventional graphical model of CPPN in

the literature [15], where the nodes are classified into two
categories: cyber and physical (see Fig. 3). The interaction
between the cyber nodes results in the cyber network layer
and the interactions between the physical nodes results in the
physical network layer. There are also inter-layer interactions
between nodes in these two layers that represents the inter-
dependency between the two layers. The primary distinction
between the conventional approach and the proposed approach
is that the proposed model classifies flow types instead of node
types. This distinction leads to two different models of the
same CPPN.

TABLE II: 3-Substation Cyber-Physical Power Network Anal-
ysis Using Topological Metrics.

Network ‘ d ‘ c ‘ l ‘ b
Cyber Network 3 0 1.5 0.25
State Information Flows Network 2364 | 0 | 0.245 | 0.007
Control Information Flows Network | 2.364 | 0 | 0.245 | 0.007

To understand the implications of two different modeling
approaches for CPPN design evaluation, the cyber network
in the conventional model of the 3-substation CPPN was
compared to the state information flow network layer and
the control information flow network layer from the proposed
multi-graph model of the 3-substation CPPN. Only the star
topology based architecture was used in this analysis. The
networks were compared using four metrics commonly used
in the literature for topological analysis of cyber networks:
average node degree ), clustering coefficient (¢), average
shortest path (), and average betweenness centrality measures
(b) [27]. The results of this analysis are presented in Table II.

A significant difference was observed between the topolog-
ical metrics calculated for the cyber network from the conven-
tional model and the the two information flow networks from
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the proposed model (except for the clustering coefficient). This
difference was attributed to the fact there are more nodes in
the later networks and a lower density of connections. Thus,
different modeling choices will provide different evaluation
perspectives for CPPNs. In addition, the two flow network
layers from the proposed model had identical values of these
topological metrics. While the topological metrics are useful,
they can only assess the structure of the network, whereas
the ENA metrics (like DoSO and R.,) can also capture
the subtle functional differences amongst networks with the
same topology (to an extent) - as can be seen from the
different values of the ENA metrics for the two information
flow network layers in Table I

V. CONCLUDING REMARKS

The article proposed a multigraph-based modeling approach
and modified ENA metrics that enable the evaluation of
CPPN'’s architectural organization and comparison to biolog-
ical ecosystems for design inspiration. Unlike refs. [9], [10],
[28], that only modeled one homogenous flow in either the
cyber or physical network, the proposed model includes the
heterogeneous flows between cyber and physical systems.
The proposed modeling approach was shown to be able
to distinguish between different CPPN architectures using
a hypothetical 3-substation CPPN case study. Further work
is needed to validate the value of the proposed framework
by testing different architectures using contingency analyses
as presented in [29]. Finally, while the multi-graph model
was proposed here for CPPNs, it has the potential to be a
valuable tool for the architectural design and evaluation of a
variety of System of Systems including pipeline distribution
infrastructure and aerospace operation networks
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