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Abstract—Intelligent electronic devices (IEDs) are widely used
in power systems and result in diverse heterogeneous cyber-
physical architectures. A scalable and fast way of accessing these
IEDs and automatically extracting substation cyber-physical
architecture for power systems from the data would benefit
engineering design, power system analysis, security analysis,
and cyber-physical security analysis. This paper presents a
framework of automated cyber-physical architecture extraction
and management. The proposed system will greatly reduce
the time and human effort on extracting the cyber-physical
architecture. This feature provides new capabilities for power
system contingency analysis, cyber-physical security analysis,
network connectivity examination, and improved intra- and
inter-organizational event planning, preparation, and response
capabilities.

I. INTRODUCTION

As increasing numbers of IEDs are becoming deployed in
substations, the architectures of power grids are becoming
more digitalized and automated. Measurements from sensors
in the field reach the control room through multiple layers
of computers and communication systems. Control signals
from a human machine interface (HMI) can command specific
devices in the field via this cyber-physical system to act.
Cyber-physical systems integrate computation with physical
processes where behavior is defined by both computation and
physical parts [1].

IEC 61850 [2] lays a foundation for substation automation
systems (SAS), wide area network (WAN) applications, and
Phasor Measurement Units (PMUs). IEC 61850 defines com-
munication between IEDs in substations for the purpose of
meeting specific requirements [3]. Mohammad et al in [4]
simulate the power system substation communication architec-
ture based on IEC 61850 and demonstrate acceptable perfor-
mance for substation automation. Substation architectures are
designed to benefit power system protection and control, while
contingency analysis helps prioritize power system operation
and control.

There is a need for a more comprehensive set of activities
for ensuring that critical infrastructure systems are prepared
to operate in an uncertain multi-hazard environment [5].
Traditional N-1 contingency analysis typically focuses on the
loss of single elements such as generation, transmission lines,
and transformers to provide guidance for operating the power
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system. The controls of the system are optimized in the
pre-contingency state with a security-oriented optimal power
flow (SCOPF) [6] or security constrained economic dispatch
(SCED) [7] so that when one of these “credible” contingencies
happens, the system should be able maintain its stability
and reliability [8]. With increasing substation automation and
more intelligent and connected IEDs, traditional contingency
analysis is not enough. To increase the resiliency of power
infrastructure, contingency analysis should also consider the
IEDs in the system. Unlike the traditional contingency analysis
for the loss of transmission line or outage of transformer,
contingency analysis of IEDs should include both cyber-attack
and physical loss, which could provide a better situational
awareness for the power system.

Directing the industry’s attention to cyber security and
cyber-physical security in these architectures is timely and
prudent. While cyber-attacks in power system can be mitigated
in different ways, including conventional state estimation,
with increasing knowledge and examples of intelligent cyber-
attacks, one must be prepared for attacks that can bypass bad
data detection in the state estimator, which has been demon-
strated in [9]. A method of creating unobservable attacks in
AC power flow equations is also introduced in [10]. With more
sophisticated methods, cyber-attack can bring adversary effect
to the power system without being detected.

Enabling utilities to better prepare to endure and respond
to unknown hazards such as cyber-attacks will result in
greater grid resilience. The recent report by the National
Academies of Sciences, Engineering, and Medicine investi-
gates grid resilience and promotes identifying, developing,
and implementing strategies to deal with events that can
cause large-area, long-duration outages [11]. Long-duration
blackouts are defined as those extending over multiple service
areas and lasting at least several days. Risk management
focuses on predicting and lessening the likelihood that certain
events occur. Resilience is about limiting the scope and impact
of events that do occur as well as maintaining or quickly
restoring the delivery of essential goods and services services.
To achieve resilience is to maintain performance while endur-
ing and recovering from an event. To best operate through
and recover from an attack, trustworthy and accurate cyber-
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physical models are essential.

Research on cyber-physical security is also important. In
[12], it presents an offline security-oriented cyber-physical
contingency analysis in power infrastructures. It combines
power system contingency and cyber compromise analysis
to rank the control network vulnerabilities according to the
underlying power system impact. In [13], there is an online
framework for assessing the operational reliability impacts due
to the threats to the cyber infrastructure. Moreover, to meet the
fast-growing energy demand and to alleviate environmental
concerns, direct current (DC) microgrid technology currently
attracts a lot of research. Dinesh Kumar et al present a state-of-
the-art DC technology in [14], which covers alternating current
(AC) infrastructure, system architecture, power quality issues,
and communication networks. Moreover, the cyber-physical
architecture covers the whole infrastructure. All applications
mentioned above need a reliable and current cyber-physical
architecture of the power system.

The design challenge of cyber-physical systems has been de-
liberated in [1]. Several promising advances of cyber-physical
systems are provided in [15], where they are illustrated in
context of smart energy systems and next-generation auto-
motive systems. Recent research for cyber-physical systems
in power grids is focused on the application side and cyber
threats. Cyber-physical system security of the smart grid are
discussed in [16] and [17] discuss, which focus on monitoring,
protection and control. In [18], the authors present a cyber-
physical security testbed for electric grids.

However, the only source for determining a system’s cyber-
physical architecture tends to be disparate historical databases,
and the information in these databases can be outdated or
inaccurate. Thus, when engineers need to use the cyber-
physical architecture for power system analysis or cyber secu-
rity analysis, manually recreating the templates of the cyber-
physical architecture for specific substation is often the only
option. Thus, it would be ideal to directly and automatically
extract the cyber-physical architecture of power systems for
the applications mentioned in previous paragraph.

This paper presents a framework of an automated system
to extract the cyber-physical architecture of the substation
through IEDs’ data. Section II presents the framework of the
proposed system. In Section III, several applications of the
proposed system are introduced. A specific case is demon-
strated in Section IV. For future work, more discussions are
illustrated in Section V.

II. FRAMEWORK OF THE PROPOSED SYSTEM

The framework of proposed system is presented in Fig.
1, which is an automated cyber-physical model extraction
and management system. This system consists of an online
connection to one or more data concentration equipment, like
the real-time automation controller (RTAC) manufactured by
Schweitzer Engineering Laboratories (SEL). Each RTAC is
connected with one or more IEDs, such as digital relays, smart
revenue meters, etc. The framework is general and will work
with a variety of IEDs and connection types. The code in the

server is the management system and the code in the data
concentrator dictates exactly what data is sent back to the
server and how it is returned. The system can use different
communication protocols and methods of exchanging this data.
The server code should contain the data structures necessary
to extract, store, and exchange the data relevant to a cyber-
physical power system model. The system can use different
interfaces to help accomplish the overall goals.
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Fig. 1. Framework of Proposed System

III. APPLICATION OF PROPOSED SYSTEM

The automated cyber-physical model extraction and man-
agement system is used to pull data out of IEDs and into mod-
els for use in specific applications. Major initial applications of
the data are transient stability and cyber-link model creation.
Besides, the online extraction of cyber-physical architecture
could also update exact information of substation topology
for utility companies. Feasible applications are demonstrated
in Fig. 2.
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Fig. 2. Overall Application of Proposed System
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Fig. 3 demonstrates a typical communication architecture
with a data concentrator RTAC (DC RTAC). If the IEDs
communicate via Ethernet, each IED will have a unique IP
address. If the IEDs connect to DC RTAC through serial, the
DC RTAC will have the information about the connection port
for each IED. Thus, the DC RTAC will not only have the
setting information, measurement, and status of each IED, it
will also have the cyber-physical information of the system.
With the proposed system, the cyber-physical architecture
could be extracted from DC RTAC and applied to different
analysis and design.
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Fig. 3. Typical DC RTAC Communication Structure

The following subsections introduce detailed information
of how to apply the proposed framework into corresponding
application areas.

A. Power System Contingency Analysis

Power system contingency analysis is a critical part for
power system design and planning. It not only provides guide-
line for operation but also provides significant information for
protection, control and etc. Traditional contingency analysis
focuses on modeling single-element outage (one-transmission
line or one-generator outage), multiple-element outage (two-
transmission line outage, one transmission line and one gen-
erator outage, etc.), and sequential outage (one outage after
another) [19]. Different contingency analysis methods have
been proposed for power systems. In [20], an interactive three-
dimensional visualization of contingency data is presented
along with detailed information of the power system. A
more comprehensive approach of power system contingency

analysis has been proposed in [21]; this presents a new
methodology based on ’extended electromechanical modeling,’
which includes security study, modeling of emergency control
countermeasures and self-emergency control. With adoption of
various IT technologies and programing languages, there are
also new methods to solve power system contingency analysis,
like cloud model [22], hybrid Petri Nets [23], and parallelizing
contingency analysis with D programming language [24].To
build these models and solve the contingency analysis, the
power system topology is still a critical element. With the pro-
posed system, it could extract the cyber-physical architecture
of the power system and manage it to be adaptive to various
contingency analysis tools as mentioned.

B. Cyber-physical Security Analysis

The growing need to consider power systems as cyber-
physical systems marks a milestone in modern grid develop-
ment. Improved self-control and protection schemes also bring
attention to cyber-physical security. Few of the research efforts
on cyber-physical security that have achieved manifest success
in practice. With the information of network connectivity,
power grid topology and cyber topology, the security oriented
cyber-physical contingency analysis could rank the contingen-
cies based on their impact and cyber-attack complexity [12].
In this way, the utilities will know the critical parts of the
power system and they could prepare different solutions for
those contingencies. An online framework is presented in [13]
to evaluate and rank the most critical cyber threats for power
system. To achieve that goal, it needs the cyber topology and
power topology to generate the analysis model. And cyber-
physical architecture is also important for identifying cyber
attack path. Since it is an online framework, updating the
current cyber-physical architecture and power system contin-
gency analysis will be critical. The authors in [25] present
toolsets for cyber-physical security assessment (CyPSA), an
evolution of [13]. CyPSA maps the points of interconnection
between cyber and physical system to determine what physical
actions are possible from any given host in the cyber network
and it also prioritize N-x contingency analysis to identify the
coupled contingencies situation. With the online analysis and
assessment, utilities could get the present security information
of the power system. The common part for these applications
is that they all need an accurate cyber-physical architecture
of the power system. The cyber topology provides important
information of cyber attack paths, the power system topology
is a critical element for contingency analysis, and the cyber-
physical interconnection is necessary for CyPSA.

C. Substation Topology Design

In addition to its application for creating and improving
various analyses, the proposed framework could also provide
great convenience for substation topology design. When power
system engineers design the SAS or upgrade the substation
topology, they need to know the information of existing IEDs
in the substation and the type of communication protocol
employed by IEDs. It always takes several weeks on the
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design of the substation topology to install more IEDs in
the substation or replace obsolete equipment with new dig-
ital equipment. A key reason substation design is so time
consuming is because the historical drawings of substation
topology may be inaccurate. Then engineers have to go to
the field to obtain the correct information. With the proposed
framework, the data from IEDs could be transmitted to the
proposed system. As long as the IED is connected in the
system, its measuring data and its setting information will be
available in the proposed framework. In this way, the most
accurate cyber-physical architecture of the substation will be
available at any time and it will save a great amount of time
for checking the substation topology.

IV. APPLICATION DEMONSTRATION OF THE PROPOSED
SYSTEM

Fig. 4 demonstrates a one-line diagram of the IEEE 300
bus system [26], which has been utilized in power system
research for decades. The biggest advantage of a planning
model is that it consolidates the true node-breaker model and
makes the power flow solution process much easier and faster.
[27] However, with the loss of detailed physical topology
information that is present in conventional planning models,
the operation models completely disconnect with the planning
models, which makes certain type of contingencies not be able
to analyze, like the contingency in split bus. Moreover, the
layout of the protection system and control system is also
eliminated in the one-line diagram, making the analysis of
cyber security and cyber-physical security impossible.

Fig. 4. IEEE 300 Bus One-line Diagram [26]

In [28], there are 6 major bus configurations in common
use, including Single Bus, Main and Transfer Bus, Double-
bus Double-breaker, Double-bus Single-breaker and Ring Bus.

Each configuration has its specific arrangements of equipment.
Based on these configurations, this paper proposes an algo-
rithm to distinguish different bus configurations based on the
data from IEDs. The algorithm is presented in Fig. 5.
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Fig. 5. Bus Configuration Detection Algorithm

With the proposed system and bus configuration detection
algorithm, not only could the one-line diagram of power
system be extracted but also the cyber-physical topology of
specific bus. Taking a double-breaker-double-bus topology as
an example, there are two breakers that connect each piece of
equipment in Fig. 6, so rather than having a load connected
at a bus in the planning model, there are two bus bars and the
load is connected between them with two breakers. A planning
model cannot provide any information in Fig. 6 whereas the
detailed topology information of that substation will include
the layout of circuit breaker, recloser, and protection relay and
all related cyber information, the IP address of each IED. The
proposed system can extract the cyber-physical topology from
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the IEDs and convert the planning model and one-line diagram
into a detailed physical topology with cyber information. Fig.
7 demonstrates an example cyber-physical topology with the
proposed system.
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Fig. 6. Double-Bus-Double-Breaker Topology

With a topology like Fig. 7, a detailed contingency analysis
could be accomplished and the network connectivity is also
accessible. In this way, CyPSA could provide a better assess-
ment of the overall power system. Moreover, the engineers can
know the specific IEDs in the system, which provides them
great convenience for the design, operation and maintenance.

V. CONCLUSION

This paper proposes a framework of automatically extract-
ing and managing cyber-physical architecture from IEDs’ data
and introduces several application areas. First, the proposed
system can provide the most accurate cyber-physical archi-
tecture of a substation, which can provide great convenience
for the upgrading design. Second, the power system topology
is fundamental for contingency analysis. With the proposed
system, contingency analysis could be faster and more adap-
tive. Third, for cyber-physical security analysis, the proposed
system could directly provide cyber-physical information. This
cyber-physical model is a crucial element for contingency
information and network connectivity computation.

An application based on the proposed system is presented.
The proposed system offers significant advantages for the
overall and detailed analyses of power systems, and it is easily
implemented. The future work for this system will focus on
enriching its database, testing model extraction scenarios with
online data and making it adaptive to more applications.
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