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ABSTRACT The growing integration of distributed energy resources and increased interconnectivity
in cyber-physical power systems (CPPSs) have heightened their complexity. This complexity has made
voltage stability control more vulnerable, especially under cybersecurity threats. Cybersecurity threats
enable the manipulation of critical system states, potentially causing blackouts and cascading failures.
This highlights the need for adaptive, efficient, and resilient control mechanisms to ensure CPPS stability.
This paper presents a novel Stability and voltage Protection Achieved with Resilient Soft Q-learning
(SPARQ). The proposed approach leverages a Soft Q-Learning (SQL) framework to autonomously regulate
voltage stability while addressing the impact of cyber attacks. The proposed SQL-based control system
incorporates adaptive preprocessing mechanisms to normalize observations and enhance policy robustness.
The study evaluates the performance of the SQL agent under both normal and cyber-attacked scenarios,
with simulated disturbances such as voltage variability, stochastic load dynamics, and deliberate data
injections. Comprehensive experiments on the IEEE 14-bus, reduced IEEE 118-bus, and IEEE 118-bus
systems demonstrate the effectiveness of the SQL framework in achieving improved voltage regulation.
Additionally, the SQL framework exhibits faster convergence and higher rewards compared to baseline
reinforcement learning methods. Moreover, the framework’s effectiveness under cyber attack highlights its
potential for resilient voltage stability control in modern CPPSs.

INDEX TERMS Autonomous voltage regulation, cyber-physical systems, reinforcement learning, soft
Q-learning, resilient control systems, voltage stability control.

NOMENCLATURE
FUNCTIONS
P Active Power.
Q Reactive Power.

VARIABLES
α Learning Rate / Entropy Scaling Parameter.
ϵ Exploration Rate.
γ Discount Factor.
A Action Space.
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S State Space.
ρπ (s, a) Occupancy Measure.
τ Temperature Parameter.
Penv State Transition Probability.
Qπ (s, a) Q-Function (Action-Value Function).
R(s, a) Reward Function.
T (s, a) State Transition Model.
V (s) State-Value Function.

ABBREVIATIONS
ALR Adaptive Learning Rate.
CPPS Cyber-Physical Power System.
DDPG Deep Deterministic Policy Gradient.
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DDQN Double Deep Q-Network.
DERs Distributed Energy Resources.
DQN Deep Q-Network.
DRL Deep Reinforcement Learning.
EBM Energy-Based Model.
ESS Energy Storage System.
FDIA False Data Injection Attack.
GCN Graph Convolutional Network.
GEVR Grid Emergency Voltage Regulation.
LTC Load Tap Changer.
MADRL Multi-Agent Deep Reinforcement Learn-

ing.
MARL Multi-Agent Reinforcement Learning.
MDP Markov Decision Process.
MERL MaximumEntropyReinforcement Learn-

ing.
PCL Path Consistency Learning.
PG-MA2TD3 Physics-Guided Multi-Agent Twin

Delayed Deep Deterministic Policy
Gradient.

SAC Soft Actor-Critic.
SPARQ Stability and Voltage Protection Achieved

with Resilient Soft Q-learning.
SQL Soft Q-Learning.
VC Voltage Control.

I. INTRODUCTION
The increasing integration of distributed energy resources
(DERs) and the heightened interconnectivity of modern
cyber-physical power systems (CPPSs) have significantly
amplified the complexity and challenges of voltage stability
control. Coupled with the growing threat of cybersecurity
breaches, these developments underscore the urgent need
for innovative and adaptive voltage regulation mecha-
nisms [1]. Blackout events caused by voltage instability and
cyber-induced disturbances have been on the rise, leading
to substantial power losses and operational disruptions [2].
Ensuring voltage stability within safe operational limits
is critical to mitigating the risk of cascading failures
and maintaining grid resilience. The implementation of
grid emergency voltage regulation (GEVR) mechanisms is
paramount to minimize the frequency and severity of power
disruptions and ensure reliable grid operations [3], [4]. GEVR
typically involves corrective actions such as under-voltage
load shedding and dynamic adjustments in generation or
consumption to stabilize voltage levels and restore nominal
grid performance [5]. However, the complex nonlinear
dynamics of CPPSs, governed by differential-algebraic
equations and influenced by numerous dynamic components,
pose significant challenges to effective decision-making in
GEVR, particularly under cyber attack scenarios [6].

Cybersecurity threats exacerbate these challenges by intro-
ducing adversarial conditions, such as false data injection
attacks (FDIAs), that compromise the integrity of grid
operations and hinder conventional control mechanisms [7].

Traditional approaches, which rely on rules-based load-
shedding relay mechanisms, often lack the adaptability and
robustness required to counteract adversarial scenarios and
dynamic grid conditions. In response to these limitations,
advanced deep reinforcement learning (DRL) techniques
have emerged as a promising solution for enhancing volt-
age stability control. Specifically, Soft Q-Learning (SQL),
an entropy-regularized variant of Q-learning, provides a
robust framework for managing uncertainties and cyber
threats in CPPSs [8]. SQL’s self-improving mechanism
enables it to learn optimal control policies under diverse grid
conditions and adversarial environments [9]. For instance,
a study in [4] employed a multi-agent graph-attention-based
RL algorithm to enhance grid voltage regulation. However,
the method demonstrated instability during training under
adversarial conditions [10]. Similarly, a Markov decision
process (MDP) approach was proposed in [11] for optimal
load tap changer (LTC) settings but faced limitations in
real-time applicability due to its dependency on accurate grid
topology information.

This paper introduces a Stability and voltage Protec-
tion Achieved with Resilient Soft Q-learning (SPARQ),
a novel SQL-based voltage regulation framework designed
to autonomously manage voltage stability while addressing
cyber threats. The SPARQ agent leverages a MDP formula-
tion with adaptive preprocessing mechanisms to normalize
observations and enhance policy robustness against adver-
sarial scenarios. The primary contributions of this work are
summarized as follows.

• A novel SPARQ-based voltage regulation framework
is proposed, integrating adaptive preprocessing mecha-
nisms to enhance the resilience of control policies under
adversarial conditions.

• The performance of SPARQ is systematically evaluated
against state-of-the-art RL strategies, focusing on its
ability to maintain voltage stability, maximize rewards,
and achieve robust performance under varying grid and
attack scenarios.

• The scalability and effectiveness of SPARQ are demon-
strated on the IEEE 14-bus, the reduced IEEE 118-bus,
and the standard IEEE 118-bus systems.

• The SPARQ resilience is assessed under cyber attacks to
highlight its potential for enhancing the cybersecurity of
voltage regulation in modern CPPSs.

The remainder of this paper is organized as follows.
Section II reviews prior work, while Section III defines
the problem formulation. Section IV describes the proposed
methodology, and Section V elaborates on the architecture in
detail. Section VI presents experimental results and evaluates
SPARQ’s performance. Lastly, Section VII concludes the
paper.

II. PRIOR WORK
Existing VC approaches in CPPSs have evolved from
traditional model-based techniques to more sophisticated
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control strategies that incorporate real-time data analytics
and adaptive functionalities. Early research efforts primarily
focused on linearized models and rules-based load shedding
schemes to address transient voltage instabilities, empha-
sizing strict adherence to safety margins and deterministic
control actions [12], [13]. Although these classical methods
often provided a degree of stability assurance, they were
hampered by their reliance on simplified assumptions and
off-line studies, thereby lacking robustness in the face
of evolving grid dynamics [14]. Over time, researchers
recognized the necessity for dynamic models to capture
the nonlinear behavior of loads and generators, prompting
the development of extended time-domain simulations that
employ differential-algebraic equations to predict voltage
responses under diverse operating conditions [1]. However,
the intricate coupling between generation, transmission,
and distribution systems, alongside growing cybersecurity
threats, has underscored the limitations of conventional sta-
bility analysis. Significant endeavors in system identification
and real-time monitoring have attempted to bridge this
gap by integrating phasor measurement units and wide-area
monitoring systems [15]. Yet, these sensor-centric solutions
are often prone to communication delays and data integrity
issues, amplifying the vulnerability of voltage stability
controls to adversarial interventions and attack vectors.

The advent of machine learning and data-driven tech-
niques has reshaped the research landscape, offering new
ways to handle the high-dimensional complexities of mod-
ern CPPSs. Neural network-based controllers and fuzzy
logic systems, for instance, have demonstrated improved
adaptability to time-varying load conditions and uncertain
renewable generation [16]. Reinforcement learning (RL)
approaches such as Q-learning, policy gradient methods,
and their variants emerged as promising avenues for real-
time decision-making in both centralized and decentralized
voltage regulation settings. Table 1 presents a comparison
of the prior work with the integration of cutting-edge RL
approaches for VC. In particular, an RL-based scheme was
introduced in [8] for load tap changer settings, yielding
notable improvements in dynamic voltage stability. Although
these RL frameworks have enabled self-learning control
policies that adapt to fluctuating grid states, they frequently
exhibit slow convergence and lack robust performance in the
presence of adversarial disturbances. Moreover, the absence
of explicit mechanisms to handle cybersecurity breaches
and measurement falsifications has limited their efficacy in
practical CPPSs.

Building on these foundational works, more recent studies
have begun exploring multi-agent reinforcement learning
(MARL) and advanced policy regularization techniques to
bolster the security and stability of VC. Graph-based MARL
strategies, for instance, leverage inter-bus relationships to
coordinate local voltage regulation actions while enhancing
fault tolerance [4]. Entropy-regularized variants such as Soft
Actor-Critic (SAC) and SQL further encourage policy explo-
ration, thus improving convergence rates and resilience to

sudden disruptions [9]. Nonetheless, many of these advanced
algorithms still struggle with scalability and real-time
operational constraints when confronted with malicious data
injections and stealth cyber attacks [20]. Efforts to integrate
detection mechanisms within the learning loop—such as
adversarial training or anomaly detection—have shown
promise, but often lead to higher computational overhead
and conservative control policies. Thus, despite considerable
progress, there is a pressing need for RL frameworks that not
only account for themultifaceted nature of power system (PS)
dynamics but also explicitly incorporate robust preprocessing
and decision-making strategies to mitigate the risks posed by
sophisticated cyber threats.

III. PROBLEM FORMULATION
This section covers the problem formulation for VC as well
as the underlying RL algorithms.

A. PRELIMINARIES
In the framework of Markov decision processes (MDPs),
a dynamical system is represented by a state space S,
an action space A, a transition kernel Penv(st+1 | st , at ), and
a scalar reward function R(st , at ). When modeling voltage
control (VC), each state st encapsulates information such
as real-time bus voltages, load demands, and other critical
variables influencing power flow. The agent’s action at may
entail adjusting reactive power injections, transformer tap
settings, or other system parameters to steer voltages toward
desired setpoints. Transitions Penv(st+1 | st , at ) are dictated
by non-linear PS equations, embodying both deterministic
(e.g., network topology, Ohm’s law) and stochastic (e.g.,
load fluctuations, renewable intermittency) effects. The scalar
reward rt = R(st , at ) often penalizes voltage deviations,
thus offering a quantitative metric for algorithmic updates.
The system evolves over a discrete timeline t = 0, 1, 2, . . .,
and the agent’s aim is to find an optimal policy π∗(at |
st ) that maximizes the expected cumulative discounted
return, Epπ (τ )

[∑T
t=0 γ trt

]
. Through repeated exploration,

the policy refines its decision rules, enabling robust behavior
under varying load profiles and possible cyber-induced
disruptions.

A key tool in characterizing policy performance is
the action-value function (or Q-function), Qπ (s, a), which
calculates the expected return starting from state s and action
a and thereafter following policy π . This function follows the
Bellman equation as

Qπ (s, a) = E
[
r + γQπ (s′, a′)

]
, (1)

where the expectation is taken with respect to s′ ∼
Penv(· | s, a) and a′ ∼ π (· | s′). For an optimal
policy π∗, the corresponding Q-function Q∗(s, a) attains
maximal values over all actions. Traditional Q-learning uses
iterative updates to approximateQ∗ from sampled transitions.
However, modern extensions, especially entropy-regularized
methods such as SQL, include an entropy term to encourage
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TABLE 1. Comparison of voltage control methods.

exploration and mitigate convergence issues arising from
complex state-action spaces. This augmentation is critical for
high-dimensional CPPSs, where balancing exploration and
exploitation becomes pivotal amid noisy measurements and
potential adversarial data injections.

When applying MDP-based frameworks to VC problems,
it is customary to employ a time-discretization strategy
that aligns with operational or control intervals in power
grids, such as a few seconds to minutes. Each episode
spans a fixed horizon T or concludes if certain termination
conditions—e.g., system collapse or voltage outside per-
missible ranges—are met. The occupancy measure ρπ (s, a),
given by

∑
∞

t=0 γ t P(st = s, at = a | π ), is particularly
instructive for quantifying how often different state-action
pairs are visited. In practice, ensuring adequate coverage
over S × A necessitates both stochastic exploration policies
and well-designed reward shaping. Furthermore, stabilizing
learning amid non-stationary conditions (e.g., varying loads,
ramping renewable generation) often involves online updat-
ing schemes or off-policy replay buffers. This ensures that
the agent’s policy remains responsive to system changes and
resilient to adversarial factors, thereby safeguarding voltage
stability over extended operational timelines.

B. VOLTAGE CONTROL ENVIRONMENT
VC in modern CPPSs can be rigorously modeled as aMarkov
Decision Process (MDP), where the goal is to keep voltage
levels within specified safety margins despite the stochastic
and time-varying nature of system dynamics. Formally,
we denote this MDP by the tuple ⟨S,A,Penv,R, γ ⟩, where
S denotes the state space, A the action space, Penv(· | s, a)
the state transition probabilities, R(s, a) the scalar reward
function, and γ the discount factor. Each state st ∈ S
provides a snapshot of the power grid at time t , including
bus voltage magnitudes, transformer tap positions, and load
demands. The decision variables at ∈ A are the control

signals that adjust voltages, such as regulating reactive
power or changing transformer taps. The transition dynamics
Penv(st+1 | st , at ) capture how the PS evolves from one
state to another under the chosen action, governed by both
deterministic physical laws and stochastic factors such as load
uncertainty and renewable generation variability. For every
state-action pair, a scalar reward rt ∈ R(st , at ) indicates
instantaneous performance, often penalizing deviations of
bus voltages from a desired reference to promote stable
operating conditions. The discount factor γ ∈ (0, 1) balances
short-term versus long-term objectives. This environment
integrates advanced modeling of stochastic uncertainties
and adversarial perturbations, simulating realistic operational
scenarios.

At each time step t , the agent observes state st , selects an
action at according to a policy πθ (at | st ) parameterized by
θ , and receives a reward rt based on how well the voltage is
regulated. The system transitions to the next state st+1 with
probability Penv(st+1 | st , at ). Over an episode or trajectory
τ = (s1, a1, s2, a2, . . . ), the cumulative discounted return
is defined by R(τ ) =

∑T
t=1 γ t rt , and the probability of

observing a particular trajectory τ under π is given by pπ (τ ).
The objective is to maximize the expected return, which
balances immediate and future rewards as follows.

Ep(τ )[R(τ )] =
∫

τ

pπ (τ )R(τ ) dτ. (2)

A fundamental quantity in this framework is the action-value
function Qπ (s, a) = E[R(τ ) | st = s, at = a ],
where the expectation is taken over trajectories starting
from state s and action a, with subsequent decisions made
by π . Mathematically, the occupancy measure ρπ (s, a) =∑
∞

t=0 γ t P(st = s, at = a | π ) represents how often theMDP
visits each state–action pair under policy π . This measure is
particularly useful in theoretical analysis, as it forms a one-
to-one mapping with the policy.

VOLUME 13, 2025 43833



M. Massaoudi: SPARQ: A Cyber-Resilient Voltage Regulation Using SQL Approach

IV. METHODS
In this section, the resilient voltage regulation problem for
CPPSs is regarded as a continuous Markov chain (MC)
problem, and SQL is used to solve the MDP. Whereupon, the
main parameters of the proposed SQL are given in details.

A. NOTATIONS
Q-learning lies at the core of model-free reinforcement
learning, aiming to approximate the optimal action-value
functionQ∗(s, a) by iteratively adjusting parameter estimates
through experience in a MDP. Q-learning estimates Q(s, a)
via the iterative update as

Q(st , at )← Q(st , at )

+ α
[
rt + γ max

a′
Q(st+1, a′)− Q(st , at )

]
, (3)

where α is the learning rate and rt is the reward received
at time t . In high-dimensional settings, neural networks are
employed to approximate Qθ (s, a), updating their weights θ

through gradients derived from the temporal-difference error.
Modern variants such as Double Q-learning and Dueling
DQN aim to correct overestimation biases and isolate the
state-value function from the action-value function.

Extending these fundamental ideas, recent work inte-
grates entropy-regularized objectives to encourage broad
exploration, thereby mitigating the risk of converging to
suboptimal deterministic policies. SQL, for instance, mod-
ifies the Bellman backup to include an entropy term that
balances exploration against exploitation, often improving
convergence properties in non-stationary or adversarial
environments. Under this paradigm, the Q-value update rule
incorporates a temperature parameter α to scale the entropy
term, effectively promoting stochastic behavior in the policy.
By merging elements of DQN and SQL techniques—such
as the single-stream or dueling architecture for Q-value
estimation—contemporary RL systems can achieve robust
performance under diverse and uncertain conditions. This
synergy is particularly valuable for voltage control and other
safety-critical PS applications, where learning policies must
adapt swiftly to fluctuating loads, renewable variability, and
potential cyber threats without sacrificing numerical stability
or long-term performance guarantees.

B. MAXIMUM ENTROPY REINFORCEMENT LEARNING
Maximum Entropy RL (MERL) extends traditional RL by
augmenting the objective function with an entropy term,
promoting stochastic policies that maximize both cumulative
rewards and exploration. The goal is to optimize the
maximum entropy objective as

π∗MaxEnt = argmax
π

Eτ∼pπ

[
T∑
t=1

(r(st , at )+ αH(π (·|st )))

]
,

(4)

where H(π (·|st )) = −
∑

a∈A π (a|st ) logπ (a|st ) is the
entropy of the policy, α > 0 is a temperature parameter

that balances reward maximization and exploration, and τ =

(s1, a1, . . . , sT , aT ) represents a trajectory sampled from the
policy π . When α = 0, the objective reduces to standard RL.
The entropy term encourages policies that explore multiple

actions, leading to improved robustness and the discovery of
diverse strategies. Such policies are expressed as

π∗MaxEnt(at |st ) = exp
(
1
α

(
Q∗soft(st , at )− V

∗

soft(st )
))

, (5)

where Q∗soft(st , at ) is the soft Q-function, and V
∗

soft(st ) is the
soft value function. These are defined as

Q∗soft(st , at ) = r(st , at )+ Est+1∼p [γ (r(st+1, at+1)

+αH(π∗MaxEnt(·|st+1))
)]

, (6)

V ∗soft(st ) = α log
∫
A
exp

(
1
α
Q∗soft(st , a)

)
da. (7)

The optimal soft Q-function, Q∗soft(st , at ), incorporates
the immediate reward r(st , at ), the discounted cumulative
rewards, and the entropy bonus. Similarly, the soft value
function, V ∗soft(st ), integrates the entropy-regularized action-
value function over all possible actions. Maximum Entropy
RL employs an energy-based model (EBM) structure for
the policy π∗MaxEnt(at |st ) ∝ exp

(
1
α
Q∗soft(st , at )

)
, where the

hyperparameter α determines the degree of randomness in
the policy. Lower values of α result in more deterministic
policies, while higher values encourage exploratory behav-
iors. This framework provides multiple benefits, including
enhanced exploration, robustness to suboptimal local solu-
tions, and the ability to discover diverse strategies for solving
RL tasks. These characteristics make Maximum Entropy
RL well-suited for complex, high-dimensional environments
where traditional methods struggle to generalize effectively.

C. SOFT Q-LEARNING ARCHITECTURE
The SQL architecture is fundamentally based on entropy-
regularized MDPs, where the goal is to maximize the
expected cumulative reward as

E

[
∞∑
t=0

γ t (r(st , at )+ αH(π (·|st )))

]
. (8)

The entropy term H(π (·|s)) = −
∑

a∈A(s) π (a|s) logπ (a|s)
encourages stochastic exploration by penalizing deterministic
policies. The two primary value functions in this framework
are the state value function V (s) and the state-action value
function Q(s, a) given by

V (s) = max
π∈1(A(s))

Ea∼π

[
Q(s, a)− α logπ (a|s)

]
, (9)

Q(s, a) = R(s, a)+ γ Es′∼T (s,a)[V (s
′)], (10)

where R(s, a) is the immediate reward, γ is the discount
factor, and T (s, a) represents the state transition probability.
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The Bellman equations incorporate entropy regularization as

Q(s, a) = R(s, a)

+ γ Es′∼T (s,a)

τ log
∑

a′∈A(s′)

exp(Q(s′, a′)
τ

)

 ,

(11)

V (s) = τ log
∑
a∈A(s)

exp(Q(s, a′)
τ

). (12)

Here, τ > 0 is the temperature parameter that controls
the trade-off between exploration (entropy maximization)
and exploitation (reward maximization). The optimal policy
π (a|s) is derived from the soft Q-function using a Boltzmann
distribution as

π (a|s) =
exp(Q(s,a′)

τ
)∑

a′∈A(s)
exp(Q(s,a′)

τ
)
. (13)

This ensures that actions with higher Q(s, a) values are
selected with higher probabilities, but the entropy term keeps
the policy stochastic.

The Path Consistency Learning (PCL) framework imposes
temporal consistency across a trajectory (si, ai, . . . , sj, aj) by
satisfying the following condition as

V (si)+
j−1∑
t=i

γ t−i
[
τ logπ (at |st )− R(st , at )

]
= γ j−iV (sj).

(14)

This condition aligns the policy with the soft value functions
over multiple time steps, allowing the agent to optimize
long-term rewards while maintaining entropy regularization.
The soft value function V (s) can be expressed explicitly in
terms of the soft Q-function as

V (s) = τ log
∑
a∈A(s)

exp(Q(s, a′)
τ

). (15)

Using this, the Q-function updates iteratively based on
observed transitions as

Q(st , at )← (1− α)Q(st , at )

+ α
[
R(st , at )+ γ Est+1∼T (st ,at )V (st+1)

]
, (16)

where α is the learning rate. The gradient of the policy
objective with respect to π is:

∇πJ (π )=E(s,a)∼π

[
∇π logπ(a|s) (Q(s, a)− τ logπ (a|s))

]
.

(17)

This update allows the policy to improve by sampling
actions proportionally to their soft Q-values while retaining
stochasticity. SQL emphasizes balancing exploration and
exploitation by embedding entropy maximization directly
into the Bellman equations. Through a combination of soft
value functions, stochastic policies, and temporal consistency
constraints, the architecture achieves efficient and robust
learning in high-dimensional action spaces while encourag-
ing exploration and resilience to suboptimal local solutions.

V. PROPOSED ARCHITECTURE
The SQL framework employs a single-stream architecture
for Q-value computation, leveraging a neural network to
predict Q-values directly for each action a. Fig. 1 displays
the proposed architecture of a SPARQ system operating on a
grid environment. Specifically, the Q-values guide the agent’s
policy using a softmax-based action selection mechanism
for improved exploration and numerical stability. The soft
Q-value update rule incorporates entropy regularization to
balance exploitation and exploration.

FIGURE 1. SQL architecture illustrating entropy-regularized state-action
value functions Qsoft(s, a) derived using multiple Q-value networks. The
policy π(a|s) =

exp(Q(s,a)/τ )∑
a′ exp(Q(s,a′)/τ ) ensures exploration while balancing

reward maximization.

The proposed framework incorporates entropy regular-
ization to balance exploration and exploitation [21]. The
Q-values are updated with the soft Bellman operator,
integrating robustness against uncertainties as

Qπ (s, a)=r(s, a)+ γ Es′∼Penv

[
α log

∑
a′

exp
(
Q(s′, a′)

α

)]
,

(18)

where α is the entropy scaling parameter. This formulation
enables SQL to handle dynamic grid conditions and adversar-
ial scenarios effectively. Observations are normalized using
domain-specific scaling to enhance numerical stability and
facilitate learning as

snorm =
prodp

genpmax + ϵ
,
prodv
200

,
loadp

max(loadp)+ ϵ
,

loadq
max(loadq)+ ϵ

,
rho
2.0

,
topovect
4.0

, (19)

where ϵ prevents division by zero. Additionally, features such
as production voltage prodv and line loading rho may be
subjected to clipping for outlier control. This preprocessing
ensures robustness under normal and adversarial conditions.

The agent minimizes an SQL loss function defined as

L(θ) = Et
[
min(rt (θ )At , clip(rt (θ ), 1− ϵt , 1+ ϵt )At )

−LALR(θ )+ αexpH (πθ )
]
, (20)

where D is the replay buffer, θ− are the target network
parameters, α is the temperature parameter for entropy
regularization, and γ is the discount factor. Experience
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replay and periodic updates to the target network stabilize
the training process and improve convergence. The detailed
pseudocode for the voltage regulation based on the SPARQ
algorithm is described in Algorithm 1.

Algorithm 1 SQL for Cyber-Resilient Voltage Regulation
1: Initialize networks Q(s, a; θ ) with random weights.
2: Initialize target network Q̂(s, a; θ−) with weights θ− =

θ .
3: Initialize experience replay memory D and set explo-

ration rate ϵ = 1.
4: Set softmax temperature parameter τ and reward scaling

factor α.
5: for each episode n = 1 toM do
6: Initialize state s.
7: for each step t = 1 to T do
8: Preprocess state st to extract normalized features.
9: With probability ϵ, select a random action at .
10: With probability 1 − ϵ, compute softmax

probabilities:
π (a|st ) =

exp(Q(st ,a;θ )/τ )∑
a′ exp(Q(st ,a′;θ )/τ )

.
11: Sample action at ∼ π (a|st ).
12: Execute action at in the environment and observe

reward rt and next state st+1.
13: Store transition (st , at , rt , st+1) in D.
14: if D contains sufficient samples then
15: Sample random mini-batch from D:

(sj, aj, rj, sj+1, dj).
16: Compute target values for each sampled

transition:
yj = rj + (1 − dj) · γ ·

α log
∑

a′ exp(Q̂(sj+1, a
′
; θ−)/α).

17: Perform a gradient descent step on the loss:
L(θ) = Ej

[
(yj − Q(sj, aj; θ ))2

]
.

18: end if
19: if t mod K == 0 then
20: Update target network weights: θ−← θ .
21: end if
22: Decay exploration rate ϵ.
23: end for
24: end for

VI. SIMULATION RESULTS
To assess the performance of Algorithm 1 across different
grid sizes and complexities, the simulation results employ
three test systems: the 14-bus power grid, the reduced 118-bus
system, and the larger IEEE-118 bus network. The SPARQ
model is compared to Dueling DQN model, Duel Q Simple
(DuelQSimple), Deep Q Network (DQN), Double Deep Q
Network (DDQN), and Deep Deterministic Policy Gradient
(DDPG). The main Python packages used in this research are
Pandapower [22], Grid2op [23], and Tensorflow [24].

A. DATA DESCRIPTION
The implementation utilizes a carefully constructed state
space representation derived from the Grid2Op environment.
The simulation results incorporate multiple PS parameters
that are crucial for voltage regulation. The state space
consists of six main feature groups that are preprocessed
and normalized to ensure stable learning: power generation
(prodp), voltage levels (prodv), active load (loadp), reactive
power (loadq), line Loading (rho), and topology vector
(topovect ). The feature preprocessing pipeline incorporates
normalization for value bounding, outlier handling through
clipping, flattening of features into a continuous input vector,
and float 32 type conversion for efficient computation.
This streamlined process ensures robust and computationally
effective input preparation for the neural network.

The state space features undergo comprehensive nor-
malization to ensure effective learning: generator active
power (prodp) is normalized by maximum capacity with
epsilon protection, bounding it between [−1, 1]; voltage
outputs (prodv) are scaled by 200 to maintain consistent
ranges; load power (loadp) and reactive power (loadq)
are normalized by their respective maximum values to
represent relative distributions; line loading ratios (ρ) are
divided by 2 and clipped to [0, 1] for security constraint
monitoring; and topology vectors (topovect ) are scaled by
4.0 to represent circuit breaker states. This normalization
strategy ensures consistent feature scaling while preserving
critical relationships between PS variables, enabling the
model to learn system-wide patterns independent of absolute
values.

When cyber attacks are considered, the implementation
includes additional processing where prodv and rho can be
perturbed by an attack magnitude parameter. This perturba-
tion is applied probabilistically based on an attack probability
parameter, simulating realistic scenarios where measure-
ments might be compromised. The total observation space
dimension is dynamically calculated based on the sum of
individual feature dimensions, allowing the implementation
to adapt to different PS sizes (14)-bus, reduced 118-bus, and
full 118-bus systems). This flexible state space representation
enables the SPARQ agent to learn voltage regulation policies
that are both effective and resilient to cyber-attacks while
maintaining awareness of critical system constraints and
operational conditions. The feature engineering process
ensures that the agent receives a consistent, normalized
view of the PS state, facilitating stable learning while
preserving the essential relationships between different PS
variables. This comprehensive state representation allows
the SPARQ agent to learn complex voltage regulation
policies that consider both the immediate system conditions
and potential security threats. To provide a comprehensive
understanding of the simulation results, it’s essential to delve
into the specific configurations and parameters utilized in
the study. The used bus system specifications are reported
in Table 2.

43836 VOLUME 13, 2025



M. Massaoudi: SPARQ: A Cyber-Resilient Voltage Regulation Using SQL Approach

TABLE 2. Comparison of the different IEEE bus systems.

B. PERFORMANCE IN ABSENCE OF ATTACK
The proposed SPARQ algorithm’s hyperparameters and
counterparts are optimized using the Grid Search method.
Table 3 summarizes the SPARQ hyperparameters. Notably,
the algorithm employs a learning rate of 0.0003 and a
discount factor gamma of 0.99 for value estimation. The
temperature parameter is set to 1, balancing stochastic
exploration and exploitation. The replay buffer size is
configured to 8192, and the batch size is set to 64 for
efficient training. Target network updates are performed
every 10 steps, with one gradient step taken per training
iteration. Additionally, reward scaling is applied with a factor
of 0.1, and the minimum value clipping is set at −1e+06 to
stabilize learning.

TABLE 3. SQL hyperparameters used in our experiments.

1) IEEE 14-BUS SYSTEM: FEASIBILITY STUDY
Numerical simulations are conducted using the IEEE-14
bus system. The modified IEEE 14-bus system represents a
portion of the real American Electric PS as seen in Fig. 2 [25].

The average rewards and computation time comparison
between different agents is provided in Table 4.
According to Table 4, SPARQ achieves the highest average

reward of 320.25 while also demonstrating the lowest
computation time of 10.19 seconds, indicating its superior
efficiency and performance. Dueling DQN follows with
an average reward of 61.1466 and a computation time of
58.1978 seconds, showing a balance between reward and
time. DDQN performs slightly better than DQN in terms

FIGURE 2. Modified IEEE 14-bus system used in the evaluation.

TABLE 4. Comparison of agent performance for the IEEE 14-bus system.

of reward, achieving 60.5717 compared to DQN’s 58.3413,
but requires more computation time at 62.6129 seconds
compared to DQN’s 47.5151 seconds. The DuelQSimple
agent demonstrates moderate performance with a reward of
41.6011 and a significantly reduced computation time of
16.275 seconds. DDPG exhibits the lowest average reward
of 35.6587 and a computation time of 30.6819 seconds,
indicating its relatively weaker performance compared to
the other agents. This comparison highlights the trade-offs
between reward maximization and computational efficiency
among the agents.

Fig. 3 illustrates the number of trainable parameters for five
reinforcement learning agents: DQN, DDQN, Dueling DQN,
DuelQSimple, and SPARQ. DQN and DDQN exhibit the
highest model complexity, each having approximately 23,581
trainable parameters, closely followed by Dueling DQN
with 22,750 parameters. On the other hand, DuelQSimple
and SPARQ are less complex, with 16,733 and 15,581
parameters, respectively. This reduction in parameters for the
latter two methods reflects their simpler architectures, which
likely contribute to their lower computational and memory
requirements.

Table 5 compares five agents—DQN, DDQN, Dueling
DQN, DuelQSimple, and SPARQ—based on memory con-
sumption, CPU utilization, and the number of parameters.
DQN has the highest memory usage at 93.08 MB, which is
substantially higher than the other methods, while SPARQ
and DDQN demonstrate much lower memory footprints of
3.69 MB and 4.87 MB, respectively. The CPU utilization
values range between 85.50% for DQN and 100.55% for
DuelQSimple, with most methods utilizing over 96% of
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FIGURE 3. Number of trainable parameters.

CPU capacity. Regarding model complexity, measured by the
number of parameters, DQN and DDQN have the highest
values at 23,581 parameters, followed by Dueling DQN with
22,750 parameters. DuelQSimple and SPARQ have fewer
parameters at 16,733 and 15,581, respectively, indicating
lower computational complexity. Notably, DuelQSimple has
an anomalous memory usage value of -0.00 MB, which
may be an error or an artifact of measurement. Overall, the
table highlights the trade-offs among the agents in terms
of resource efficiency and computational demands, with
SPARQ offering a good balance of low memory usage and
moderate CPU demand, while DQN stands out for its higher
memory and lower CPU utilization.

TABLE 5. Comparison of agents based on memory, CPU utilization, and
number of parameters.

2) IEEE 118-BUS SYSTEM: SCALABILITY STUDY
Comparative tests are implemented on an IEEE 118-bus sys-
tem to assess the scalability of our proposed method. Table 6
compares the performance of various DRL methods in terms
of average reward and computation time. SPARQ achieved
the highest average reward of 433.99 while maintaining a
computation time of 9.1 seconds, demonstrating a strong
balance between performance and efficiency. DuelQSimple
followed closely with an average reward of 381.12 but
required the highest computation time of 16.08 seconds.
DDQN also performed well with an average reward of
376.56 and a computation time of 14.57 seconds. In contrast,
DQN recorded a moderate reward of 171.44 with a com-
putation time of 10.19 seconds. Dueling DQN showed the
lowest average reward of 85.3 but had one of the shortest
computation times at 8.59 seconds. Overall, SPARQ emerges
as the most effective method in this comparison, offering
superior rewards with reasonable computational demands.

TABLE 6. Performance comparison of DRL methods on the IEEE 118-bus
system.

Fig. 4 compares the computation times across different
methods or agents for the IEEE 118-bus system. The bar
chart shows that SPARQ has the shortest computation time
at approximately 5 seconds, while DuelQSimple requires the
longest at around 21 seconds. The DQN, DDQN, andDueling
DQN - fall between these extremes, with computation times
ranging from roughly 13 to 19 seconds. This comparison
suggests that traditional SPARQ-based approaches may be
more computationally efficient than various deep Q-learning
methods for resilient PS operations.

FIGURE 4. Computation time comparison on the IEEE 118-bus system.

Fig. 5 presents a boxplot comparison of computation times
across different agent types in an IEEE 118-bus system.
From the visualization, the DQN agent shows moderate
computation time with a median around 17-18 units. The
DDQN demonstrates notably lower computation time, with
its median approximately at 12 units, suggesting improved
efficiency. The Dueling DQN and DuelQSimple agents
exhibit higher computation times with medians around 20-22
units and also show greater variability in their performance,
as indicated by their larger box sizes and whiskers. Finally,
the SPARQ agent appears to have the most consistent
performance, though its exact values are not clearly visible
in the plot.

3) REDUCED IEEE 118-BUS SYSTEM: ADAPTABILITY STUDY
Further tests are conducted to evaluate the performance of
the proposed method using the reduced 118-bus system.
Table 7 presents the comparison of agent performancemetrics
for the reduced IEEE 118 bus system. The comparison of
agent performance metrics for the reduced IEEE 118 bus
system reveals distinct variations in both average reward and
computation time across different agents. The SQL agent
achieved the highest average reward of 483.14, significantly
outperforming all others, while also demonstrating the
shortest computation time of 21.59 seconds. The Dueling
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FIGURE 5. Computation time boxplot comparison for the IEEE 118-bus
system.

DQN agent followed with an average reward of 54.95 and
a moderate computation time of 110.50 seconds. The
DDPG agent achieved an average reward of 51.3629 with
a relatively efficient computation time of 49.31 seconds.
The DQN and DDQN agents recorded average rewards
of 48.34 and 45.09, respectively, with computation times
of 157.66 and 62.08 seconds. Finally, the DuelQSimple
agent demonstrated the lowest average reward of 41.51 but
achieved a computation time of 34.48 seconds, placing it
among the more computationally efficient agents. These
results highlight the trade-offs between reward optimization
and computation efficiency across the tested agents.

TABLE 7. Comparison of agent performance metrics on the reduced IEEE
118-bus system.

The SPARQ performance across the three bus systems
for ten trails is presented in Table 8. The 14-bus system
demonstrates lower rewards and shorter computation times,
indicating its suitability for quick simulations with less
complexity. The reduced 118-bus system shows significantly
higher rewards in some trials but at the cost of increased
computation time and longer episode lengths. The 118-bus
system balances complexity and performance, with rewards
and computation times falling between those of the other two
systems.

Fig. 6 illustrates the comparison of reward values across
different bus systems over 10 trials. The graph reveals signif-
icant performance variations across trials, with the standard
118-bus system demonstrating the highest volatility, reaching
peak rewards of around 750 units in trial 3 and experiencing
another notable spike near 650 units in trial 8. The 14-
bus system and modified 118-bus system show relatively
more stable performance patterns, generally maintaining
reward values between 200 and 400 units throughout the

trials. The modified 118-bus system appears to have slightly
more consistent performance compared to the original 14-
bus system, suggesting that the modifications may have
contributed to improved stability in the reward outcomes.
By trial 10, all three systems converge with rewards ranging
between 250 and 450 units, though the standard 118-bus
system maintains a slightly higher final value.

FIGURE 6. Reward values across different bus systems.

C. PERFORMANCE IN PRESENCE OF ATTACK
While performance in standard scenarios is important,
resilience against adversarial conditions is a critical aspect
of evaluating the robustness of any control method. This
subsection presents the efficiency metrics summary for the
SPARQ agent under two scenarios: Normal (no attacks) and
Attacked (with a 30% probability of cyber-attacks). Inspired
by energy-based policy gradients, SPARQ introduces an
entropy term in the objective function to balance exploitation
with exploration, reducing the risk of local optima in
high-dimensional control spaces. To make the learning
agent resilient to malicious data injections, the architecture
incorporates random perturbations into measurements with
controllable probability and magnitude. During the training
phase, the agent encounters these possible corruptions and
learns adaptive responses to maintain robust performance.

Fig. 7 illustrates the evolution of average episode rewards
during training for both normal and attacked scenarios, with
shaded regions representing standard deviations. Despite
potential reward volatility in both cases, the higher overall
amplitude of the normal curve suggests better stability and
performance relative to the attacked variant. In contrast, the
attacked mean reward curve exhibits dampened rewards and
larger oscillations in certain intervals, indicative of the agent’s
struggle when data integrity is compromised. Nonetheless,
SPARQ’s entropy-based exploration helps the agent adapt
to the presence of uncertainties and maintains meaningful
policy improvements over multiple episodes. This ability to
adjust under attack conditions demonstrates the effectiveness
of SPARQ’s design in enhancing power grid resilience.

Table 11 presents a comparison of the performance of the
SPARQ agent on different IEEE bus systems. By analyzing
how different grid configurations influence the model’s
response, this comparison provides insight into scalability
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TABLE 8. SPARQ performance across different bus systems.

FIGURE 7. Episode rewards over training for SPARQ.

and generalizability. The average reward achieved in the
118-bus system is significantly higher at 384.10, compared
to 267.02 in the 14-bus system, indicating that the agent
performed better on the larger system. This could be
attributed to the increased opportunities for optimization
or different environmental dynamics in the larger grid.
The average entropy values are nearly identical, with
5.02 for the 14-bus system and 5.03 for the 118-bus system,
suggesting that the agent maintained a consistent balance
between exploration and exploitation across both systems.
Interestingly, the computation time for the 118-bus system
is lower, taking 8.74 seconds compared to 11.36 seconds for
the 14-bus system, which may be due to shorter episodes or
more efficient learning dynamics in the larger environment.

Table 9 shows two key scenarios - normal and attacked -
for the SPARQ agent for different IEEE bus systems.

Based on Table 9, the performance analysis reveals distinct
patterns across different IEEE bus systems under normal and
attacked scenarios. In the IEEE 14-bus system, the normal
scenario outperforms the attacked scenario with a higher
average reward (396.07 vs 361.55), though the attacked

TABLE 9. Performance metrics for various IEEE systems under normal
and attacked scenarios.

scenario processes slightly faster. For the reduced 118-bus
system, interestingly, the attacked scenario shows better
performance with an average reward of 401.39 compared
to 336.06 in the normal scenario but requires significantly
more processing time (25.67s vs 8.4s). The full IEEE 118-bus
system demonstrates the most pronounced impact of attacks,
where the normal scenario maintains a solid average reward
of 365.19 while the attacked scenario’s performance drops
substantially to 234.90, with both scenarios requiring similar
processing times around 9.8 seconds. Table 10 provides
key performance indicators, including training time, memory
usage, CPU utilization, the number of trainable parameters,
average step time, and the final reward.

TABLE 10. Efficiency metrics for SPARQ model using the IEEE 14-bus
system.

The results in Table 10 provide insights into the per-
formance and efficiency of the SPARQ agent under the
two scenarios. The normal scenario takes slightly longer
to train (6.86 seconds) compared to the attacked scenario
(6.43 seconds), which may be attributed to differences
in the number of episodes completed or the complexity
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introduced by attacks affecting convergence rates. Memory
usage is higher in the Normal scenario (11.53 MB) than
in the attacked scenario (8.10 MB), potentially due to
differences in replay buffer states or additional computations
in the presence of attacks. CPU utilization is slightly
greater in the Normal scenario (101.3%) compared to the
attacked scenario (99.3%), possibly reflecting the absence of
attack-related processing in the Normal case. Both scenarios
involve the same number of trainable parameters (32,797),
as the neural network architecture remains consistent. The
average step time is marginally higher in the attacked
scenario (0.1723 seconds) than in the Normal scenario
(0.1673 seconds), suggesting that handling attack-related
computations slightly impacts efficiency. In summary, the
presence of cyber-attacks results in marginally lower memory
and CPU usage while slightly increasing step time, indicating
subtle differences in computational demands across the two
scenarios.

Table 11 highlights the performance of the SPARQ model
across three different IEEE bus systems. From Table 11,
the model achieves the highest reward of 464.22 on the
reduced 118-bus system, indicating its ability to perform well
in moderately complex environments. The entropy values
increase progressively from the 14-bus system to the 118-
bus system, reflecting greater uncertainty or exploration in
larger grid environments. Computation time also rises with
system complexity, peaking at 23.95 seconds for the reduced
118-bus system. These results demonstrate the model’s
adaptability and computational demands across varying grid
complexities, with the reduced 118-bus system presenting the
most challenging yet rewarding environment for the SPARQ
model.

TABLE 11. Performance comparison of SPARQ across different bus
systems.

D. LIMITATIONS
The proposed approach may have some potential limitations.
First, the integration of SPARQ with traditional grid control
systems requires careful coordination of different operational
timescales, where fast-acting local controls handle immediate
voltage deviations. A hierarchical control structure enables
seamless interaction between conventional methods (droop
control, tap changers) and the RL agent, with proper state
estimation bridging supervisory control and data acquisition
(SCADA) measurements and RL requirements. The system
complements existing methods by optimizing their param-
eters while keeping traditional control logic as a safety
backbone. Success relies on robust technical infrastructure,
comprehensive operator training, and extensive validation
through simulation and pilot deployments. The future work

of this study aims to integrate domain-adaptive anomaly
detection modules and hierarchical RL to enhance dynamic
adaptability.

Second, the proposed SPARQ method may hamper
the comprehensive detection and mitigation of multi-stage
infiltration and stealth attacks in modern power grids. The
reliance on fixed securitymeasures can hinder responsiveness
to advanced or novel attacks. Although standard intrusion
detection and anomaly-based safeguards can identify some
threats, advanced persistent threats continue to evolve,
exploiting zero-day vulnerabilities and camouflage strate-
gies. In future work, we aim to integrate robust defense-in-
depth strategies by combining distributed monitoring with
dynamic risk assessment, guided by real-time telemetry. This
approach will not only enhance the coverage of potential
attack vectors but also ensure continuous adaptation of
countermeasures as threat patterns shift. Such synergy fosters
the evolution of detection and protection layers. Additionally,
employing federated learning mechanisms could enable
collaborative intelligence across multiple substations without
exposing sensitive data, following guidelines such as NIST
SP 800-82 [26]. We also intend to leverage the IEEE 1547-
2018 standard to harmonize cybersecurity measures with
distributed energy resource operations [27].

VII. CONCLUSION
This paper introduced SPARQ for resilient voltage reg-
ulation in modern power grids. By integrating entropy-
regularized exploration, SPARQ balanced exploration and
exploitation, allowing it to adapt to dynamic grid conditions
and effectively mitigate false data injection attacks. The
proposed preprocessing pipelines and off-policy learning
techniques further enhanced its computational efficiency
and convergence stability. Empirical results highlighted
SPARQ’s resilience to adversarial scenarios, demonstrating
its ability tomaintain robust performance under cybersecurity
breaches. Evaluated on the IEEE 14-bus, reduced 118-bus
system, and IEEE 118-bus systems, SPARQ outperformed
traditional RLmethods such as DQN, DDQN, Dueling DQN,
DuelQSimple, and DDPG. The proposed approach achieved
higher rewards, faster convergence, high privacy-preserving
aspects, and optimum computational demands. Moving
forward, this research will explore extending SPARQ to
multi-agent architectures for coordinated control, integrating
domain-specific anomaly detection systems, and leveraging
transfer learning for abrupt topology changes. Additionally,
Future research focuses on extending SPARQ’s capabilities
to address more sophisticated and practical cyberattacks,
such as coordinated multi-point attacks and stealthy data
manipulation techniques, to enhance its applicability in real-
world scenarios.
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