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ABSTRACT Microgrid systems have gained significant prominence as compelling platforms for
investigating and validating advanced power system operations due to their inherent flexibility and resilience.
However, such systems are susceptible to complex cybersecurity risks that require proactive and robust
defense mechanisms. Failure to address these vulnerabilities can severely undermine the coordination and
power-sharing mechanisms among distributed generators (DGs). This paper introduces a cyber-physical
emulation of an existing microgrid at the University of St. Thomas with its overlaid synthetic cyber network
to evaluate its vulnerabilities and strengthen its security. Unlike previous testbeds that focus primarily on
single-layer analysis or simplified attack models, our framework uniquely integrates real-world microgrid
specifications with comprehensive cyber network emulation, enabling the first systematic evaluation of
complex multi-stage attacks on operational microgrids using industry-standard protocols and structured
adversarial techniques. Our results reveal that correlation analysis identified critical attack relationships.
Implementing these focused security measures shows a reduction in attack success rates by 64% and
improved system recovery time following disruptions, demonstrating the framework’s effectiveness for
enhancing microgrid resilience. Different threat scenarios, guided by the MITRE ATT&CK framework,
are implemented to systematically assess the system’s susceptibility to cyberattacks. Additionally, the
Distributed Network Protocol 3 (DNP3) is leveraged to collect data in the form of DNP3 objects, enabling
effective monitoring and control within this threat simulation. Our findings demonstrate the enhanced
resilience of the microgrid when subjected to various cyber threats. Furthermore, it highlights how the
proposed methodology can be scaled to safeguard larger power systems.

INDEX TERMS Cyber-physical situational awareness, cybersecurity, intrusion detection, microgrid
resilience.

I. INTRODUCTION
The rapid integration of distributed energy resources (DERs)
and advancements in smart grids have positioned microgrids
as a vital component of modern power systems. Microgrids
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offer significant advantages, including enhanced flexibility,
resilience, and operational efficiency by enabling localized
power generation and real-time energy management [1].
However, as these systems become increasingly intercon-
nected through communication networks, they are also
exposed to cybersecurity vulnerabilities that can compromise
their stability, reliability, and security [2].
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Cyber threats targeting microgrids have been extensively
studied in the literature, with attacks generally catego-
rized into availability, integrity, and confidentiality threats.
Availability attacks, such as denial-of-service (DoS) attacks,
disrupt critical microgrid operations by overwhelming
communication channels and delaying access to essential
resources [3]. Integrity attacks involve spoofing, tampering,
or elevation of privilege, potentially leading to erroneous
operational decisions and system instability [4]. Confiden-
tiality attacks focus on unauthorized access to sensitive
data, including pricing information, operational controls, and
market participation strategies, posing significant risks to
system security and economic viability [5], [6].
Multiple cybersecurity models have been proposed in

the literature for threat assessment and mitigation. The
MITRE ATT&CK framework provides a structured approach
to analyzing adversarial tactics and techniques, enabling
systematic identification of vulnerabilities [7]. While the
MITRE ATT&CK framework provides a comprehensive
foundation for general cybersecurity threat assessment,
several specialized cyber threat models have been developed
specifically for power systems and energy infrastructure.
Zografopoulos et al. [8] introduced a holistic security frame-
work tailored to Cyber-Physical Energy Systems (CPES)
that extends beyond traditional IT security approaches
by incorporating energy-specific vulnerabilities, operational
constraints, and physical impacts. Similarly, Presekal et al.
[9] proposed an Advanced Persistent Threat (APT) Kill
Chain model adapted specifically for cyber-physical power
systems, which maps the progression of sophisticated attacks
from initial reconnaissance through persistence establish-
ment to ultimate physical impact on grid operations. These
specialized frameworks complement the MITRE ATT&CK
approach used in this study by providing additional con-
textual layers for understanding threat vectors unique to
microgrid environments. Additionally, methodologies such
as the STRIDE and DREAD models have been utilized for
risk quantification. While the STRIDE model categorizes
different attack types (e.g., spoofing, tampering, repudiation),
the DREAD model assigns numerical risk scores based
on parameters such as damage potential, exploitability, and
affected users [10], [11].

Beyond cyber threats, physical and communication-based
threats further exacerbate microgrid vulnerabilities [12].
Natural disasters such as hurricanes, floods, and earthquakes
pose substantial risks to power infrastructure, often resulting
in widespread outages and equipment failures [13], [14].
Additionally, human-induced threats, including deliberate
sabotage and electromagnetic pulse (EMP) attacks, can inflict
severe damage on microgrid components, reinforcing the
need for robust resilience and security measures [15]. Emerg-
ing technologies such as machine learning offer promising
avenues for enhancing microgrid resilience against evolving
cyber threats. These data-driven methods can potentially
detect subtle attack patterns, anticipate adversarial behaviors,
and automate response mechanisms capabilities particularly

valuable given the increasing sophistication of attacks on
energy infrastructure.

A. RELATED WORKS
Research on securing microgrids has evolved significantly
as cyber-physical systems become more interconnected
and complex. Early investigations focused on categorizing
different types of cyberattacks, analyzing their respective
impacts on power system availability, integrity, and con-
fidentiality [5]. As these cyber threat vectors expanded,
attention shifted toward developing co-simulation plat-
forms and frameworks that integrate both power system
dynamics and communication network behaviors to capture
real-world interactions and vulnerabilities [16]. In this
context, Paper [17] proposed an information flow-based
co-simulation model to evaluate the impact of cyber contin-
gencies in power system operations. Rather than performing a
fully detailed cyber-layer simulation, the authors categorized
data disruptions (e.g., delayed, disordered, dropped, or dis-
torted) and aggregated similar cyberattacks based on their
functional impact on system behavior. This approach reduced
computational complexity and uncertainty, making it easier
to assess wide-area damping control under various network
perturbations. Although the model was validated against
OPNET simulations, the authors acknowledged challenges
related to extending the approach to large-scale network
topologies and different cyberattacks.

Building on these co-simulation strategies, the authors
in [18] introduced a software-defined control (SDC)
paradigm tailored for microgrids. Their method decouples
controller logic from underlying hardware by virtualiz-
ing control functions as software services. This design
eases the integration of DERs and simplifies controller
updates. Additionally, it incorporates a generalized controller
framework to automate and validate new control logic.
Experimental validation in a real-time digital simulator
(RTDS) environment underscored the architecture’s benefits
in enhancing fault tolerance and operational flexibility.
However, the authors emphasized that guaranteeing real-time
performance and maintaining robust cybersecurity defenses
remain key areas for further refinement, especially as
microgrids scale in size and complexity.

Recognizing the need for platforms that can rigorously test
emerging defense mechanisms, the work in [19] presented
the Resilient Energy Systems Laboratory (RESLab). This
comprehensive testbed combines real-time power system
simulations (PowerWorld Dynamic Studio), network emu-
lation (CORE), and industry-grade hardware (SEL Real-
Time Automation Controller). By unifying these elements,
RESLab enables in-depth investigations of cyber-physical
attacks such as man-in-the-middle (MiTM) and denial of
service scenarios. Results demonstrated the testbed’s effec-
tiveness in validating mitigation strategies and resilience-
enhancing controls. Nonetheless, the authors highlighted
ongoing challenges in scaling to larger system sizes and
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ensuring real-time responsiveness. They also noted difficul-
ties in integrating advanced detection algorithms to keep pace
with fast-evolving cyber threats.

Complementing these testbed developments, recent
research explores machine learning applications for micro-
grid security. The authors in [20] demonstrate how supervised
learning models can detect anomalous behaviors in industrial
control systems with high accuracy, while [21] proposes
federated learning approaches that enable collaborative threat
detection across energy data owners without compromising
operational data privacy. Despite these promising directions,
the integration of machine learning with comprehensive
cyber-physical testbeds remains limited, with significant
challenges in generating realistic training data, ensuring
model interpretability, and validating defense efficacy across
diverse attack scenarios. The present work addresses this
gap by developing a testbed environment capable of
generating the rich, contextualized attack data necessary for
future machine learning applications, while providing the
behavioral insights needed to guide such implementations.
A list of the recent literature on cyber-physical emulation
platforms for microgrids is summarized in Tab. 1.
These studies underscore that examining a purely

power-centric or communication-centric analysis is insuffi-
cient for modern microgrids. Instead, holistic cyber-physical
approaches ranging from co-simulation frameworks to
software-defined control architectures are essential for
understanding and mitigating the full spectrum of threats.
Yet, critical gaps remain regarding how best to scale
these methods, automate threat detection, and safeguard
against advanced persistent threats (APTs). These unresolved
challenges motivate the present work, which aims to develop
a synthetic cyber-physical testbed with detailed threat
scenario implementations. This approach will better elucidate
vulnerabilities and inform robust defense strategies.

B. CONTRIBUTIONS AND OUTLINE
This paper addresses the cybersecurity and resilience chal-
lenges associated with microgrids. It particularly focuses
on the cyber-physical vulnerabilities that arise due to the
integration of DERs and communication networks [16].
Through in-depth experiments, our framework provides
unprecedented insights into how targeted adversarial actions
propagate through both cyber and physical layers of oper-
ational microgrids. Unlike previous studies that typically
simulate isolated attack vectors or focus exclusively on either
cyber or physical domains, our approach uniquely models the
complete attack lifecycle, from initial compromise through
defense evasion to system impact, using real-world protocols
and structured threat frameworks. To investigate these
challenges, this study develops a synthetic cyber-physical
model of the University of St. Thomas microgrid, integrating
both power system and communication network components.
The model is used to assess cybersecurity risks and evaluate
resilience strategies. The power system is modeled using

the PowerWorld Simulator tool and PowerWorld Dynamic
Studio [19], [31], while the communication network is
implemented with the Common Open Research Emulator
(CORE) [32]. This framework enables the simulation of
real-world interactions between cyber and physical layers,
allowing for a detailed examination of potential security
vulnerabilities.

To evaluate the resilience of the microgrid against cyber
threats, multiple threat scenarios have been implemented,
including:

• Spear Phishing Attack: Spear phishing attack exe-
cution using BeEF (Browser Exploitation Framework)
via Kali Linux on the CORE emulator, demonstrating
how an attacker can gain unauthorized access and
compromise system integrity.

• Man-in-the-Middle (MiTM) Attack: MiTM attack
using DNP3 command manipulation and circuit breaker
(CB) disconnection, allowing unauthorized access to
control system operations. This attack enables the adver-
sary to manipulate DNP3 commands, leading to the
random disconnection of circuit breakers (CBs), which
can cause operational disruptions, system instability, and
a potential system-wide blackout [33], [34].

• Denial-of-Service (DoS) Attack: DoS attacks target-
ing microgrid communication channels, incorporating
discovery and defense evasion tactics from the MITRE
ATT&CK framework to analyze how adversaries can
disrupt real-time system monitoring and control [35].

The main contributions are outlined as follows.

1) A comprehensive testbed is constructed by integrating
the power system model in PowerWorld Dynamic Stu-
dio with the CORE. This co-simulation environment
enables a realistic assessment of microgrid vulner-
abilities under diverse attack vectors and operating
conditions.

2) Multiple attack scenarios, including spear phishing,
MiTM command manipulation, and DoS, are system-
atically demonstrated. Drawing on structured methods
like the MITRE ATT&CK framework and STRIDE-
DREAD, the testbed highlights critical weaknesses that
can disrupt real-time microgrid operations.

3) Through in-depth experiments, the proposed setup
evaluates how targeted adversarial actions propagate
through both cyber and physical layers. Mitigation
strategies are validated against hardware failures,
communication interruptions, and malicious command
injections, providing guidelines for bolstering micro-
grid reliability and robustness.

The remainder of this paper is structured as follows. Sec-
tion II presents the problem formulation. Section III describes
the formation and implementation of the cyber-physical
model of themicrogrid. Section IV details the threat scenarios
and their execution. Section V presents the experimental
results and security analysis. Section VI concludes the
paper.
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TABLE 1. Summary of available cyber-physical emulation platforms for microgrids.

FIGURE 1. AC microgrid flowchart.

II. PROBLEM STATEMENT
Modern microgrids integrate a variety of energy resources
G = {g1, g2, . . . , g|G|} (e.g., diesel generators, renewable
sources, and energy storage systems), connected via a
network of buses N = {n1, n2, . . . , n|N |} and transmission
lines E = {e1, e2, . . . , e|E |}. Fig. 1 presents a flowchart of an
AC microgrid.

Let xi denote the state variables associated with bus ni, such
as voltage magnitude Vi and phase angle θi. Under normal
operating conditions, the power flow equations describe the
relationship between these states:

Pi =

∑
j∈N

|Vi| |Vj|
[
Gij cos(θi − θj) + Bij sin(θi − θj)

]
, (1)

Qi =

∑
j∈N

|Vi| |Vj|
[
Gij sin(θi − θj) − Bij cos(θi − θj)

]
, (2)

where Pi and Qi are the net active and reactive power
injections at bus ni, and Gij,Bij are the conductance and
susceptance of line (i, j).

However, when cyber threats are introduced, adversaries
can manipulate measurements, disrupt communications,
or alter CB statuses, leading to severe operational risks.
A set of possible attack vectors A = {a1, a2, . . . , a|A|} were
defined as

ak = (τk , ηk , ζk ),

where τk denotes the type of attack (e.g., spear phishing,
Denial of Service), ηk represents the targeted microgrid
components (e.g., CBs, measurement devices), and ζk is a
severity parameter defining the potential disruption in terms
of power loss or communication failure [5], [16].
To quantify the impact of each attack, a risk function R(·) is

introduced by evaluating how system states {xi} deviate from
safe operational limits when exposed to an attack ak :

R(ak ) = f
(
{1xi(ak )}

)
, (3)

where 1xi(ak ) captures the change in state variables
(e.g., voltage deviations or frequency drops) at bus ni under
attack ak . The function f (·) can be defined to aggregate these
deviations into a single risk metric (e.g., weighted sum of
squared deviations from nominal values, or a loss-of-load
probability measure).

Similarly, the resilience of the microgrid is denoted as the
ability to maintain stable operation despite disruptions [2],
[12]. A resilience function0(·) is introduced to represent how
well the system can recover or adapt following a successful
intrusion:

0(ak ) = g
(
{xi(tf )}, {xi(t0)},Trec

)
, (4)

where {xi(t0)} and {xi(tf )} are the sets of system states before
the attack and after a recovery period Trec. The function
g(·) measures how closely the final system states return

101458 VOLUME 13, 2025



K. A. Haque et al.: Cyber-Physical Emulation and Threat Scenario Simulation

to nominal, factoring in actions like emergency generator
dispatch, load shedding, or network reconfigurations.

Given multiple potential attacks {ak}, the microgrid oper-
ator seeks to minimize the expected risk while maximizing
resilience. One way to formulate this as an optimization
problem is:

minimize
α,β

Eak∼ρ[R(ak ) ] − λ Eak∼ρ[0(ak ) ]. (5)

Subject to the power flow constraints (1)–(2), system
capacity and voltage limits |Vi| ≤ Vi,max, ∀i ∈ N ,
DER operational constraints pg ≤ pg,max, ∀g ∈ G,
and communication flow constraints and data integrity
requirements. Here, ρ represents a probability distribution
over different attack scenarios, α and β are decision variables
related to defensive resource allocation (e.g., firewall rules,
intrusion detection thresholds), and λ is a weighting factor
that balances riskminimization with resiliencemaximization.

III. CYBER-PHYSICAL MICROGRID MODEL
DEVELOPMENT AND IMPLEMENTATION
This section details the expansion and modifications made
to the microgrid. Then, communication network modeling is
explained. finally, the integration of cyber threat emulation
tools is discussed.

A. MICROGRID EXPANSION AND MODIFICATIONS
The microgrid model utilized in this study is an extension
of the model presented in [36] and [37], with several
modifications implemented to enhance its capabilities. This
microgrid is supplied through a dedicated substation with
disconnects, a meter, fuses, and a 0.3 MVA transformer
stepping voltage down from 13.8 kV to 480 V; the incoming
utility feeder at 13.8 kV is protected by a recloser. The
flowchart of the microgrid is illustrated in Fig. 2.

FIGURE 2. Illustration of the university of st. thomas microgrid.

The primary microgrid bus operates at 480 V 3-phase,
4-wire). A three-phase Princeton Power GTIB-125 inverter

serves the solar array (48 kW of rooftop PV or an Ametek
TerraSAS 45 kW simulator), with an isolation transformer
linking the inverter bus to the main bus, and is capable of
operating at power factors ranging from unity to ±1 in grid-
following (PQ) mode. A separate 500 Vdc, 396 kWh VRLA
battery storage system connects through another GTIB-125
inverter that can either follow the grid (PQ mode) or form
the grid (VF mode) when islanded, using droop control.
A 50 kW Cummins diesel generator with a Woodward
EasyGen 3200 XT controller can similarly operate in
grid-following or isochronous/droop modes. The principal
load is a 320 kVA computer-controlled RL bank that can
be adjusted in 1 kVA increments, with power factors from
0.8 to 1.0. Each source ties to the main bus via an ABB
SACE Emax 2 breaker managed by an SEL 451 relay,
using 480:120 potential transformers and appropriately rated
current transformers. All relays, controllers, and inverters
communicate over an SEL 2730M Ethernet switch. The
online diagram of the microgrid, developed in PowerWorld,
is illustrated in Fig. 3. The initial microgrid configuration,
prior to expansion, is represented within the FDC-Basement
block.

To improve the resilience and operational flexibility of
the microgrid, several modifications and expansions were
incorporated. The microgrid was expanded to include two
additional diesel generators, each with a capacity of 500 kW,
enhancing the system’s power generation capabilities. Fur-
thermore, an energy storage system (ESS) was integrated
into the microgrid, featuring a 500 kW capacity and energy
support of up to 1.5 MWh. This expansion is represented by
the block labeled Microgrid Expansion in Fig. 3.

Additional loads were introduced to the microgrid to
simulate a more comprehensive real-world operational envi-
ronment. These new loads are represented by three distinct
blocks:

• Facilities and Design Center Vault
• Anderson Parking Facility Vault
• Anderson Arena

Moreover, to further improve grid reliability during
emergency conditions, two emergency generators were added
to the microgrid:

• A 700 kW emergency generator located in the STEAM
Vault

• A 600 kW emergency generator located in the
OWS/OSS Vault

B. COMMUNICATION NETWORK MODELING
The communication network of the microgrid is modeled
using the CORE to simulate real-world cyber-physical
interactions. CORE demonstrates high fidelity in protocol
realism, network dynamics, service integration, and real-time
response for accurately simulating attacks like DNP3 com-
mand manipulation and DoS disturbances. Each block in the
one-line diagram of the microgrid is represented by a router,
allowing for structured network mapping between microgrid
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FIGURE 3. Online diagram of the expanded microgrid.

components and their corresponding communication nodes.
The mapping of routers to microgrid blocks is as follows:

• STEAM Vault → STV
• OWS/OSS Vault → OWS
• Microgrid Expansion → MGEx
• Anderson Arena → AndAre
• FDC-Basement → FDBase
• Facilities and Design Center Vault → FacDCV
• Anderson Parking Facility Vault → APFac

All these routers are interconnected to a central router,
labeled CentralR, forming a star-connected network topol-
ogy. In addition to connecting the microgrid components,
CentralR is also connected to a host labeled Internet,
which provides external network connectivity. This allows
for potential remote access, data exchange with cloud-
based services, or integration with external control systems,
ensuring greater flexibility in network operations.

Each router in the network is linked to a switch, which
further connects to two hosts. These hosts can be personal
computers (PCs) or other networked devices, with room
for future expansion to accommodate additional microgrid
components.

Additionally, each router block in the communication
network is associated with a dedicated Docker container,
named after its corresponding router, ensuring consistent
network identification [38]. These lightweight Docker con-
tainers function as outstations for the DNP3 protocol stack,
facilitating communication with a master Docker container
within the DNP3 stack. The master Docker container plays
a critical role in aggregating DNP3 objects as data from
PowerWorld, as illustrated in Fig. 4, and subsequently
distributing the collected information to the appropriate
outstation Docker containers within the CORE emulator.

Despite these strengths, CORE has limitations: it cannot
model physical layer characteristics (electromagnetic inter-
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ference, signal attenuation), lacks microsecond-level timing
precision, cannot reproduce hardware-specific vulnerabili-
ties, faces performance degradation at larger scales, and
exhibits subtle differences between virtualized services and
physical counterparts. These constraints shaped our research
scope, guiding the selection of attack scenarios that align with
CORE’s capabilities while excluding hardware-level exploits
and physical layer jamming. Our approach maximizes
simulation fidelity while acknowledging the boundaries of
virtual emulation environments for cyber-physical security
research.

To identify the essential DNP3 objects required for system
monitoring, a contingency analysis was conducted. This
involved opening one circuit breaker at a time and observing
the resulting impact on the system, specifically identifying
overloaded branches. The analysis revealed the following
critical branches that experienced overload conditions under
at least one contingency scenario:

• Branch 7-8: Located in FDC - Basement
• Branch 3-4: Located in Facilities and Design Center
Vault

• Branch 5-6: Located in Parking Facility
• Branch 10-9: Located in OWS/OSS Vault
• Branch 21-9: Located in OWS/OSS Vault

Based on this analysis, a total of 21 DNP3 objects
were selected for the cyber-physical emulation, comprising
nine circuit breakers, five overloaded branches, and seven
emergency generators and ESS units. The five overloaded
branches are classified as Analog Input DNP3 objects, while
the remaining DNP3 objects, including circuit breakers,
emergency generators, and ESS units, are classified as Binary
Output DNP3 objects.

• Analog Input DNP3 Objects: These objects represent
continuous, real-time measurements such as current,
voltage, or power flow. In this study, the overloaded
branches are monitored as analog inputs, allowing the
system to track and analyze changes in power flow and
detect abnormal conditions.

• Binary Output DNP3 Objects: These objects represent
discrete control commands, typically used for switching
operations. In this model, circuit breakers, emergency
generators, and ESS units are binary output objects,
meaning they can be remotely controlled to either
open/close breakers or start/stop generators, ensuring
effective operational control of the microgrid.

These selected DNP3 objects, along with their classi-
fications and roles in the cyber-physical emulation, are
detailed in Tab. 2, providing a structured representation of the
critical components involved in the system’s monitoring and
control. To provide a clear understanding of how these DNP3
objects contribute to the microgrid’s operational security
and resilience, Tab. 2 classifies each object according to its
functional role within the system. The DNP3 objects are
categorized into three primary functional roles. Monitoring
Role objects (analog inputs) continuously track system

measurements and provide early warning of anomalies.
Control Role objects (binary outputs) enable circuit breaker
actuation for topology changes and represent critical attack
surfaces. Protection Role objects (specialized binary out-
puts) are associated with generation assets and safeguard
equipment during disturbances. This classification reveals
that 45% of DNP3 objects serve control functions, 30%
perform monitoring functions, and 25% provide protection
capabilities. The predominance of control objects under-
scores the significant attack surface available to adversaries
seeking to manipulate system operations. Particularly notable
are the control objects associated with critical branches like
Branch ’7’ ’8’ and Branch ‘15’ ‘11’, where unauthorized
manipulation can trigger cascading failures leading to
system-wide blackouts. Conversely, the monitoring objects
provide opportunities for defenders to detect anomalous
operations through real-time state awareness.

Furthermore, these Docker containers within the emulator
may function as Remote Terminal Units (RTUs) or Intelligent
Electronic Devices (IEDs) running proprietary applications,
allowing for future scalability and integration with additional
industrial control systems [39], [40].

The network topology, as illustrated in Fig. 4, represents
the communication architecture of the cyber-physical micro-
grid model. Within this topology, specific components have
been identified as potential attack surfaces for cybersecurity
threats. These include the Internet host, the AndAre router,
and the Docker container named DockerAndAre, all of which
are highlighted with a red box in the figure. These compo-
nents serve as entry points for adversarial activities and are
strategically targeted for cyber threat simulations. A detailed
examination of their vulnerabilities and exploitation methods
is presented in Section IV, where various attack scenarios are
executed to evaluate system resilience.

C. INTEGRATION OF CYBER THREAT EMULATION TOOLS
To enhance the cyber-physical microgrid model, specialized
tools are incorporated to enable realistic cyber threat
emulation. These tools facilitate the simulation of potential
cyberattacks within the microgrid’s communication network,
allowing for a more comprehensive assessment of system
vulnerabilities.

The Kali Linux virtual machine is integrated into themodel
to provide a penetration testing platform with a wide range
of cybersecurity tools. One of the key applications of Kali
Linux in this study is the use of the BeEF, which enables the
simulation of advancedweb-based attack scenarios [41], [42].
Additionally, the Caldera Virtual Machine is deployed as

an automated adversary emulation tool. Caldera, developed
by MITRE, is designed to simulate cyber threats and execute
adversarial tactics in controlled environments. It provides a
framework for testing system resilience against reconnais-
sance, exploitation, and network-based attack strategies [43].

By integrating these two tools, the cyber-physical micro-
grid model is equipped with a realistic and adaptive threat
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FIGURE 4. Network topology of the cyber-physical microgrid model, illustrating key infrastructure components and their
abbreviated representations: STEAM Vault (STV), OWS/OSS Vault (OWS), Microgrid Expansion (MGEx), Anderson Arena
(AndAre), FDC-Basement (FDBase), Facilities and Design Center Vault (FacDCV), and Anderson Parking Facility Vault (APFac).

simulation environment, ensuring a more effective evaluation
of cybersecurity risks in microgrid operations.

IV. CYBER THREAT SCENARIOS AND ATTACK EXECUTION
This section explores various cyber threat scenarios and their
execution within the microgrid environment. It first examines
spear phishing attacks. Next, it addresses the consequences
of random circuit breaker disconnections leading to potential
blackouts, followed by an analysis of DoS disturbances and
adversarial tactics used to disrupt microgrid operations.

A. SPEAR PHISHING ATTACK EXECUTION
A spear-phishing attack is executed within the CORE
emulator, specifically targeting the host connected to the
Internet. This attack leverages social engineering techniques
to manipulate the user into unknowingly compromising
system security.

The attack begins with the delivery of a corrupted file to
the user operating the Internet-connected host. Once the user
opens the corrupted file, a malicious script is automatically
executed, which gains control over the web browser of
the compromised host. This initial exploitation provides the

adversary with unauthorized access to browser session data
and potential user activity monitoring.

Following this, a secondary script is initiated, prompting
the user to re-enter login credentials to regain access to
the cyber-physical emulation system. Unbeknownst to the
user, this login request is designed to capture authentication
credentials used to access the CORE emulator. As the user
enters their credentials, the adversary intercepts and captures
the authentication data, effectively gaining unauthorized
access to the emulator.

With valid credentials now in possession, the attacker
enters the cyber-physical emulator and gains control over
critical system functions. This unauthorized access allows
the adversary to initiate subsequent cyber threats, further
compromising the integrity and security of the microgrid
network. This attack highlights the significant risks asso-
ciated with social engineering tactics and the need for
strong authentication measures and user awareness training
to prevent credential theft and unauthorized system access.

The steps used in the BeEF framework are explained
in detail through a supplementary video provided with the
manuscript. Furthermore, a new table (Tab. 3) has been
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TABLE 2. DNP3 objects classification by functional role in the microgrid system.

TABLE 3. Alignment of BeEF-based spear phishing attack flow with MITRE ATT&CK techniques [7].

included to explicitly map each step in the BeEF-based attack
scenario to its corresponding MITRE ATT&CK techniques,
thereby enhancing technical clarity and transparency.

B. RANDOM CB DISCONNECTION AND SYSTEM-WIDE
BLACKOUT
One of the critical attack scenarios simulated in this study
involves the random disconnection of CBs, leading to

operational disruptions and a system-wide blackout. This
attack demonstrates the impact of malicious control interfer-
ence on microgrid stability and resilience.

After successfully gaining unauthorized access to the
cyber-physical system, the adversary manipulates the circuit
breaker controlling the branch between Bus 15 and Bus 11,
which is located near the STEAM Vault. Upon execution of
this action, the system experiences a sudden frequency drop
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FIGURE 5. Status of the Circuit Breaker Before and After Command Execution, Showing the Frequency Drop to 58.387 Hz and the
Resulting System-Wide Blackout.

to 58.387 Hz, a critical deviation from normal operating con-
ditions. This rapid frequency shift destabilizes the microgrid,
ultimately resulting in a complete blackout.

Fig. 5 illustrates the status of the circuit breaker before
the execution of the command and its impact on system
stability. After the execution of the command in the terminal,
the frequency drops to 58.387 Hz, leading to a system-wide
blackout. This demonstrates the effect of unauthorized circuit
breaker operations on the microgrid’s stability and resilience.

C. DOS DISTURBANCE AND ADVERSARIAL TACTIC
ANALYSIS
In addition to circuit breaker manipulation, a DoS disturbance
was executed to assess the impact of network disruptions
on the cyber-physical microgrid model. This attack targeted
the router located in the Anderson Arena, designated as
AndAre, aiming to degrade system communication and
impair operational stability.

Following the DoS disturbance, an agent was initiated
on the Docker container named DockerAndAre, enabling
further adversarial actions within the compromised network
segment. This allowed the adversary to execute steps
necessary for analyzing the Defense Evasion and Discovery
tactics as defined in the MITRE ATT&CK framework. The
Caldera VM was used as an adversary emulation platform
to systematically assess how an attacker could infiltrate

the microgrid, evade detection, and execute reconnaissance
activities. The results and detailed analysis of this scenario
are presented in Section V.

V. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS
Cyber adversaries employ Defense Evasion and Discovery
tactics to infiltrate and exploit cyber-physical systems.
Defense Evasion techniques focus on bypassing security
measures to remain undetected, while Discovery tactics
involve gathering intelligence about the target system and
its network environment [44], [45], [46]. In this study,
both tactics were deployed within DockerAndAre, pro-
viding a controlled and reproducible testing environment
for analyzing system vulnerabilities, evaluating mitigation
strategies, and improving cybersecurity defenses within the
cyber-physical microgrid model.

A. DEFENSE EVASION
The Defense Evasion attack graph, generated from this
experiment, follows a structured sequence of predefined
steps. Certain steps were repeated multiple times, either due
to initial failures or because subsequent actions required
the re-execution of prior steps for further reconnaissance
and attack propagation. This iterative process ensures a
comprehensive evaluation of adversarial behavior and system
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FIGURE 6. Attack steps of the Defense Evasion tactic mapped to the MITRE ATT&CK framework, illustrating the execution flow and step
dependencies. The green node indicates the starting point, the red node represents the endpoint, and the light blue nodes denote
intermediary steps within the tactic.

weaknesses. The attack execution flow is depicted in Fig. 6,
where:

• The initial step (starting point) is highlighted in green.
• The final step, marking the completion of the attack,
is highlighted in red.

• All intermediary steps, contributing to attack propaga-
tion, are represented in light blue.

A detailed description of each attack step is provided in
Tab. 4, outlining the techniques used and their impact on
the microgrid’s security. The following analysis provides
details of the techniques employed, along with their specific
implications:

• Defense Evasion:
– Indicator Removal onHost (T1070.003, T1070.002,

T1070.006): Attackers clear command histories and
delete system logs, obscuring forensic trails and
hindering incident analysis in microgrid control
systems.

– Obfuscated Files or Information (T1027, T1027.001):
By obfuscating scripts or binaries, attackers alter
file hashes to bypass signature-based detection,
complicating static analysis.

• Impairment of Defenses:
– Disable or Modify System Firewall (T1562.004):

Disabling firewalls reduces network segmentation,
enabling unauthorized access to critical control
channels.

– Disable Security Tools (T1562.001): Disabling
antivirus and intrusion detection systems removes

FIGURE 7. Extended success/failure matrix of defense evasion tactic.

essential protection layers, leaving the microgrid
vulnerable.

• Masquerading and Concealment:

– Masquerading (T1036.005): Disguising malicious
processes as legitimate operations increases the
challenge of detecting anomalies in the system.

– Hidden Files and Directories (T1564.001): Con-
cealing malicious artifacts facilitates persistence
while evading routine inspections.

• Deobfuscation:

– Deobfuscate/Decode Files or Information (T1140):
Decoding payloads is crucial for executing mali-
cious code that may alter control algorithms and
disrupt energy management.
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TABLE 4. Description of the steps in the defense evasion tactic, including
execution details and corresponding MITRE ATT&CK technique IDs.

• Attack Progression: The sequential stages from recon-
naissance through defense evasion and persistence
to exploitation–illustrate a systematic approach that,
if executed within a microgrid environment, could jeop-
ardize the stability and reliability of energy distribution
systems.

Following the execution of the Defense Evasion tactic, dis-
tinct patterns and behavioral trends emerged, influencing the
success or failure of specific adversarial techniques. To vali-
date these findings and assess their broader applicability, the

same techniques were applied sequentially to two additional
hosts within the cyber-physical microgrid environment. This
iterative testing process enabled a comparative analysis,
determining whether attack behaviors were host-specific
or generalizable. The consolidated results are presented in
Fig. 7, which offers a structured representation of each attack
technique’s effectiveness across different hosts. Analysis
indicates that the DockerAndAre host is vulnerable to log
tampering and artifact concealment, yet remains resilient
against network-level attacks and file integrity manipulation.
The host one hop away from DockerAndAre is susceptible to
network-level attacks and obfuscation, despite demonstrating
robust logging and file system monitoring. In contrast, the
host two hops away is vulnerable to log tampering, firewall
disablement, and hidden file creation, while still maintaining
effective process and tool integrity.

To further examine the relationships between various
attack methods, a correlation analysis was conducted. This
analysis uncovered interdependencies between techniques,
where:

• Positively correlated techniques (marked in red) indi-
cated strategies that tended to succeed or fail together,
suggesting mutual reinforcement within the attack
sequence. Techniques such as Clear Command History,
Clear Logs, Timestomp, and Hidden Files frequently
succeed in tandem, indicating a systematic strategy
for erasing forensic evidence and concealing artifacts.
Similarly, the pairing of Disable Firewall with Binary
Padding suggests a coordinated focus on evading
network and file-based defenses.

• Negatively correlated techniques (marked in blue) rep-
resented opposing behaviors, where the success of one
technique often corresponded to the failure of another,
highlighting potential counteractive approaches. Combi-
nations such as Clear Command History with Obfusca-
tion, or Disable Firewall with Deobfuscation, are seldom
observed together, implying that adversaries may opt
for distinct evasion strategies rather than blending these
specific techniques.

The correlation mapping of the Defense Evasion tactic
is illustrated in Fig. 8, providing a visual representation of
technique relationships and their impact on attack execution.

B. DISCOVERY TACTIC
The Discovery tactic is a critical reconnaissance phase,
enabling attackers to probe the system, identify entry
points, and map critical infrastructure. The execution of
this tactic within DockerAndAre provided insights into how
adversaries collect system intelligence and identify potential
vulnerabilities.

The attack graph for the Discovery tactic, illustrating the
sequential execution of reconnaissance techniques, is pre-
sented in Fig. 9. This structured representation highlights the
progression of system enumeration methods used during the
attack. Tab. 5 provides a detailed breakdown of each attack
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FIGURE 8. Correlation matrix of defense evasion tactic.

FIGURE 9. Attack steps of the Discovery tactic mapped to the MITRE
ATT&CK framework, illustrating the execution flow and step
dependencies. The green node indicates the starting point, the red node
represents the endpoint, and the light blue nodes denote intermediary
steps within the tactic.

TABLE 5. Description of the steps in the discovery tactic, including
execution details and corresponding MITRE ATT&CK technique IDs.

step, describing the techniques employed and their impact
on system awareness. The following analysis provides more
insight.

• System Owner/User Discovery (T1033): In microgrid
control systems, identifying the user provides critical
insights into the privilege levels within the energy

management infrastructure. Attackers can leverage this
information for privilege escalation or lateral movement
within the grid. Mitigating this risk involves restricting
access to user details exposed through system APIs or
commands and enforcing strict least-privilege policies.

• Account Discovery - Local Account (T1087.001): For
microgrid systems, enumerating local user accounts
offers attackers a list of potential targets for credential-
based attacks such as brute force or password spraying.
To mitigate this risk, microgrid systems should obfus-
cate or restrict access to account information and enforce
robust authentication mechanisms tailored to the unique
demands of energy management.

• Process Discovery (T1057): Within a microgrid, under-
standing the processes running on control systems is
vital for maintaining operational stability. However,
attackers can exploit this visibility to identify and
target critical services or applications essential for
energy distribution. Effective mitigation requires con-
tinuous monitoring of process activities and restricting
access to process information to prevent unauthorized
exploitation.

• Permission Groups Discovery (T1069.001): In the
context of microgrids, identifying high-privilege
groups–such as those managing critical energy
resources–enables attackers to develop strategies for
privilege escalation or lateral movement within the
network. To minimize exposure, microgrid systems
should implement role-based access control (RBAC)
and regularly audit group permissions, ensuring that
access rights are strictly aligned with operational needs.

To assess the effectiveness of individual Discovery tech-
niques, a success/failure matrix was generated, as shown
in Fig. 10. This matrix categorizes methods based on their
success rates across multiple hosts, helping identify which
reconnaissance approaches were most effective in uncovering
system information. The DockerAndAre is vulnerable to
all evaluated techniques, exposing critical weaknesses in
system, account, process, and permission group security. The
node one hop away (NextHost1) is compromised only by
process discovery, indicating strong protection of user and
permission data but a gap in safeguarding process infor-
mation. Meanwhile, the node two hops away (NextHost2)
is only vulnerable to account discovery, suggesting robust
defenses in system, process, and permission enumeration
but a weakness in user account protection. These findings
emphasize the need for tailored, host-specific security
measures across the microgrid, particularly in strengthening
defenses around process and account information.

A correlation analysis was also conducted for the Discov-
ery tactic, revealing interdependencies between reconnais-
sance methods. The correlation matrix, shown in Fig. 11,
identifies:

• Positively correlated techniques (marked in red): System
Discovery and Permission Groups Discovery show a
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FIGURE 10. Extended success/failure matrix of discovery tactic.

FIGURE 11. Correlation matrix of discovery tactic.

strong correlation (1.0), often succeeding or failing
together, which indicates they form a complementary
strategy for mapping system structure and permissions.
System Discovery and Account Discovery, as well as
Permission Groups Discovery and Account Discovery,
have moderate positive correlations (0.5), reflecting
some overlap in their effectiveness. Account Discovery
and Process Discovery exhibit a negative correlation
(-0.5), meaning that when one technique is successful,
the other tends to fail, suggesting they represent
alternative reconnaissance approaches.

• Negatively correlated techniques (marked in blue):
Account Discovery and Process Discovery exhibit a
negative correlation (-0.5), meaning that when one tech-
nique is successful, the other tends to fail, suggesting
they represent alternative reconnaissance approaches.

By systematically analyzing Defense Evasion and Discov-
ery tactics, this study provides critical insights into adver-
sarial strategies, helping to refine defensive mechanisms and
improve microgrid cybersecurity resilience.

The correlation patterns identified in our analysis directly
inform the prioritization of security countermeasures for
microgrid protection. For positively correlated techniques,
such as the strong relationship (0.75) between Clear Com-
mand History, Clear Logs, and Timestamp, implementing
tamper-proof logging infrastructure with off-site storage
would efficiently address multiple attack vectors simulta-
neously. Conversely, negatively correlated techniques like

FIGURE 12. Risk and resilience scores by host (a) Defense evasion tactic;
(b) Discovery tactic.

Account Discovery and Process Discovery (−0.5) require
diversified defenses, as attackers typically choose one
approach over the other. By examining these correlations
alongside the attack graphs, we identify critical defensive
focal points: techniques with multiple dependencies (steps 7,
13, and 15 in Defense Evasion) represent high-value defen-
sive targets where intervention would disrupt multiple attack
paths. This correlation-driven approach enables operators to
strategically allocate limited security resources for maximum
protective impact, addressing both clustered vulnerabilities
and diverse attack vectors.

In addition to the correlation matrices presented in the
manuscript, the cybersecurity exposure of various host
environments was assessed using a Risk-Resilience Matrix,
which maps the success or failure of adversarial defense
evasion and discovery techniques across multiple hosts. This
matrix facilitates a comparative evaluation of each host’s
vulnerability and its capacity to resist reconnaissance efforts,
a critical stage in the cyber kill chain.

To construct the matrix, data were extracted from
Fig. 7 and Fig. 10 for defense evasion and discovery
techniques, respectively. The columns were defined by the
techniques employed, while the rows correspond to the target
hosts. These techniques were executed across three hosts;
DockerAndAre, NextHost1, and NextHost2. Each outcome
was recorded as a binary value, where 1 indicates successful
execution of a technique and 0 indicates failure.

Let M ∈ {0, 1}H×T denote the binary matrix representing
the success (1) or failure (0) of each technique, where H is
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the number of hosts and T is the number of techniques. For a
given host i, the Risk Score was computed as the proportion
of techniques that succeeded:

Riski =
1
T

T∑
j=1

Mij (6)

The Resilience Score, in contrast, is defined as the
proportion of techniques that failed, representing the host’s
relative resistance to reconnaissance:

Resiliencei = 1 − Riski (7)

C. MITIGATION STRATEGIES AND DEFENSE VALIDATION
To complement the simulated cyberattack scenarios, a struc-
tured approach to mitigation and post-attack validation is
suggested. Mitigation strategies are proposed at both the host
and technique levels, including the enforcement of command
and log integrity, reinitialization of firewall configurations,
detection of modified binaries through tool fingerprinting,
and auditing of privileges to identify unauthorized access
changes. For post-attack validation, it is recommended that
per-host risk and resilience scores be calculated based on
the ratio of successful to total attempted techniques. These
metrics could be visualized using comparative bar charts
(as in Fig. 12) to illustrate host vulnerability and the
effectiveness of defensive measures. In addition, technique-
level correlation analysis, such as for Defense Evasion and
Discovery tactics (Fig. 8 and Fig. 11), may be performed
to detect systemic weaknesses. Following each simulated
attack, system states could be programmatically inspected
to verify whether the intended malicious actions were
effectively mitigated. Through this proposed framework,
adversarial behavior can be modeled, and the effectiveness
of defensive strategies can be quantitatively assessed under
realistic threat conditions.

VI. CONCLUSION AND FUTURE WORK
This study presented a cyber-physical emulation of a micro-
grid to assess its vulnerabilities to cyber threats and evaluate
its resilience against adversarial tactics. The University of St.
Thomasmicrogrid wasmodeled using PowerWorld for power
system simulation andCORE for network emulation, creating
a realistic testing environment for cybersecurity analysis. The
communication network was designed to reflect real-world
microgrid operations, integrating Docker containers as DNP3
outstations to simulate cyber-physical interactions. A series
of cyber threat scenarios were executed, including spear
phishing attacks, DoS disturbances, and MiTM attacks using
DNP3 command manipulation. Additionally, circuit breaker
disconnections were simulated, demonstrating howmalicious
control interference can cause system-wide blackouts. The
study further explored defense evasion and discovery tactics,
analyzing their execution flow, success/failure rates, and
interdependencies using attack graphs, success matrices,
and correlation analyses. The results highlighted the critical
vulnerabilities in microgrid cybersecurity, emphasizing the

need for robust security measures, continuous monitoring,
and proactive mitigation strategies. The findings provided
valuable insights into how adversaries exploit cyber-physical
system weaknesses, paving the way for enhanced defensive
mechanisms in microgrid infrastructure.

Future research will focus on defense analysis to develop
effective countermeasures against the identified threats. This
includes intrusion detection mechanisms, anomaly detection
models, and adaptive security frameworks to mitigate cyber
risks and improve microgrid resilience. Additionally, further
automation of adversarial testing andmachine learning-based
attack detection techniques will be explored to strengthen
real-time threat response and system security. The rich dataset
and behavioral insights generated through our cyber-physical
emulation provide valuable training material for developing
such intelligent defense systems capable of anticipating and
countering evolving attack vectors in operational microgrid
environments.

APPENDIX
Readers are encouraged to view the supplementary video,
which provides an overview of the implementation of the
use case in the form of a spear phishing attack. Additionally,
a GitHub repository is available at1, offering detailed
guidance on the implementation of the cyber-physical setup.
The repository also includes an integrated figure that overlays
Fig. 4 and Fig. 3 to detail the interconnections between the
cyber and physical components of the system, as well as to
show the propagation of a cyber-physical attack across the
integrated topology.
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