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Abstract—Data analysis and monitoring on smart grids are jeop-
ardized by attacks on cyber-physical systems. False data injection
attack (FDIA) is one of the attack classes that targets smart mea-
surement devices by injecting malicious data. Machine learning
techniques are proven to be effective in detecting and localizing
FDIAs. Training of such models requires centralized processing of
sensitive user data that may not be plausible in a practical scenario.
By employing federated learning, it is possible to train a model
for the detection and localization of FDIAs while preserving the
privacy of sensitive user data. However, federated learning intro-
duces new problems, such as the personalization of the detectors in
each node. In this article, we propose a federated learning-based
scheme combined with a hybrid deep neural network architecture
that exploits the local correlations between the connected power
buses by employing graph neural networks as well as the temporal
patterns in the data by using long short term memory layers. The
proposed mechanism offers flexible and efficient training of an
FDIA detector in a distributed setup while preserving the privacy
of the clients. We validate the proposed architecture by extensive
simulations on the IEEE 57, 118, and 300 bus systems and real
electricity load data.

Index Terms—Federated learning, graph neural networks, smart
grids.

I. INTRODUCTION

SMART grids incorporate information technology systems
in sensing, processing, intelligence, and control of the

power systems for robust transmission and distribution of elec-
tricity [1]. While smart measurement devices and coupled com-
munication networks bring many benefits and robustness to the
power system, adversaries may alter the measurements and the
other system parameters by attacking those nodes. Cyberattacks
on smart grids may cause significant problems in the operations
and consequently, may interrupt the delivery of electricity in the
system and result in economic losses. The false data injection
attacks (FDIAs) pose a critical threat to the smart grids, and are
defined as the malicious activities carried out by an adversary
via the injection of forged data into the information and control
systems of smart grids.

Recently, machine learning-based FDIA detection methods
have been proposed to efficiently detect cyberattacks on smart
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grids. The complex rapidly changing nature of smart grids makes
it harder to efficiently and successfully detect the FDIAs using
the conventional rule-based or deterministic approaches. Ma-
chine learning algorithms enable efficient and robust detection
and localization of the FDIAs by enabling the analysis of large
volumes of data and identifying the complex hidden patterns
from historical data.

Federated learning represents a new paradigm for efficient
training and updating of machine learning models on edge
devices. The federated averaging (FedAvg) [2] represents a
communication-effective procedure for distributed training in
the presence of a large number of clients. In FedAvg, the local
parameter updates of the local models are aggregated in the
central server by taking the weighted average of the client
parameter updates. However, the FedAvg algorithm may per-
form poorly in the presence of nonindependent and identically
distributed (i.i.d.) data, manifesting through slow convergence.
Several solutions were proposed to overcome this problem in the
federated learning. The use of federated versions of the adaptive
optimizers, such as adaptive gradient (ADAGRAD), adaptive
moment estimation (ADAM), and YOGI, is examined in [3].
It was shown that using the adaptive optimizers speeds up the
training of the federated deep learning models and increases
the performance. These advances prompted the adoption of
federated learning solutions. Currently, federated learning is em-
ployed in a wide range of applications, such as analysis of mobile
users’ behavior, learning pedestrian patterns for autonomous
vehicles, and predicting and detecting health-related events from
wearable devices [4].

Federated learning offers a promising solution for detecting
FDIAs in smart grids by enabling distributed training of machine
learning-based detectors, which is essential for handling the
decentralized and complex nature of smart grids. Smart grids,
with their real-time monitoring, two-way communication, and
automation, generate massive amounts of sensitive data from
distributed nodes, such as smart meters and power stations.
This distributed data contains crucial information about energy
consumption, grid performance, and even grid vulnerabilities.
However, electricity providers are often unwilling to share their
data due to privacy concerns, regulatory constraints, and the
competitive nature of the industry. This behavior prevents the
collaborative training of effective detection models that could
improve FDIA detection and localization across the grid. Fed-
erated learning addresses this challenge by allowing different
entities in the grid, such as utilities and regional operators,
to train local models on their own data without sharing it
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with others. Instead of transmitting raw data, only the model
updates (weights) are shared with a central server, ensuring that
sensitive information remains private. This privacy-preserving
approach not only protects confidential electricity data but also
facilitates cooperation among different providers, enabling more
effective and comprehensive detection of FDIAs across the grid.
Moreover, federated learning enhances data privacy even further
when combined with additional privacy-preserving techniques
like differential privacy or encryption. In addition to privacy,
federated learning also improves efficiency by distributing the
computational load across multiple nodes, rather than relying
on a single centralized system. This distributed approach aligns
perfectly with the architecture of smart grids, where data and
computational resources are inherently decentralized. As a re-
sult, federated learning improves the scalability of machine
learning models, reduces latency, and makes the system more
resilient by spreading out the computational tasks. In summary,
federated learning not only preserves the privacy of smart grid
data but also provides an efficient, scalable, and collaborative
solution for detecting and localizing cyberattacks like FDIAs in
a decentralized environment.

Under the federated learning framework, attack localization
presents distinct challenges compared to attack detection due to
the need to identify the specific source and impact of an attack
within a distributed system. While attack detection primarily
focuses on identifying any anomalies or malicious activities
within data streams, localization requires pinpointing the exact
nodes or areas in the network affected by the attack. This process
is complicated by the fact that federated learning operates on
locally aggregated model updates without centralizing sensitive
data, making it difficult to trace back the origin of an attack. In
addition, varying data distributions among clients and potential
non-i.i.d. data across different nodes can hinder the model’s
ability to accurately localize the attack. We propose a hybrid long
short term memory (LSTM) and graph convolutional networks
(GCNs)-based model architecture in order to tackle the FDIA
localization problem in a federated learning environment.

A. Related Work

Comprehensive surveys on the problem of detection of FDIA
in smart grids are provided in [5] and [6]. The name FDIA was
first used in [7]. A Kalman filter-based FDIA detector is pro-
posed in [8]. FDIA is considered in [9] using network theory. The
graph structure of the power grids is exploited for the detection
of FDIAs in smart grids in [10]. An algorithm for detecting and
compensating an FDIA using a state estimation algorithm is
proposed in [11]. An FDIA detection and localization algorithm
employing interval observers that utilizes the bounds of the
internal states, modeling errors, and disturbances is reported
in [12]. However, the performance of conventional methods is
not sufficient (in terms of stability and accuracy) for the FDIA
detection problem in smart grids due to the complex and dynamic
nature of the power grids as well as the sophisticated patterns in
cyberattacks.

Recently, the application of machine learning-based FDIA
detection methods has attracted a lot of interest in the literature.

Machine learning algorithms provide a powerful toolset for the
detection, localization, and identification of the FDIAs. Batch
and online learning algorithms are used to detect FDIAs in
[13]. An FDIA detection algorithm that employs an support
vector machine in combination with the alternating direction
method of multipliers is proposed in [14]. James et al. [15]
exploited the wavelet transform and deep neural networks to
identify FDIAs, while Jevtic et al. [16] employed an LSTM
neural network to detect FDIA attacks. A convolutional neural
network model is used for FDIA detection in [17]. More recently,
a graph neural network architecture was employed in [18] and
[19] to capture the spatially localized features in the power
grid for improved detection of FDIAs. In [20], temporal and
spatial correlations in power measurement data are analyzed by
a Kalman filter and Gaussian process regression, to obtain state
vectors to detect FDIAs. Wang et al. [21] proposed a bilevel
machine learning-based FDIA detection method using Kalman
filter and a recurrent neural network model.

There are several studies in the literature that consider fed-
erated learning for smart grids. The energy demand for electric
vehicle networks is predicted using federated learning in [22].
Taik and Cherkaoui [23] proposed a federated learning method
for forecasting household electricity load. A federated learning-
based approach for detecting FDIA is proposed in [24]. This
study proposes a transformer-based architecture for detecting
FDIA. It uses the horizontal federated learning scheme in which
all the clients must have the same data shapes. Hence, the
approach proposed in [24] trains the models at the bus level,
and it is not capable of utilizing the graph structure of the power
network. In this article, we propose a novel hybrid deep neural
network architecture consisting of graph neural network layers
as well as LSTM layers in a federated learning environment for
detection and localization of FDIAs. The proposed architecture
is able to capture the hidden patterns in the power system data
over both spatial and temporal dimensions. The GCN layers are
able to capture the local spatial correlations between the buses,
while LSTM helps to capture the temporal correlations. Our
deep neural network architecture can be used on any partition of
the power network. Therefore, it is generalizable and applicable
to clients with any network structure, and it is not restricted to a
single bus per client.

B. Contributions

This article presents several key contributions to the detec-
tion and localization of FDIAs in smart grids using federated
learning.

1) Novel federated learning framework: We propose a new
federated learning framework that combines the strengths
of federated learning with GCNs for the distributed de-
tection and localization of FDIAs. This framework allows
for effective collaboration between different clients (e.g.,
electricity providers) without sharing sensitive data.

2) Hybrid neural network architecture: We introduce a hy-
brid deep neural network model that integrates LSTM
layers for capturing temporal patterns and GCNs for cap-
turing spatial correlations between power grid nodes. This
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dual-layer architecture enhances the model’s ability to
detect complex attack patterns in both the time and space
domains.

3) Generalized and scalable design: The proposed architec-
ture can be applied to any partition of the power network,
making it scalable and adaptable to different clients with
varying network structures. Unlike previous approaches,
it is not limited to one client per bus, allowing for more
flexibility and broader applicability.

4) Comprehensive simulation and evaluation: We conduct
extensive simulations on the IEEE 57, 118, and 300 bus
systems, utilizing real-world electricity load data. The
results demonstrate that our method outperforms existing
state-of-the-art machine learning techniques, achieving
superior F1-scores (F1), detection rates (DRs), and false
alarm rates (FRs).

5) Fairness across clients: Our framework ensures fairness
across all clients in the network, as reflected in the uniform
distribution of error metrics among clients. This ensures
that all participants benefit equally from the collaborative
training process.

This work contributes to the advancement in FDIA detection
by leveraging federated learning to ensure both data privacy and
efficient, accurate attack localization in distributed smart grid
environments.

The rest of this article is organized as follows. The background
information about FDIA and federated learning is provided in
Section II. The proposed method is introduced and discussed in
Section III. Extensive simulations are performed and the results
are discussed in Section IV. Finally, Section V concludes this
article.

II. BACKGROUND

A. False Data Injection Attack

Modern smart grids rely heavily on accurate data for monitor-
ing, control, and decision-making processes and FDIAs repre-
sent a critical threat to their stability and security. These attacks
involve the manipulation of data within the grid’s cyber-physical
infrastructure, where an adversary injects malicious data into
the measurements gathered by sensors, such as smart meters or
phasor measurement units (PMUs). Unlike simple cyberattacks,
FDIAs are designed to appear credible, bypassing traditional
anomaly detection mechanisms, such as bad data detections
(BDDs), and posing a significant challenge to grid operators.
FDIAs are dangerous because they target the state estimation
process in smart grids, which is used to monitor and control
grid operations. State estimation is the process by which the
grid’s system state is predicted from noisy sensor measurements.
FDIAs exploit the grid’s reliance on this process by altering
sensor data in a way that causes incorrect state estimation.
The attackers carefully design the injected false data to ensure
that the residual errors—used by the power system to detect
anomalies—remain within acceptable bounds, making the at-
tack undetectable by conventional methods. The consequences
of a successful FDIA can be severe. These attacks can lead
to incorrect decisions by grid operators, resulting in physical

consequences, such as load shedding, generator tripping, or
even widespread blackouts. In some cases, attackers may aim to
disrupt electricity pricing mechanisms or cause economic dam-
age by tampering with demand or supply data. More advanced
FDIAs can be used to deliberately mislead the system into rerout-
ing power flows inefficiently, increasing losses or overloading
specific parts of the grid, potentially causing equipment damage
or cascading failures.

The noisy data samples from the measurement devices call
for appropriate filtering, estimation, and detection methods.
Therefore, the operators of smart grids employ power system
state estimation (PSSE) in order to estimate the system state x
from the noisy samples z. The nonlinear relationship between
the system state and the measured noisy samples is defined by
the measurement function h(·), expressed as

z = h(x) + e (1)

where e stands for the additive measurement noise. The estimate
x̂ of the system state x is found by

x̂ = argminx (z − h(x))T R−1 (z − h(x)) (2)

whereR represents the error covariance matrix. The relationship
between the active and reactive power injections at buses Pi, Qi

and power flows between buses Pij , Qij are defined by the
following equations [25]:

Pi =
∑

j

ViVj (Gij cos θij +Bij sin θij) (3)

Qi =
∑

j

ViVj (Gij sin θij −Bij cos θij) (4)

Pij = V 2
i (gsi + gij)− ViVj (gij cos θij + bij sin θij) (5)

Qij = −V 2
i (bsi + bij)− ViVj (gij sin θij + bij cos θij) . (6)

The provided system of equations can be solved using the
weighted least squares estimation (WLSE) algorithm [26]. The
existence of bad data in the measurement data may adversely
affect state estimator convergence, and a residual test to detect
bad data are conventionally used

‖r‖2 = ‖z − h(x̂)‖2 (7)

where bad data are detected by comparing the residual to a
threshold value τ

‖r‖2 ≷ τ. (8)

The FDIA alters measurement values by injecting false data
a into the benign measurement values to force the solution of
the PSSE algorithm to move to another point in the space [27].
Consider that the benign measurement value is defined as

z0 = h(x). (9)

The FDIA can remain undetected by the system state estimation
algorithm if the added value a to the measurement z satisfies the
condition

a = h(x̂+ c)− h(x̂). (10)
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This is due to the fact that the residual for the false data remains
the same as the residual of the original data, i.e.,

‖ra‖2 = ‖za − h(x̂a)‖2
= ‖z0 + a− h(x̂+ c)‖2
= ‖z0 + h(x̂+ c)− h(x̂)− h(x̂+ c)‖2
= ‖r‖2. (11)

In case the adversary does not know the topology, imperfect
attack vectors can still be constructed by deviating the mea-
surements locally and remaining undetected. Examples of such
attacks can be listed as random attack [19] with either uniform
distribution [16] or Gaussian distribution [13], replay attack,
and scale attack [28]. It is also possible to construct an effective
attack when the attacker has access to the measurements of a
single bus and its neighbors only [29].

B. Federated Learning

Federated learning is a paradigm that enables joint training
of a machine learning model using the distributed data from
different client devices. Federated learning algorithms utilize
the client devices for computing the local iterations and share
those parameter updates with a central server for further pro-
cessing and aggregation of the parameters. In a typical federated
learning setup, there are M clients with nm local private data
samples, which adds up to a total of N =

∑M
m=1 nm samples.

The objective of the mth client is to minimize the given loss
function

min
w

1

nm

nm∑

i=1

�m (yi, xi;w) (12)

where xi, yi, and w stand for the features, labels, and weights of
the machine learning model, respectively. Hence, the objective
function at the server is expressed as

min
w

M∑

m=1

nm

N
�m (ym, xm;w) . (13)

In each global round of the federated learning algorithm, the
server selects a subset St of the clients, where |St| << M
and broadcasts the up-to-date model weights to those clients.
Then, each client runs the stochastic gradient descent (SGD)
algorithm using its own dataset for E epochs. At the end of E
local epochs, the client uploads the gradient updates∇wm

t to the
server. After receiving all the local updates, the server aggregates
those local updates. There are different aggregation algorithms
proposed in the literature. The FedAvg [2] algorithm aggregates
the parameter updates by taking the weighted average of them
as follows:

∇wFedAvg
t =

M∑

m=1

nm

N
∇wm

t . (14)

The FedAvg algorithm uses a fixed learning rate and the conver-
gence rate may be slower for some problems. In order to speed up
the convergence rate of the machine learning model, federated
ADAM (FedADAM) [3] algorithm aggregates and updates the

Fig. 1. Federated learning enables training local models in each subnetwork
cooperatively.

local parameters using the ADAM [30] optimizer. FedADAM
algorithm aggregates the parameters using the following equa-
tions:

∇wavg
t =

M∑

m=1

nm

N
∇wm

t

mt = mt−1β1 + (1− β1)∇wavg
t

vt = vt−1β2 + (1− β2)
(
∇wavg

t

)2

m̂t =
mt

1− β1

v̂t =
vt

1− β2

wt = wt−1 − η
m̂t√
v̂t + ε

(15)

where β1, β2, and ε represent the hyperparameters. For instance,
the values could be β1 = 0.9, β2 = 0.999, and ε = 10−8. As
seen from the above equations, FedADAM adaptively adjusts
the coefficients of the gradients. Hence, it provides a better
convergence behavior for the deep neural network model.

III. PROPOSED METHOD

We consider a power network with multiple clients. Each
client is responsible for a subnetwork in the power network. The
clients have their own historical power load data for each bus
in the respective subnetwork and are not willing to share it with
the other clients. The aim of each client is to detect FDIAs. An
example of partitioning of a power network graph is presented
in Fig. 1. The buses belonging to the same client are shown
with the same color. We propose a federated learning-based
method for training machine learning models for detection and
localization of FDIAs. By using a federated learning algorithm,
we train a separate local model for each client and exchange only
the required parameters between each client and a centralized
coordination server. We assume that there is a local machine at
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each client for computation of the model parameters and there is
a connection between each client with the coordinating server.
As a deep neural network model, we use stacked LSTM and
GCN layers in order to efficiently capture both the temporal and
spatial patterns in the power data.

In order to capture the local spatial correlations in the power
grid network, we represent the power grid as a graph. We
represent the graph modeling the power grid by G = (V, E),
where V denotes the set of vertices (nodes) that corresponds to
the set of buses in the power grid, and E stands for the set of
edges that identify the power lines in the power grid. The graph
adjacency matrix is denoted by A ∈ R|V|×|V|, where Ai,j = 1 if
there is an edge between i and j, and Ai,j = 0 otherwise. The
degree matrix D ∈ R|V|×|V| is defined as the diagonal matrix
with main diagonal entries

Di,i =
∑

j

Ai,j . (16)

The normalized Laplacian matrix is defined as

L = In −D− 1
2AD− 1

2 (17)

where In denotes the identity matrix. For each node, we define
the feature vector x(v) = {pv, qv} that incorporates the active
and reactive powers. The decision variable indicating the event
of an FDIA attack is denoted by d(v). As an added benefit, since
we are using deep neural network models for the detection of the
attacks, we can easily incorporate supplementary data into the
proposed model, such as PMU measurements, and data related
to renewal energy generation, such as solar and wind activity
profiles. The supplementary data helps to increase the robustness
and performance of the proposed FDIA detection model.

The detection and localization algorithm is deployed in a dis-
tributed manner for a more efficient evaluation and fast response
to the attacks. The nodes are distributed to local servers by their
physical locations. Each local server corresponds to the clients
in the federated learning terminology. The set of all servers is
denoted by C. The subgraph and Laplacian that belong to the
client c are denoted by Gc = (Vc, Ec), and Lc, respectively.

Two different groups of layers are used in the machine learn-
ing model. The proposed machine learning architecture is shown
in Fig. 2. The first layer group consists of LSTM layers [31] and
they are used as feature extractors. The input–output relationship
for an LSTM layer assumes the following dynamics. First,
the forget gate unit gf (x) assumes the following input–output
relationship:

Ft = σ
(
W f · [Ht−1, Xt] +Bf

)
(18)

where Xt represents the input, Ht denotes the hidden state,
and W f and Bf stand for the weight and bias of the forget
gate, respectively. The internal state of LSTM cell is updated as
follows:

St = FtSt−1 + Itσ (W s · [Ht−1, Xt] +Bs) . (19)

The input to gate unit It is given by

It = σ
(
W i · [Ht−1, Xt] +Bi

)
(20)

Fig. 2. Proposed architecture for the machine learning model. The LSTM
layers are used at the node level and the GCN layers are used at the graph level
for each client in the network.

while the gate output takes the form

Ot = σ (W o · [Ht−1, Xt] +Bo) . (21)

Finally, the hidden state Ht is calculated as

Ht = Ot · tanh(St). (22)

The feature extractor LSTM layers share the same weight values
for each node in the graph and are trained jointly using the
FedAvg algorithm [2], which is discussed in detail in Section
II-B. The weights of the feature extractor layers are denoted as
W l

fe.
The second group consists of GCN layers which extract the

local correlations between the nodes in the network. These layers
are trained using the FedGraph [32] algorithm, as explained be-
low. The GCN layers exploit the graph structure of the power grid
network. The weights of the GCN layers are denoted as W l

gcn.
The aggregation operation in the GCN layer is implemented
through

Zl+1
gcn = LH l

gcnW
l
gcn. (23)

The output of a GCN layer is given by

H l+1
gcn = σ

(
Zl+1

gcn

)
(24)

where σ(·) represents the nonlinear activation function, e.g.,
rectified linear unit (ReLU), tanh, or sigmoid.

The training procedure for client s ∈ S is as follows. First, the
client downloads the up-to-date weights Wgcn from the server.
After initializing the local weights, the client calculates

Zl+1
gcn =

∑

u∈Vc

Ll
c(v, u)H

l
gcn,c(u)W

l
gcn,c

+
∑

c′∈C,c �=c′

∑

u∈Vc′

Ll
c(v, u)H

l
gcn,c′(u)W

l
gcn,c′ .
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Algorithm 1: Training Procedure.
for iteration t = 1 to T do

broadcast the up-to-date weights to all clients c ∈ C
for each client c ∈ C in parallel do

for each node v ∈ Vc do
for each feature extractor layer l do

initialize the weights using up-to-date weights
W l

fe,c = W l
fe

compute the gradient ∇�(W l
fe,c)

update local weights W l
fe,c = W l

fe,c − η∇�(W l
fe,c)

end for
for each GCN layer l do
Zl+1
gcn =

∑
u∈Vc

Ll
c(v, u)H

l
gcn,c(u)W

l
gcn,c +∑

c′∈C,c �=c′
∑

u∈Vc′
Ll
c(v, u)H

l
gcn,c′(u)W

l
gcn,c′

Generate embeddings H l+1
gcn,c(v) = σ(Zl+1

gcn (v))

compute the gradient ∇�(W l
gcn,c)

update local weights
W l

gcn,c = W l
gcn,c − η∇�(W l

gcn,c)
end for
broadcast W l

fe,c and W l
gcn,c back to server

end for
end for
aggregate the weights for feature extractor layers
∇W avg

fe =
∑M

m=1
nc∑
c nc

∇Wfe,c

mt = mt−1β1 + (1− β1)∇W avg
fe

vt = vt−1β2 + (1− β2)(∇W avg
fe )2

m̂t =
mt

1−β1

v̂t =
vt

1−β2

∇W
(t)
fe = ∇W

(t−1)
fe − η m̂t√

v̂t+ε

end for

Then, the output is calculated as

H l+1
gcn,c(v) = σ

(
Zl+1

gcn (v)
)
. (25)

The clients only share the hidden embeddings with the other
clients in the federated learning scheme. In this way, clients are
able to keep their data private. These parameters may be shared
through the server or peer-to-peer connection. We assume the
former in this work.

The overall training algorithm is provided in Algorithm 1.
The proposed deep learning-based FDIA detection model has

an output for each bus in the network. Therefore, it is able to
directly localize the attack by detecting the attacked buses in
the system. In addition, a privacy scheme, such as differential
privacy, k-anonymity, and cryptographic encryption [33], can
be easily combined with the proposed architecture for increased
privacy of the system.

IV. EXPERIMENTS

In this section, we evaluate the performance of the proposed
algorithm. We use the IEEE 57, 118, and 300 bus systems,
respectively, for modeling the power network structure and real
hourly electricity load data for modeling the load in the network.

Fig. 3. Example of the load profile generated for buses 1, 2, and 3.

As an extension, one can implement the proposed algorithm
into an online testing environment. To implement the model in
an online testing setup, one approach could involve integrating
it into a hardware-in-the-loop system where simulated smart
grid environments interact with physical hardware components.
This could include connecting the federated learning framework
to grid control systems, allowing real-time data from sensors
and meters to be used for testing the detection and localiza-
tion of FDIAs. In addition, the real-time performance of the
model could be evaluated by continuously streaming data from
the grid and testing the model’s ability to respond to attacks
as they happen. For efficient online deployment, it would be
crucial to optimize the model’s inference time, particularly for
time-sensitive tasks like FDIA detection in smart grids. Edge
computing could be employed at local nodes to reduce latency,
ensuring that each local model performs fast, real-time evalua-
tions on local data, while updates to the global model could be
scheduled periodically to maintain system performance without
overwhelming communication resources.

A. Dataset Generation

We used the IEEE 57, 118, and 300 bus systems, respectively,
for modeling the power network in the experiments. In order
to model the power load profiles, we used the hourly power
load dataset provided by ERCOT [34]. We scaled the power
load values in order to adapt to the parameters of the test grid
we employ. For each bus in the network, we first scaled the
mean value of the hourly load values to the base load of the bus.
Then, we scaled the standard deviation of the load values to 0.01
times the base load for the respective bus. A visualization of the
generated measurement samples is provided in Fig. 3 for buses
1, 2, and 3.

We generated the malicious data samples using the following
approach. We generated the benign data samples using the steps
above. We implemented the attack vectors using a variety of at-
tack types to validate the effectiveness of the proposed algorithm
under different attack scenarios. We used both imperfect FDIAs
as well as more sophisticated data-driven attack generation
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methods. An attacker first selects a subset of the buses in the
network. Then, performs an attack at the selected buses by one
of the following methods: 1) random attack, the measurement
vector is replaced by zat = zt + αr

t [19], where αr
t is a uniform

random variable αr
t ∼ U(a, b) [16], or a Gaussian random vari-

able αr
t ∼ N (1, σz) [13]; 2) replay attack, the measurement

vector is replaced by a previous value zat = zt−δ [35], [36]; 3)
scale attack, measurement vector is scaled by zat = αszt [28];
4) an SGD optimization based stealth attack [37]. The unobserv-
able attack is generated by solving the following optimization
problem [37]:

min
xa

λz‖h(xa)i−h(x̂)i‖2−λx‖xa,i−x̂i‖ ∀i ∈ Tz ∀j ∈ Tx

s.t. h(xa)k = h(x̂)k, xa,l = x̂l ∀k /∈ Tz ∀l /∈ Tx
τmin
m < ‖xa‖ < τmax

m , τmin
a < ∠(xa) < τmax

a

where Tz and Tx denote the targeted measurements and state
variables, τmin

m and τmax
m , represent the minimum and maxi-

mum magnitude values for xa, and τmin
a and τmax

a , represent
the minimum and maximum angle values for xa. For random
attacks, the attacker does not necessarily have access to the
full topology information. However, for the stealth attack, full
topology information may be required. Moreover, we assume
that the attacker selects and performs the attack on a subset of
the grid in all scenarios.

We generated 8752 data samples, which are split into training
and test datasets with the ratio 80% : 20%. The attacked mea-
surement values are uniformly selected from each attack type.
We further split 10% of the training set as a validation set in
the training stage. As a feature preprocessing step for the neural
network models, the generated data are scaled such that the mean
value is equal to 0 and the standard deviation is 1 for each feature
before training and testing the models.

B. Hyperparameters

We used a hybrid model as a deep learning architecture as
discussed in the previous sections. The input shape is Nbus ×
Ndelays ×Nfeat, where Nbus, Nbus, and Nbus denotes the number
of buses, number of time delays, and number of features for the
client. The feature extractor layers are composed of two LSTM
layers each with 32 units. The GCN layer group consists of
three GCN layers with 128, 128, and 1 output nodes per client,
respectively. We used ReLU activation function in each layer
of the network. We used ADAM optimizer in the server and
SGD optimizer in the clients. We performed 1 local epoch per
training round. The training batch size is 64. The client and server
learning rate values are optimized using a grid search, which
is sampled in the interval [10−4, 1]. We used the cross-entropy
function as a loss function. We used the Python programming
language and Tensorflow [38] package to conduct the simulation
experiments.

C. Benchmark Methods

In order to benchmark the performance of the proposed
method, we implemented and compared the results with the

federated transformer, federated LSTM, and federated multi-
layer perceptron (MLP) algorithms. The proposed federated
graph learning algorithm can be trained on any partition of
the graph even with different numbers of buses in each client
while enabling the use of the GCN architecture for training in a
federated scheme. However, the benchmark algorithms from the
literature use the horizontal federated learning scheme, in which
the algorithm requires the shapes of the features of each client
to be the same. Hence, this requirement limits the application
of the federated learning algorithm to the node level. Therefore,
the current methods assign a client for each bus in the network.
For instance, for the IEEE 118 bus system, we have 118 clients
in the network. The input shape for the benchmark methods
is Ndelays ×Nfeat since there is only single bus for each client.
The federated transformer [24] algorithm uses a transformer
architecture as a local deep learning model for each client.
Similarly, the federated LSTM [39] algorithm uses a stacked
LSTM architecture for each client. The federated gated recurrent
unit (GRU) model [40] uses GRU models as local detectors. As
for the federated MLP algorithm, we use an MLP model for the
client models.

D. Results

Since we have an unbalanced data distribution, i.e., the
amount of benign data samples per bus is much higher than the
malicious data samples, it is not plausible to use the accuracy
values as an evaluation metric for better understanding. Hence,
we use DR, FR, and F1 as evaluation metrics. The mentioned
metrics are calculated as

DR =
TP

TP + FN

FR =
FP

FP + TN

F1 =
2TP

2TP + FP + FN
(26)

where TP, TN, FP, and FN denote true positives, true neg-
atives, false positives, and false negatives, respectively. The
corresponding values of F1, DR, and FR for each algorithm
are shown in Table I and are tested on the IEEE 57, 118, and
300 bus systems, respectively. We also tabulated the percentages
of the client with F1 higher than 90% and less than 10% in
Table II. As seen from the tables, the federated graph learning
algorithm outperforms the other algorithms by a significant
margin. The proposed algorithm is able to achieve F1 values
around 98%–99% for each IEEE test case. On the other hand,
the second best performing algorithm, federated LSTM could
only achieve an F1 around 82%–86%. The other methods fall
below 80% for each test case. This is in line with the expected
results because the federated graph learning algorithm is able to
capture both the temporal and spatial patterns in the data. The
proposed method performs well on each IEEE bus system.

While the average F1, DR, and FR metrics are able to validate
the performance of the FDIA detection algorithms, we also need
to evaluate the performance of the algorithms on each bus in
the network. The individual metrics are important to show the
fairness and reliability of the algorithm. In order to visualize the
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TABLE I
COMPARISON OF THE F1, DR, AND FR (IN PERCENTAGE) FOR EACH METHOD

TABLE II
COMPARISON OF THE PERCENTAGE OF CLIENTS WITH F1 THRESHOLDS FOR EACH METHOD

Fig. 4. Box plots showing the distribution of F1, DR, and FR (in percentage) for each bus in the network for each federated learning model for IEEE 57 bus
system. (a) FedGraph IEEE-57. (b) FedTransformer IEEE-57. (c) FedLSTM IEEE-57. (d) FedGRU IEEE-57. (e) FedMLP IEEE-57.

distribution of F1, DR, and FR values among the buses in the
network, we plotted box plots for each algorithm in Fig. 4 for
IEEE 57 bus system. The federated graph learning algorithm
outperforms the other algorithms in terms of the mean value and
standard deviation of the F1 because it is able to capture both
temporal and spatial patterns in the data. Federated transformer
and federated LSTM algorithms follow the federated graph
learning algorithm with almost similar means because they can
capture the temporal patterns in the data. The federated MLP
performs the worst due to the dense connection of the neurons
in each layer of the network.

The box plots showing the detection metrics for the IEEE 118
bus system are provided in Fig. 5. The proposed architecture
outperforms the other algorithms, again, for all the metrics.
While the federated transformer performs better than the LSTM
architecture in the mean values of the metrics, it has more outliers
and provides less fairness among the clients. Federated MLP
algorithm performs the worst in terms of the mean and standard
values of the detection metrics. The box plots for the detection
metrics for IEEE 300 bus system are displayed in Fig. 6. The
results are similar to the ones reported for the IEEE 118 bus
system.
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Fig. 5. Box plots showing the distribution of F1, DR, and FR for each bus in the network for each federated learning model for IEEE 118 bus system. (a) FedGraph
IEEE-118. (b) FedTransformer IEEE-118. (c) FedLSTM IEEE-118. (d) FedGRU IEEE-118. (e) FedMLP IEEE-118.

Fig. 6. Box plots showing the distribution of F1, DR, and FR for each bus in the network for each federated learning model for IEEE 300 bus system. (a) FedGraph
IEEE-300. (b) FedTransformer IEEE-300. (c) FedLSTM IEEE-300. (d) FedGRU IEEE-300. (e) FedMLP IEEE-300.

E. Comments on the Complexity

The time complexity of WLSE-based BDD is O(n3). Most
of the computational burden for deep neural networks is in
the offline training stage. However, the time complexity in the
inference stage is linear with respect to the number of buses
(O(n)) and it is also highly parallelizable. Since we also do

distributed computation using the federated learning scheme,
the computational complexity of the proposed method drops
significantly compared to the existing algorithms because there
is a subset of the buses and, therefore, a subset of data samples at
each client. The computational complexity at the central server
is linear in the number of clients, which is much less than the
number of buses in the network. We measured the prediction

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 

Authorized licensed use limited to: Texas A M University. Downloaded on July 17,2025 at 01:08:56 UTC from IEEE Xplore.  Restrictions apply. 



10 IEEE SYSTEMS JOURNAL

TABLE III
COMPARISON OF THE RUN TIMES OF EACH MODEL

time of each model on our laptop to gain insight into our
algorithm’s complexity. We ran the models on an i7-13700HX
CPU. The prediction times per bus and sample are shown in
Table III. FedGraph has the parallelization advantage because
each client model performs prediction for multiple buses in
parallel as opposed to a single model per bus in the benchmark
models.

V. CONCLUSION

This article proposed a hybrid neural network architecture
consisting of LSTM and GCN layers for federated learning-
based FDIA detection. The proposed architecture exploits the
temporal and spatial patterns in the data to detect FDIAs in
smart grids efficiently. We proposed the FedAvg algorithm for
aggregating the feature extractor weights of each client while
using the FedGraph algorithm to merge the weights of the
GCN layers. This scheme enables efficient and robust training
of the deep learning-based detection method. The use of GCN
layers combined with the FedGraph algorithm allows federated
training on any partition of the power networks unlike the
existing algorithms in the literature, which can be used only
at the node level. We performed extensive experiments on each
of the IEEE 57, 118, and 300 bus systems combined with real
power usage data. The experiment results show that the pro-
posed algorithm outperforms the state-of-the-art algorithms. As
a future direction, data heterogeneity may be investigated in the
presence of multiple electricity providers. Also, the effect of the
topology changes, such as fault conditions, can be investigated in
a future study.
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