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Abstract—Inspired by long-term resilient ecosystems, an ecological robustness-oriented optimal power flow (Reco OPF) problem has
been proposed to incorporate ecosystems’ resilience characteristics into power system operations, enhancing their inherent resilience
against multi-hazard contingencies. However, the original Reco OPF only considered real power flows but neglected reactive power
flows, which are significant for power system stability and security. Therefore, with the inclusion of reactive power, this paper presents a
reactive power flow based Rgco OPF (Q-based Regco OPF) and an apparent power flow based Rgco OPF (MVA-based Rgco OPF) to
guide the distribution of reactive and apparent power flows, respectively. By comparing the inherent resilience of a 24-bus system and
a 200-bus system using different OPF models, we observe that both Q-based and MVA-based Regco OPF can provide a more resilient
power flow distribution with fewer violated contingencies and less severe violations against multi-hazard contingencies. To better
interpolate Reco for power systems, we have further investigated correlations among the value of Regco, the homogeneity of power flow
distribution, and the system’s inherent resilience. The analyses suggest that Rgco can be a useful indicator for power systems inherent

resilience while requiring further studies to standardize the resilience requirements.

Index Terms—Power System Resilience, Ecological Networks, Power Networks, Robustness, Optimal Power Flows

1 INTRODUCTION

OWER systems are the backbone of modern society, sup-
P plying electric energy for everyday activities. As power
systems have evolved into widespread cyber-physical sys-
tems, threats from cyber attacks, natural disasters, and ex-
treme events can result in multiple components being simul-
taneously out of service, leading to catastrophic outcomes
in power systems and threatening the security and safety of
society [1]], [2]. The U.S. National Academies’ grid resilience
report has specifically called for enhanced power system
abilities to prepare for, endure, and recover from severe
hazards [3]. Additionally, the U.S. Power Systems Engineer-
ing Research Center (PSERC) has recognized resilience as a
system’s capability to gradually deteriorate under increasing
exertion and rapidly recover to its previous secure status [4],
[5]. It highlights two important characteristics for resilient
power systems: (1) their capability to tolerate disturbances
while maintaining security and functionality and (2) their
responses to recover the system after disturbances. Re-
silience has become a new requirement for modern power
systems.
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To ensure power systems’ resilience against such events,
remedial actions and restoration preparations are essential
[6l, [7], [8]. However, it is equally important to enhance
the inherent resilience of power systems to limit the im-
pact of disturbances, giving operators more time to take
action and restore the system [9]. The distribution of power
flows plays a critical role in determining power systems’
inherent capability to maintain their security and reliability
against contingencies, observed in the line overloads and
voltage instability during contingencies. Traditionally, oper-
ators have used optimal power flows (OPFs) [10] to operate
power systems at their economic margins while meeting
the operational requirements. To further ensure power sys-
tems’ security and reliability, security constrained optimal
power flows (SCOPF) are employed to securely maintain a
power system’s functionality when one component is out
of service [11], [12]. Nevertheless, economic-driven OPFs
are challenged to satisfy the requirement of resilience for
modern power systems given the escalating unexpected
threats. There is a need of deriving quantifiable metrics fo-
cusing on inherent resilient characteristics in power systems,
(temporarily) leaving economic influences aside, to analyze
and optimize modern power systems.

1.1 Measuring Power System Resilience

Conventionally, power systems are evaluated by four main
reliability measures, including system average interruption
duration index (SAIDI), system average interruption fre-
quency index (SAIFI), customer average interruption dura-
tion index (CAIDI), and momentary average interruption
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frequency index (MAIFI), based on historical data and re-
ports. These measures can generally represent how reliable
the system is, and provide instructive guidance for strength-
ening power systems architectures. While reliability is one
quantifiable aspect of power system resilience using the
above measures, resilience is different from reliability.

Reliability is evaluated under low impact high probabil-
ity events, which have limited impact to the whole system
in a short period of time. Resilience, on the other hand, is
investigated with high-impact low-frequency (HILF) events,
which have large and long-term consequences [13]. [14]
summarizes the strategies of resilience enhancements from
perspectives of infrastructure hardening and smart opera-
tion. [15] discusses practices taken by governments, utili-
ties, and researchers to improve power system resilience.
As a spatial-temporal property of a system, it is neces-
sary to evaluate how HILF events could impact the status
of power systems and the response or countermeasures
that stakeholders take against those events, especially un-
der unexpected events such as cyber attacks and extreme
weather. It is of great significance to quantify power system
resilience through a cross-domain multi-layer perspective
with the consideration of compounded impacts from other
external influences to system functionality either qualita-
tively or quantitatively. Umunnakwe et al. surveyed power
system resilience metrics from different formulations in
distribution-level, transmission-level, and generic formula-
tion [16]], and Stankovic et al. summarized and discussed
methods for analyzing and quantifying power system re-
silience from multiple perspectives [17]. In [18], Paul et al.
reviewed resilience assessment and planning methodolo-
gies for distribution systems. Quantifying power system
resilience necessitates the consideration of a power system’s
cross-domain multi-layer architectures and interdependence
surrounding cyber, physical, weather, and human factors
[9]. Table [I] presents representative resilience quantification
metrics that use different methodologies to address various
hazard events across different domains.

1.2 Quantifying Resilience using Ecological Network
Analyses

The term resilience originates from ecology and describes
a system’s ability to absorb changes of variables and pa-
rameters [32]. Long-term resilient ecosystems have desirable
characteristics of survival from large-scale disturbances,
benefiting from a balance of efficiency and redundancy re-
garding their network structure and energy flows. Unlike
resilience quantification in power grids, which typically
focuses on a specific functionality or event, a series of
metrics have been developed based on information theory
and graph theory to quantify long-term resilient ecosystems’
robustness and sustainability [33], [34], [35], [36], [37], [38].
Researchers have utilized these methodologies, ecological
network analysis, to analyze and optimize the resilience and
sustainability of human built networks and systems, includ-
ing supply chains [39], water distribution networks [40],
community energy systems [41], regenerative economics
[42], [43]], [44], and power networks [45], [46], [47].

An ecological robustness-oriented optimal power flow
(Rgco OPF) problem has been proposed to incorporate
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the long-term resilient characteristics of ecosystems into
power flow distribution, thereby enhancing power systems’
inherent resilience [46]. It uses ecological robustness (Rgco)
to guide a more robust distribution of power flows for
enhanced inherent resilience, leading to fewer operational
violations and unsolved contingencies when the system is
subject to multiple hazards. However, the Rgco OPF only
considered real power flows for the formulation of Rpco and
did not consider the impact of reactive power flows on the
system’s robustness and resilience. Reactive power planning
and operation are essential to compensate for reactive power
load and losses in power systems, ensuring the system’s
stability and security. Meanwhile, problems with reactive
power support in the network can lead to overloads and
voltage collapse [48].

Unlike real power that is consumed as energy, reactive
power serves the function of supporting and stabilizing
the voltage of power systems. Optimal reactive power flow
planning problems are formulated with different objectives,
such as minimizing the voltage deviation, real power loss,
and operational cost [49]. Recent research has shown that
strategically planning reactive power can also contribute
to the enhancement of power systems’ resilience against
disruptions. For example, in [50], Shaker et al. proposed a
two-stage stochastic model to plan reactive power using
networked microgrids against extreme events to reduce load
shedding for better resilience. In [51], Kamuruzzaman et al.
proposed a multi-agent framework using deep reinforce-
ment learning algorithms to plan the deployment of shunts
for reactive power support, which enhances power system
resilience with improved voltage stability against extreme
events. [52] has investigated the use of reactive power flows
and apparent power flows to formulate Rgco for assessing
power systems’ resilience. The reactive power flow based
Rgco could better indicate power systems’ resilience against
N-k contingencies, necessitating the inclusion of reactive
power into the formulation of Rgco for assessing power
systems’ resilience. Thus, the research question raised in this
paper is “How can Rpco contribute to enhancing and under-
standing power systems’ inherent resilience while considering the
characteristics of power networks? ”

1.3 Main Contributions

Following the preliminary results in [53], this paper uses re-
active power flows and apparent power flows to formulate
Rgco for the Rgco OPF problem. Two new types of Rgco
OPF problems are proposed to enhance power systems’
resilience through strategically guiding the distribution of
reactive power flows and apparent power flows. Through
comprehensive analyses of power grids under different op-
erational schemes, we believe that strategically distributing
power flows can enhance the grid’s inherent resilience.
While the quantitative measures and standards of inherent
resilience for power grids remain elusive, inspired by the
information theory- and graph theory-based Rgco, it is
important to holistically incorporate the network structure
and power flow distribution for the development of such
measures and standards. The main contributions of this
paper are as follows:
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TABLE 1: Studies of Power System Resilience Quantification.

References Kev Features Methodolo Assessment Event-based Operational | Structural Dynamic Static
4 4 Domain Quantification Resilience Resilience Resilience Resilience
Ouvang and Integrate probability functions into
yang and A probabilistic resilience hazard model and component Distribution .
Duenas-Osorio Py N Hurricane v x v x
9] model fragility model with DC power Feeders
| flow model
A probabilistic
Panteli et al. multi-temporal and Optimal Power Flow and Transmission Extreme v v % v
120} multi-regional resilience sequential Monte Carlo simulation Networks Weather
assessment
Panteli et al. A series of time-dependent Multi-phase resilience trapezmd/ Transmission -
2] resilience metrics quantification with components Networks Windstorm v v v X
1 failure probability
Poudel et al. Probabilistic metrics for Value-at-risk (VaR,) and Distribution HILF events v % v %
122] operational resilience Conditional value-at-risk (CVaR,) Feeders
A cyber-physical resiliency P
Venkataramanan | metric considering system- Verification of contrql}er codg and Distribution
et al. [23 and device-lovel common vulnerability scoring Feeders Cyber attacks v X X v
v vulnerabilities system
Resilience assessment from Impact-increment based state Transmission
Liu et al. |24] both system and P N Extreme Events v X v X
component levels enumeration method Networks
Component criticality I .
Espi ot al . d ncorporates sources of uncertainty Transmissi
spinoza et al. assessment an and manages the time-dependency ransmission Earthquakes v X X v
> Iebiicimed | ey o | Newers
Integrated resilience Incorporate energy shedding and Distribution
Yao et al. [26 metrics with physical recovery ratio for optimizing Feeders HILF Events v X v X
interpolation resilience
Gautam et al. Multi-temporal resilience Probabilistic event model with Distribution .
A : . non-sequential Monte Carlo Wind Events v x X v
127 metrics profile Simulation Feeders
Considering cyber-physical
Tietal. [28 inter dependence for Probabilistic event model with Transmission Typoon v % « v
. spatial-temporal resilience Monte Carlo Simulation Networks P
metrics
Multi-perspective resilience Self-organizing map (SOM) based o
UtDlilrS}[lz:;nd consideration and method to quantify the Dl;gelg:;;on HILF Events v v v X
& integration time-varying resilience
consilézzkenvctellgei:écifit of Federated learning and fuzzy Distribution
Sarker et al. |30] IaT—basg 4 distribute dy multiple-criteria decision making Feeders Cyber attacks v v X v
process
energy resources
Amani et al. Incorporate earthqualke Probabilistic-based component Distribution
3 intensity and seismic - Earthquakes v X X v
|31 metrics failure assessment Feeders

With the inclusion of reactive power to formulate
Rgco, this paper introduces two new types of Rgco
OPF problems: reactive power based Rgco OPF (Q-
based Rpco OPF) and apparent power based Rgco
OPF (MVA-based Rgco OPF). They aim to enhance
power systems’ inherent resilience through strategi-
cally distributing reactive and apparent power flows
over the system, respectively.

We apply both Rgco OPF problems on the IEEE 24
Bus Reliability Test System (IEEE 24 Bus RTS system)
[54] and the ACTIVSg200 system [55], and investi-
gate their impact on resilience under the examina-
tion of multi-hazard contingencies. Both approaches
improve the system’s resilience resulting in fewer
violations and unsolved contingencies as well as less
severe disturbances, compared to OPF, SCOPF, and
the real power flow based Rgco OPF (P-based Rpco
OPF) problems from [46].

By analyzing the correlation among different types of
power flow based Rgco, the homogeneity of power
flow distribution, and power systems’ inherent re-
silience against N-k contingencies, we observe that
more homogeneously distributed real and reactive
power flows contribute to the enhancement of a

system’s resilience. This demonstrates the significant
potential of utilizing Rgco alongside homogeneity
analyses of power flow distribution to evaluate and
enhance power systems” inherent resilience. Notably,
it is necessary to specify the requirement of Rgco
with respect to the efficient network structure of
power networks.

Recognizing the structural differences between
ecosystems (foodwebs) and power networks moti-
vates a discussion of the limitations of applying Rgco
and the associated ecological resilient standards to
interpret and standardize power systems inherent
resilience. Accordingly, we outline future research
directions aimed at incorporating and further devel-
oping the bio-inspired Rgco to better understand and
enhance the inherent resilience of power systems.

The rest of this paper is organized as follows. Section
reviews the concept and modeling of Rgco for power
system studies. Section [3| introduces the proposed Rgco
OPF problem with different types of power flows. Section
presents the results of all types of Rgco OPF for the IEEE
24 Bus RTS system and the ACTIVSg200 system. Section [§]
provides resilience analyses of investigated cases with dif-
ferent OPF models. Section [p] discusses the insights into the
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adaptation of Rgco in power systems. Section [7] concludes
the paper and proposes new research directions for studying
and enhancing the inherent resilience of power systems.

2 CAPTURING EcoLoOGICAL ROBUSTNESS IN
POWER SYSTEMS

Rgco is an information theory- and graph theory-based
metric, leveraging topology of a food web to quantify its
robustness. The input for calculating Rgco is the ecological
flow matrix ([T]), which captures the energy interactions
within and across the system boundary for a food web.
Fig. [I| shows a hypothetical ecosystem and its conversion
to [T]. The actors (species) that exchange energy based on a
prey-predator relationship are within the system boundary, and
the energy providers, energy export, and energy dissipation/loss
are placed outside of the system boundary [37]. [T] is an
(N+3) x (IN+3) square matrix containing flow magnitudes
of transferred energy over the system. N is the number
of actors inside the system boundary, and the extra three
rows/columns represent the system inputs (energy flowing
into the system), useful system exports (energy consumed
by actors), and dissipation (energy losses during energy
transition). Energy flows in and out of an actor and the
system are equal to maintain the law of conservation of energy.
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Hypothetical Ecosystem Ecological Flow matrix

Fig. 1: The conversion of a hypothetical ecosystem into an
Ecological Flow Matrix. Replicated from [45].

The calculation of Rgco originates from the concepts of
surprisal and indeterminacy [36], which are expressed as

s = —k x log(p) e))
hi = —k x p; x log(p;) ()
where s is one’s “surprise” at observing an event that

occurs with probability p, and k is a positive scalar con-
stant, and where h; is the indeterminacy of the event i,
which measures the potential for change with respect to
an event 1. It is the product of the presence of an event p;
(the probability of the event happened) and its absence s;.
Throughout this paper, the value of k is chosen as 1 for the
following calculation of Rgco to reflect the resilient traits of
ecosystems [36], [45].

Surprisal, s;, similar to “information” and “entropy” as
defined by Shannon and Boltzmann [56], [57], quantifies the
amount of uncertainty involved in the value of a random
variable or the outcome of a random process. Indeter-
minacy, h;, measures the uncertainty associated with the
occurrence of event 7. Specifically, it quantifies how likely
event ¢ is to occur, represented by its probability p;, together
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with the information gained from its occurrence, or “sur-
prisal”. A high indeterminacy value arises when event ¢ has
a non-negligible probability of occurring while also carrying
substantial surprisal, It can be interpreted as follows: for a
given system, low probability events can cause high impacts
to the system, because they happen so rarely that the system
does not expect them; high probability events have low
impact because they occur often and the system adapts to
them [58].

Based on the concepts of surprisal and indeterminacy,
we can better understand the concepts of total system
throughput (TSTp), ascendency (ASC), development capac-
ity (DC), and Rgco:

N+3 N+3

TSTp=> > Ty (3)

i=1 j=1

N+3 N+3
ASC=-TSTp > > (TST ( jT,-Tj )) 4)

i=1 j=1
N+3N+3 T,
= 15Ty Z JZ; (TSTp (Ts%p)) ®)

Reco = — (%) In <%SCC> (6)

e The TSTp is the sum of all flows in [T], capturing the
system size. For power systems, it is the total energy
circulated in the system.

e The ASC gives a dimensional version of network
uncertainty with the aggregated impact of each flow
updated with the knowledge of source and end
nodes [33]. 75 ” is recognized as the probability
of an event that interrupts T;; with respect to all
flows circulated in the system. % measures
the conditional probability of joint event i and j
with knowledge of source node (i) and end node (j),
where T; = Y=V, and T) = Y M2V T,
With the concepts of surprisal and indetermmacy,
ASC thus measures the scaled mutual constraint for
system size and flow organization that describes the
process of ecosystems’ growth and development. For
the same size systems (T'STp), a higher value of ASC
means that a network has fewer options of pathways
for flows moving from any one actor to another,
resulting in a lower level of uncertainty.

e The DC was introduced as an upper bound of ASC
since there is a limit to ecosystems’ growth and
development [34]. The ¢ ” can be recognized as
the probability of an event w1th respect to the flows
in the system. A system’s DC can be recognized
as the aggregate indeterminacy in the system that
describes its capacity to undergo change. It captures
the aggregated impacts (uncertainty) from all events
(surprisals).

e The ratio of ASC and DC reflects the pathway effi-
ciency for a given network while its natural logarithm
shows the network’s pathway redundancy [36]], [37],
[38]. From the perspective of ecosystems, pathway
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efficiency refers to the effectiveness of transferring
energy from one actor (species) to another, whereas
pathway redundancy refers to the availability of mul-
tiple pathways for energy transfer between nodes.
Having more transfer options can introduce addi-
tional energy dissipation/losses. Therefore, the path-
way efficiency and pathway redundancy are opposite
but complementary properties in ecosystems, and a
balance of these properties contributes to robust and
resilient ecological networks.

o With the information theory-based formulation,
Rgco shows its ability to account for the presence
unknown events or interruptions that can happen in
the system. Rgco thus quantitatively measures the
robustness of ecosystems, representing the potential
for food webs to continue functioning in the face of
disturbances.

Leveraging the similarity between ecological networks
and power networks, previous works have modeled real
power flows as energy transfer and power grid components
(buses and generators) as analogous to food web species
to formulate [T] and calculate Rgco. Several Rgco oriented
optimization models have been proposed to optimize the
power flow distribution and network structure to improve
power systems’ Rpco with enhanced inherent resilience
to survive from unexpected contingencies [45], [46], [47].
However, power systems have a distinct feature regarding
energy transfer, which is power flows consist of real and
reactive power. Real power is the energy transferred and
consumed within the system, while reactive power supports
and stabilizes the system [59]. Power flows through the
system combining both real and reactive power in a complex
number form, S = P + iQ), known as apparent power.
Additionally, real and reactive power are interrelated based
on physical laws and control mechanisms.
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Fig. 2: An extended Ecological Flow Matrix [T] for any type of
power flows in a grid with n generators, k shunt capacitors,
and m buses [52].

Even though power congestion attracts more attention
for stakeholders due to economic losses, the voltage insta-
bility can cause cascading failures if there is insufficient reac-
tive power planning. [52]] extended the model of [T] with the
consideration of reactive power flow and apparent power flow to
comprehensively capture power systems” Rgco. With a one-
to-one mapping between power systems and ecosystems,
Fig. 2| presents a comprehensive formulation of [T] for any
type of flow (1};) in power systems, which can be real power
(P), reactive power (Q), or apparent power (MVA). T, is
the flow from generator ¢, and T'sp,yn¢, is the flow from shunt
1. Since generators and shunt capacitors can either generate
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or consume reactive power, the corresponding entries in [T]
can either be Input row or Output column based on the flow
direction. T}oq4; and Tj,ss, are the power consumption and
loss at Bus i, respectively. They correspond to the Output
and Dissipation in Fig. [, which represent the power con-
sumed by the load and aggregated power losses at the bus
during the power transition. Ty, is the power flow at the
corresponding branch from node ¢ to j. If there is no power
flow interaction among buses, shunts, and generators, the
corresponding entry is zero. For apparent power flows, since
the quantification of Rgco only considers the real numbers,
the input of apparent power flows is magnitude and its
direction is the same as its real power part.

3 EcoLoGICAL ROBUSTNESS-ORIENTED OPTI-
MAL POWER FLOW FORMULATION

The Rgco OPF formulation based on the considerations
and background detailed above is summarized below. The
objective of Rgco OPF is to maximize the Rgco of a given
power system through adjusting the control variables of real
(F;) and reactive ((Q;) power injections, and bus voltages
(magnitudes V; and angles ;). It enhances power systems’
inherent resilience with more a robust power flow distri-
bution against unexpected hazards while satisfying power
flow equations and power systems’” operational limits. The
general formulation of Rgco OPF with power system con-
straints is presented as follows:

Maximize (Reco = ¢([T])) (7)
subject to
[T] = f(Tbmj 5 Tgem y Tshuntia jjload,; y Tlossi)
0, Tyenys o O, 0
Oa Tshunti) Oa 0
0, 0
— Oa brim» andm ) T‘lossm
0,
07 Tbrnj ) /Tloadj ) CZ-‘lossj-
0, 0
10, 0 |
®)
ASC ASC
Reco = — (225 ) (22> 9
ECO (DC)H<DC) )

N+4+3 N+3
ASC=-TSTp > > (TSTP log (TT] (10)
i=1 j=1 ¢

N+3N+3 / T
DC = —TST, ] = 11
C=-T5Tp z_: z_: <T5Tp Og(TSTp)) (1)
=1 j=1

N+3 N+3
TSTp=> > Ty (12)

i=1 j=1
v <V <o (Vi e M) (13)
sty < Sij < sy (V(i, ) € B) (14)
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si)eni g Sg@ni < S;Leni (VZ € g) (15)

S=P+iQ (16)

Bj = ‘/f[*Gij] + ‘/Z‘/][G” COS(aij) + Bij Sin(@ij)} (17)
(V(i, ) € B)

Qij = ‘/22[3”} + VzVJ[GU sin(@ij) — Bij COS(Gij)] (18)
(V(i,5) € B)

P; = Pioad, — Pyen, = »_ Pyj (Vj € M) (19)

J
(20)

Qi = Qloadi - Qgen,y = Z Qij (vj S M)
J

1
P’loss,-, = 5 Z(‘/Z2+V]272Vzvj Cos(aij))(fGij) (V(Z,j) € B)

J
21

Qoss, = 5 S (V2 + V7 =20V cos(65))(By) (¥(i. ) € B)
J
22)

where B, M, and G are the sets of all branches, buses, and
generators; v! and v} are lower and upper bound on the bus
voltage magnitude; s! ; and s are lower and upper bound
on the branch limit; and slgem and sg,,,, are lower and upper
bound on the generator output, respectively.

Equations (7) states the objective of maximizing Rgco
given power system’s [T]. Equation (8) represents the eco-
logical flow matrix [T] as in Fig.[2l Equations (9) - (12) are the
formulation of Rgco. Equations (13) - @D ensure satisfaction
of power balance and power system operational constraints.
Equations 21)-22) represent the nodal real and reactive
power losses aggregated from all connected branches, re-
spectively. Py, and Qoss;, correspond to the dissipation
at each actor during energy transition in Fig [1| for different
types of Rpco oriented power flows.

The entries of [T] can be real power (P), reactive power
(Q), or apparent power (MVA). With different types of
power flows, the entries of [T] will be [P;;, Pyen;, Pshunt;,
Ploadi/ Plossi ]/ [Qij/ Qgeni/ Qshunti/ Qloadi/ Qlossi ]/ and
[MVAij/ MVAgeni/ MVAshunti/ MVAloadir MVAlassi ]/
accordingly. In this way, the model can calculate and op-
timize different types of Rgco oriented power flows cor-
respondingly. In order to incorporate reactive power into
Rpco OPFE, the entries for [T] are replaced with reactive
power and apparent power, respectively. In this way, Reco
OPF can strategically guide the distribution of reactive
power flows and apparent power flows to enhance the
system’s resilience against contingencies. To distinguish dif-
ferent types of Rgco OPFs, we term the real power flow
based Rgco OPF as P-based Rgco OPF [46], the reactive
power flow based Rgco OPF as Q-based Rgco OPF, and
the apparent power based Rgco OPF as MVA-based Rgco
OPF, respectively. The P-based Rgco OPF only considers
the distribution of real power, the Q-based Rgco OPF only
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considers the distribution of reactive power, and the MVA-
based Rgco OPF considers both the real and reactive power
distribution together, accounting for their mutual influences
on flow distribution.

4 CASE STUDY

In this paper, we apply the Q-based and MVA-based Rgco
OPF problems to the ACTIVSg 200 system with both the
quadratic-convex relaxation (QCLS) power flow [60] and
AC power flow models. Rgco OPF problems are built with
PowerModels.jl [61], and the solver uses Ipopt [62] and Ju-
niper [63].

As mentioned in [46], the formulation of Rgco involves
several layers of logarithm functions, whose hard constraint
is that their inputs must remain positive. However, the
inputs for calculating Rgco are the power flows, and their
directions can be reversed during the solving process. The
problem is formulated according to the initial operating
point, and it does not dynamically update the [T] and
Rgco. Any change of the power flow direction during the
solving process can make the optimization problem invalid.
Therefore, a Taylor series expansion of the natural logarithm
function is applied to relax Rgco with the first order (n = 1).
Givenx >0

(g z (2n—1)
In(z) =2 (« 1)(/2(71 +11))) (23)

0 T — T (2n—1)
log(e) = ooz 3 (B ) o)

n=1

which ensures the feasibility of solving Rrco OPF problems
using state-of-art solvers; but the optimal value of Rgco is
reduced from 0.36787 to 0.34314.

All Rpco OPF problems have been successfully solved
with the given solvers. The solution from the solver pro-
vides the vectors V;, 0;, Pyer,, and Qgen, for all buses and
generators. Case information is available at [64]. Table ]2
shows the computation times for all types of Rgco OPF
problems for both cases. Due to the relaxation, we adapt
the control vectors back to the system and solve it with
the AC power flow model to determine the exact power
flow distribution in the system and the values of P-, Q-,
and MVA-based Rgco. Thus, the exact value of Rgco in the
system is different from that determined by the solver.

To further investigate Rgco in power systems, we also
compare the value of Rgco of traditional OPF, N-1 SCOPF,
and the more comprehensive N-x SCOPF with Rgco OPFs.
The N-1 SCOPF considers the traditional N-1 contingencies
in each case, where only one component, including a gen-
erator, a branch, or a bus, is out of function. N-x SCOPF
considers x components simultaneously out of function,
creating a multi-hazard scenario. In this paper, we consider
two cases with different sizes, a 24-bus system and a 200-
bus system, so the consideration of N-x contingencies is
different. A detailed description of N-x contingencies for
each case study is found in the Section [5 along with a
comparison of inherent resilience for different power flow
distributions. The OPF, N-1 SCOPF, and N-x SCOPF are
solved with PowerWorld Simulator [65].

Authorized licensed use limited to: Texas A M University. Downloaded on July 23,2026 at 17:46:46 UTC from |IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Network Science and Engineering. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TNSE.2026.3709112

TABLE 2: Computation Time for All Types of Rgco OPF
Problems.

Power System Type of Power Flow Optimization
Cases Rgco OPF Model Time (s)
IEEESZ4 Bus RTS P DC 0.35
ystem
IEEE 24 Bus RTS
System P QCLS 1.63
IEEE 24 Bus RTS
System Q QCLS 4.01
IEEE 24 Bus RTS
System Q AC 4.06
IEEE 24 Bus RTS MVA QCLS 408
System
IEEE 24 Bus RTS MVA AC 416
System
ACTIVSg200 P DC 103.16
ACTIVSg200 P QCLS 401.07
ACTIVSg200 P AC 1000.19
ACTIVSg200 Q QCLS 779.52
ACTIVSg200 Q AC 769.77
ACTIVSg200 MVA QCLS 757.30
ACTIVSg200 MVA AC 265.33

The OPF function in PowerWorld Simulator uses a linear
programming OPF implementation. It aims to minimize the
cost function and maintain power balance constraints and
operating limits through system controls, including gener-
ator output, phase shifting transformer tap position, bus
angle, etc. The SCOPF function in PowerWorld Simulator is
solved with three major steps: (1) initialize the SCOPF prob-
lem and control structures (generator and bus setpoints);
(2) contingency analysis and storage of control sensitivity
with each violation; and (3) SCOPF iteration for each con-
tingency and control action until the maximum number of
iterations. The control vectors of generator and bus setpoints
aim to resolve all these contingencies; otherwise there will
be a penalty on more operational cost (More details are
available at https://www.powerworld.com/WebHelp/). The OPF
is solved with an AC power flow model, and the SCOPF
is solved with a DC power flow model. Therefore, the
output of SCOPF from PowerWorld Simulator will try to find
an operating state that resolves all overflows against all
pre-selected contingencies for SCOPF, but may experience
voltage violations in contingencies analysis with an AC
power flow model.

The operational cost ($/hr) of each operation scheme
is calculated using generators’ real power output (Pyepn,,
MW) and their cost function (C;, $/MWhr) through Cost =
> icg Ci(Pyen,; ). Then, we calculate the Rpco with real, re-
active, and apparent power flows for all operation schemes
of the IEEE 24 Bus RTS system and ACTVISg200 system,
respectively. Fig.[3| and Fig. |5/ show their network topology,
and Table [3| presents their network properties, including the
average node degree (d), clustering coefficient (¢), average
betweenness centrality measures (b) and average shortest
path (I). From the perspective of topological properties, the
IEEE 24 Bus RTS system is more densely connected than
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the ACTIVSg200 system, which is closer to the real power
networks.

TABLE 3: Network properties of the IEEE 24 Bus RTS system
and the ACTIVSg200 system.

Use Case d c b I
IEEE 24 Bus RTS | 2.833 | 0.03472 | 0.10063 | 3.2138
ACTIVSg200 2.46 0.03723 | 0.03531 | 7.9913

4.1 |EEE 24 Bus RTS System

The network topology of the IEEE 24 Bus RTS System is
shown in Fig. [3| It is noted that each generator bus is con-
nected with multiple (2 to 4) generators, which introduces
component redundancy to the evaluation of Rgco. Table
shows the comparison of operational cost, power flow
model, P-based, Q-based, and MVA-based for the IEEE 24
Bus RTS system with different OPF models.

All Rgco OPF operation schemes cause 20 - 32% increase
of operational cost from the base case. While, the operational
cost of N-1 SCOPF increases 76% and the operational cost of
N-x SCOPF doubles the operational cost of the base case.
The increase in operational cost in SCOPF is because of
infeasible contingencies that cannot be resolved with the
formulation of the SCOPF problem.

Table 4] shows a comparison of operational cost, power
flow model, P-based, Q-based, and MVA-based Rgco for the
IEEE 24 Bus RTS system under different OPF models and
its default settings as base case. It can be observed that the
value of Q-based Rgco is higher than the MVA-based and P-
based Rpco for most operation schemes, except for the N-1
SCOPF and N-x SCOPF. With more real power in the system
and MVA = /(P?+ Q?), real power flows dominate
apparent power flows in power grids, making the MVA-
based and P-based Rgco show a higher correlation. With the
impact from reactive power flows whose value of Rgco is
high, the MVA-based Rgco is higher than P-based Rgco. For
this case, the proposed Rrco OPF model does not achieve
the highest value of Rgco in this scenario. The N-x SCOPF
has the highest P-based and MVA-based Rgco values, and
the original operation scheme has the highest value of Q-
based Rgco. The traditional OPF operation scheme has the
lowest P- and MVA-based Rgco values, and the N-1 SCOPF
has the lowest value of Q-based Rgpco. Even though the
value of Rgco was not improved by the proposed Rgco OPF
as much as the SCOPF, the resilience analyses in Section 5.1
show that the proposed Rpco OPF enhances the system’s
inherent resilience against multi-hazard contingencies.

Resilient food webs exhibit a unique balance between
a network’s pathway efficiency and pathway redundancy,
resulting in their Rpco values falling into the range of
the Window of Vitality [36]. Fig. @] shows the comparison
of Rpco of all operation schemes of the IEEE 24 Bus RTS
system in this topological consideration and 38 robust food
webs [66]. It can be observed that the values of Rgco for
all IEEE 24 Bus RIS systems are within the range of the
Window of Vitality. From the standpoint of ecosystems, the
IEEE 24 Bus RTS system is already resilient, benefiting from
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Fig. 3: IEEE 24 Bus RTS system [54].

TABLE 4: Rgco of all operation schemes of the IEEE 24 Bus
RTS System.

Operation Scheme (éperalional Power Flow P-based Q-based MVA-based
ost ($/hr) Model Reco Reco Reco

Base Case 62264 AC 0.34167 0.35228 0.34714
OPF 63485 AC 0.34099 0.35095 0.34646
N-1 SCOPF 109555 DC 0.34681 0.34122 0.35111
N-x SCOPF 125910 DC 0.34778 0.34272 0.35228
P-based Rgco OPF 80582 DC 0.34280 0.35111 0.34788
P-based Rgco OPF 74946 QCLS 0.34289 0.35168 0.34763
Q-based Rgco OPF 74708 QCLS 0.34274 0.35178 0.34757
Q-based Rgco OPF 82184 AC 0.34138 0.35117 0.34682
MVA-based Rgco OPF 76344 QCLS 0.34300 0.35126 0.34773
MVA-based Rgco OPF 76344 AC 0.34300 0.35126 0.34773

! A number with an overline is the highest value of Reco in its category.
2 A number with an underline is the lowest value of Rco in its category.

redundancy of generators and relatively densely connected
network structure.

Window of Vitality

Food Webs
P-based Reco
Q-based Reco
MVA-based Reco

<« 4 < o

=

Constraints/Efficiency

Ecological Robustness (Reco)
o
8

0.0 02 04 0.6 038 10
ASC/DC

Fig. 4: Rpco for all operation schemes of the IEEE 24 Bus
RTS system and 38 food webs.

4.2 ACTIVSg200 System

The network topology of the ACTVISg200 System is shown
in Fig.]5| For this case, each generator bus is only connected
with one generator, and its network topology is more real-
istic and sparsely connected. Table [f| shows a comparison
of operational cost, power flow model, P-based, Q-based,
and MVA-based Rgco for the ACTIVSg200 system under
different OPF models and its default settings as base case.
It should be noted here that the control vectors from the
QCLS and AC power flow model of Q-based Rgco OPF are
the same, making their operational cost and values of Rgco
is the same. The control vectors for the MVA-based Rgco
OPF are slightly different. Due to the round-up of numbers,
their values of operational cost and Rgco are the same. The
following section shows that their inherent resilience against
multi-hazard contingencies has differences.

All Rgco OPF operation schemes only incur 2 - 5%
increase of operational cost, compared to the base case. For
Rpco evaluation, similar to the IEEE 24 Bus RTS system,
the Q-based Rpco is higher than the MVA-based Rgco, and
followed by the P-based Rpco for all operation schemes.
For the ACTIVSg200 system, the N-x SCOFP has the highest
P-based and MVA-based Rgco values. Both Q-based and
MVA-based Rgco OPFs improve the P-based Rgco. This was
not achieved by the P-based Rgco OPF that only considers
the real power flow for the formulation of Rgco [47]. How-
ever, the traditional OPF achieves the highest Q-based Rgco,
and none of Rgco OPF problems improve the Q-based Rgco
for this system. Additionally, the P-based Rgco OPF has the
lowest P- and Q-based Rpco values with DC power flow
model and the lowest value of MVA-based Rgco with QCLS
power flow model. It is also quite interesting to find out that
the Q-based Rrco OPF does not improve the Q-based Rgco
but instead improves the P-based and MVA-based Rgco.
However, the following resilience analyses of ACTIVSg200
system in Section 5.2 also shows that the proposed Rgco
OPF enhances the system’s inherent resilience against multi-
hazard contingencies.

Fig. |§| shows the comparison of Rgco of 38 robust food
webs and all operation schemes of the ACTIVSg200 system.
In contrast, Rgco of all ACTIVSg200 cases are out of Window
of Vitality due to their sparsely connected network topology.
Although the power flow distribution can be optimized
through control vectors, the limitation on network proper-
ties cannot be easily overcome with a more robust power
flow distribution alone to achieve a food web’s robustness.

5 RESILIENCE ANALYSES

In this paper, we investigate a series of N-x contingencies
as multi-hazard contingencies, considering outages of x
branch, generator, bus, and substation. The outage of a bus
and substation disconnects all connected devices, which can
cause catastrophic impacts on system operations including
operational violations and unsolved contingencies. For op-
erational violations, it means that the contingency causes
operating stress, such as branch power flows exceeding
thermal limits or bus voltages out of bounds. Operational
violations can damage power grid equipment, resulting
in large-scale cascading failures. For the violated contin-
gencies, it means that the contingency causes operational
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Fig. 5: ACTIVSg200 system [55].

TABLE 5: Rgco of all operation schemes of the ACTVISg200
System.

Operation Scheme Operational | Power Flow P-based Q-based MVA-based
Cost ($/hr) Model Reco Reco Reco
Base Case 49000 AC 0.25777 0.32097 0.27614
OPF 48991 AC 0.25778 0.32098 0.27614
N-1 SCOPF 49000 DC 0.25777 0.32097 0.27614
N-x SCOPF 52801 DC 0.26002 0.32022 0.27847
P-based Ryco OPF 51479 DC 025692 | 0.31670 0.27624
P-based Rgco OPF 50265 QCLS 025778 | 031765 0.27590
P-based Rgco OPF 50850 AC 0.25788 0.31756 0.27657
Q-based Rgco OPF 50165 QCLS 0.25891 0.31783 0.27658
Q-based Rgco OPF 50165 AC 0.25891 0.31783 0.27658
MVA-based Rgco OPF 50165 QCLS 0.25890 0.31782 0.27658
MVA-based Rico OPF 50165 AC 0.25890 0.31782 0.27658
! A number with an overline is the highest value of Reco in its category.
2 A number with an underline is the lowest value of Rrco in its category.
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Fig. 6: Rgco for all operation schemes of the ACTIVSg200
system and 38 food webs.

violations. Some contingencies can cause multiple opera-
tional violations while some only cause one. For unsolved
contingencies, it means that contingency makes the system
unable to solve the power flow, leading the operators unable
to perceive the system’s status. The number of violated
contingencies, unsolved contingencies, and violations under
contingencies can indicate the system’s inherent capability
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to tolerate disturbances while maintaining their functional-
ity. A lower number of violated contingencies, unsolved con-
tingencies, and violations indicates a more resilient system. It
should be noted that all contingency analyses are performed
without remedial actions to examine the system’s inherent
resilience against multi-hazard contingencies. Considering
the divergence in the number of violations, violated con-
tingencies, and unsolved contingencies across various con-
tingencies and operation schemes, the Best Performance is
highlighted based on the minimum number of violations
and the minimum number of violated and unsolved contin-
gencies given certain operation scheme is obviously better
than others.

The number of violations could be very close or the same
for some scenarios. Hence, it is possible that the reduction
in the number of violations may introduce more severe vi-
olations which cost more for operators to resolve. Thus, we
use an impact factor (IF) from [67] to measure the severity of
violated contingencies, considering their overloads, under
voltages, and over voltages, to further investigate all cases’
resiliency. The IF metric uses normalized values of voltage
and power flow violations to quantify the impact of the
contingency k:

IFF = 3" abs(V,F -1+ Y (Py%" 1)

(25)
vevT (i.j)€EOF

where V7T is the set of buses experiencing voltage violation
and OF is the set of branches experiencing overflows under
contingency k. Since the voltage violation can be either over
voltage or under voltage and assuming the normal voltage
p-u. is 1, the normalized value of the violation is used. To
equally consider the impact of an overflow violation, IF uses
the overflow percentage (Pf; %, if over 100%), minus 1. The
higher the value of IF, the more severe the violations in the
system. Thus a lower value of IF indicates a more resilient
operating state.

5.1 IEEE 24 Bus RTS System

For the IEEE 24 Bus RTS system, we investigate the inherent
resilience under N-1, N-2, and N-3 contingencies consider-
ing the outage of branches, generators, and buses. Fig.
and [9] show the results of resilience comparison for all
operation schemes of the IEEE 24 Bus RTS System under
N-1, N-2, and N-3 contingencies, respectively.

Overall, N-1 SCOPF and N-x SCOPF are the least re-
silient operation scheme with the most number of viola-
tions in all categories of N-x contingencies. Regarding N-1
Contingencies, the P-based and Q-based Rgco OPF are the
most resilient operation schemes with the least violations.
Regarding N-2 Contingencies, the most resilient operation
scheme is different under different components’ outages.
For the N-2 Branch Contingencies, the MVA-based Rpco OPF
emerges as the most resilient operation scheme, demon-
strating the minimum number of violated and unsolved
contingencies (130 and 0). For N-2 Generator Contingencies,
the traditional OPF is the most resilient operation scheme
without any violations, and the Rgco OPF improves the re-
silience from the base case. For the N-2 Bus Contingencies, the
P-based Rgco OPF outperforms other operation schemes.
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TABLE 6: Impact Factor of all operation schemes of the IEEE
24 Bus RTS system under multi-hazard contingencies

Operation N-1 N-1 N2 N-2 ope N-3 N-3 .
Scheme Branch | Generator | N1EU | prann | Generator | N2BY | prancn | Generator | NIBW
Base Case 08852 0 20584 | 517626 00555 610170 | 13382795 |  3.8819 663.0734
OPF 0.8865 0 19279 | 49.3459 0 59.8212 | 12513911 16554 683.9413
N-1 SCOPF 1.9020 02910 1.8705 | 859999 41403 655038 | 1887.7633 | 39.6321 7485257
N-x SCOPF 1.9052 02911 18719 | 860580 41454 645823 | 1889.1872 | 39.6269 | 759.2601
P-based Reco 4 51075 ’ y
OPE DC 0.8841 0 14413 | 453577 0.1476 551075 | 11348185 |  8.3461 628.7256
Pbased Rrco | g6 0 14385 | 44.0233 0.0206 502504 | 1064.1387 3.4674 611.2241
OPF QCTS . 33 I 50.25 13 3. :
Q-based Rico y y 5 ’
OPF QCLS 0.8858 0 14645 | 447963 0.0344 517071 | 10848274 |  3.9348 591.6360
Qbased Fizco | g2 0 11755 | 425023 0.0209 46,0200 | 1019.8501 43647 615.8807
OPF AC *
MVA-based
Rico OPF 0.8860 0 14995 | 444118 0.0390 532622 | 10803985 |  3.8457 6267565
QCLS
MVA-based -
Reco OPEAC | 08860 0 14998 | 444128 0.0390 532622 | 10804341 3.8461 6267565

*: Best performance with the minimum value of the impact factor.

The P-based Rpco OPF with QCLS power flow model has
the minimum number of violations (250) and the P-based
Rpco OPF with DC power flow model has the minimum
number of violated and unsolved contingencies (113 and
13). The Q-based and MVA-based Rgco OPFs also enhance
the system’s survivability from the base case. Regarding N-
3 Contingencies, the most resilient operation scheme is also
different under different components’ outages. For the N-3
Branch Contingencies, the P-based and MVA-based Rgco OPF
show their superiority. The MVA-based Rgco OPF has the
minimum number of violated and unsolved contingencies
(2632 and 40), and the P-based Rgco OPF with QCLS power
flow model has the minimum number of violations (5343).
For the N-3 Generator Contingencies, the traditional OPF is the
most resilient operation scheme with the minimum number
of violations and violated contingencies (48 and 45). For the
N-3 Bus Contingencies, the P-based and MVA-based Rgco
OPF still show their superiority with less violations and
violated and unsolved contingencies. It is also important
to underscore here that even though the Q-based Rgco OPF
doesn’t show their superiority regarding the number of vi-
olations and violated contingencies, the Q-based Rgco OPF
with AC power flow model (Q-based Rgco OPF AC) always
has the minimum number of unsolved contingencies.

Table [f| shows the total IF of all operation schemes of
the IEEE 24 Bus RTS system under different categories of
N-k contingencies. As mentioned earlier, the MVA-based
Rpco OPF under QCLS and AC power flow models have
different operation schemes even though they have the
same value of Rgco and resilience comparison. There are
discernible differences of IF under N-k contingencies for
these two operation schemes. Among all scenarios, the Q-
based Rgco OPF AC has the best performance in terms of
the severity of violations with all investigated contingencies.
It has the minimum value of IF under most contingen-
cies. The traditional OPF is the best under N-2 and N-3
Generator Contingencies since it has the minimum number
of violations. Similarly, the P-based and MVA-based Rgco
OFPF are slightly better than Q-based Rpco OPF under N-2
and N-3 Generator Contingencies because of less violations.
Referring to Fig. and [} the Q-based Rgco OPF AC
has more violations compared to other operation schemes,
while its IF is less than other operation schemes under
most contingencies. It shows that the incurred violations
and violated contingencies from the Q-based Rgco OPF AC
under N-k contingencies are less severe.
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Considering that the Q-based Rgco OPF AC also has
the minimum number of unsolved contingencies, it can be
recognized as the most resilient operation scheme from the
perspective of contingency’s severity. This result shows the
effectiveness of the inclusion of reactive power with Rpco
OPF for enhancing the system’s inherent resilience.

5.2 ACTIVSg200 System

For the ACTIVSg200 system, we investigate the inherent
resilience under N-1 and N-2 contingencies, considering the
outage of branches, generators, buses, and substations. Fig.
and [T1] show the results of resilience comparison for all
operation schemes of ACTIVSg200 system under N-1I and
N-2 contingencies.

In the N-1 Generator Contingencies and N-2 Generator Con-
tingencies, all operation schemes of the ACTIVSg200 system
have the same results. All cases are able to securely maintain
their functionality under N-1 Generator Contingencies, and
have 4 violations with 4 violated contingencies under N-
2 Generator Contingencies. Thus, we do not include their
graphical illustration here. Regarding N-1 Contingencies, a
slight improvement on resilience can be observed with Q-
based and MVA-based Rgco OPFs, where the number of
violations is reduced by 1 compared to OPF, N-1 SCOPF,
and P-based Rgpco OPF. Significant improvement on sur-
vivability is observed for N-2 contingencies. Under the N-
2 Branch Contingencies, the Q-based and MVA-based Rgco
OPFs resolve 4 violated contingencies and 12 violations
compared to the original system. Although the P-based
Rgco OPF has one less unsolved contingency, its viola-
tions are significantly more than other cases. Under N-2
Bus Contingencies, the Q-based and MVA-based Rgco OPF
outperform all other cases with a reduction of 71 violations
and 2 unsolved contingencies compared to the original
system. Under the N-2 Substation Contingencies, the Q-based
and MVA-based Rgco OPFs also outperform other cases
with a reduction of 8 violated contingencies, 87 violations, 5
unsolved contingencies. For N-2 contingencies, the OPF and
P-based Rgco OPF even have more violations.

TABLE 7: Impact Factor of all operation schemes of the
ACTVISg200 system under multi-hazard contingencies

) N-1 N-2
Operation Scheme N-1 Bus Substation N-2 Branch N-2 Bus Substation
Base Case 2.8712 22943 62.2886 901.1117 375.3804
OPF 2.8712 2.2990 62.3070 901.2186 398.3742
N-1 SCOPF 2.8712 22943 62.2886 901.1117 375.3804
N-x SCOPF 12.1528 2.1339 79.5607 2189.3090 392.3404
P'basedDRCECO OPF 29832 2.1867 81.9206 984.7622 397.7063
P-based Rgco OPF 29713 2.1640 62.9642 885.7930 392.5227
QCLS
P-based Ifcﬁw OPF 29732 2.1564 705171 921.2244 4332115
Q-based Rkco
OPF OCLS s 2.8697 21543 60.1051 891.8893 387.7204
Q-based Rgco
OPE AC - 2.8697 21543 60.1051 891.8893 387.7204
MVA-based Rgco
OPF QCLS 2.8698 2.1543 60.1104 891.9107 387.7356
MVA-based Rgco
OPE AC 2.8698 2.1543 60.1110 891.9107 387.7375

*: Best performance with the minimum value of the impact factor.
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Fig. 7: Resilience comparison of the IEEE 24 Bus RTS system under N-1 Contingencies
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Fig. 8: Resilience comparison of the IEEE 24 Bus RTS system under N-2 Contingencies
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Fig. 9: Resilience comparison of the IEEE 24 Bus RTS system under N-3 Contingencies
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Fig. 10: Resilience comparison of the ACTVISg200 system under N-1 Contingencies
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Fig. 11: Resilience comparison of the ACTVISg200 system under N-2 Contingencies

Table [7] shows the total IF of all operation schemes
of the ACTIVSg200 system under different categories of
contingencies. The results for N-1 and N-2 Generator Contin-
gencies are the same, and N-1 Branch Contingencies only have
one violation with the P-based Rgco using the DC power
flow model. Hence, they are not included here. Among all
scenarios, the Q-based Rgco OPF has the best performance
in terms of the severity caused by contingencies. Except N-
2 Bus Contingencies and N-2 Substation Contingencies, where
the P-based Rgco OPF with the QCLS model and N-1
SCOPF respectively have slightly smaller impact factors, the
Q-based Rgpco OPF has the smallest impact factors under all
other kinds of contingencies. The exceptions are because of
P-based Rgco OPF and N-1 SCOPF having more unsolved
contingencies, which are actually worse than violations
since operators cannot analyze the system. With a lower
value of IF under N-x Contingencies, the Q-based Rpco OPF
is recognized as the most resilient operation scheme.

Overall, the Q-based and MVA-based Rgco OPF im-
prove the system’s resilience with fewer violations and
unsolved contingencies as well as less severe impacts under
N-1 and N-2 contingencies, showing the effectiveness of
including reactive power with Rgco OPF for enhancing
power systems’ inherent resilience.

6 DISCUSSION

The case studies demonstrates that the Q-based and MVA-
based Rrco OPF exhibit superior ability to tolerate distur-
bances and maintain system functionality compared to pre-
vious P-based Rgco OPF and conventional OPF and SCOPF
problems with the reduction violations and associated the
IF. It shows the necessity and effectiveness of including re-
active power with Rgco OPF for enhancing power systems’
inherent resilience against contingencies. However, power
grids and other engineered networks prefers efficiency and
economics for their network design and system operation.
In this section, we’d like to share some insights from the
results of Rgco OPF considering the system’s operational
cost, problem formulation, power flow distribution, and
resilience criteria for the planning and operation of future
power systems.

6.1 Economics vs. Resilience

For the IEEE 24 Bus RTS system, the SCOPF costs more
than all Rgco OPFs due to infeasible contingencies, and it

is a less resilient operating state under the examination of
N-k contingencies. Even though all Rgco OPFs are more
costly than the traditional OPF with a 20 - 32% increase
of operational cost, the P-based and MVA-based Rgco OPFs
have a fewer number of violations and violated contingen-
cies, as shown in Fig [/ [8] and [} And the Q-based Rgco
OPF with AC power flow model makes the system more
resilient with less severe disturbances and the minimum
number of unsolved contingencies, as shown in Table
For the ACTVISg200 system, the operational cost of Q-based
and MVA-based Rgco OPF are smaller than P-based Rgco
OPF but slightly higher than OPF and SCOPF with a 2.3%
increase of operational cost. And the Q-based Rpco OPF
provides the most resilient operating state with a fewer
number of violations, violated and unsolved contingencies,
and less severe disturbances, as shown in Figand and
Table [7] The enhanced inherent resilience may justify the
increased operational cost.

Given the above positive outcomes, it is still important
to recognize that comprehensive N-k contingency analysis
is essentially a preview analysis tool to evaluate the system
on possible outages. The enhanced inherent resilience from
Rpco OPF may be limited from a practical perspective.
However, it is also paramount to recognize that there are
increasing threats, including natural disasters, cyber ad-
versaries, and aging infrastructures, jeopardizing the func-
tionality of power grids [68], [69], [70], [71] and making
contingencies more unexpected. Ensuring the security and
resilience of power systems against such unexpected con-
tingencies is an urgent task for modern power systems,
particularly during the clean energy transition. The pro-
posed Rgco OPF introduces a new resilience-oriented plan-
ning and operation paradigm for modern power systems.
Additionally, it is significant to acknowledge that there is
no way to make power systems completely invulnerable
to outages [72]. Remedial actions and restoration prepara-
tions are essential in power system planning and operation.
Enhancing power grids’ inherent resilience with a holistic
approach, including system planning, real-time operation,
and post-contingency restoration, is necessary. This raises
an issue for stakeholders: how to balance the trade-off between
power systems’ greater resilience and its increased operational
costs, taking the risk of potential disastrous events by operating
the system at its economic margin, and investing in technologies
and resources to better predict risks or more efficiently restore the
system after disruptions.
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6.2 SCOPF vs. Ecological Robustness-Oriented OPF

The key difference between SCOPF and Rgco OPFs lies in
whether the problem needs to specify the contingencies in
their formulations. The objective of SCOPF is to avoid the
specified contingencies, while the objective of Rgco OPFs
is to enhance the system’s inherent tolerance of all kinds
of disturbances. From the perspective of operational cost,
the Rgco OPF is not as advantageous as traditional OPF
or SCOPF, whose objective is to minimize operational cost.
However, the Rgco OPF can guide a more resilient power
flow distribution against multi-hazard contingencies with
this extra cost.

With specified contingencies and appropriate algo-
rithms, SCOPF should find an operating state to avoid all
contingencies. However, when the contingencies go into a
higher order, such as N-2 and N-3 contingencies, the number
of constraints can go up to 10,000 even for a simiplified
case, like the IEEE-24 Bus RIS system. It will be very
challenging to formulate and solve the SCOPF problems,
not even considering the AC power flow model. As for Rgco
OPFs, it aims to optimize the system’s inherent capability to
tolerate disturbances by distributing power flows in a more
robust manner. With the information theory-based formula-
tion, the Rgco shows its ability to account for the presence
unknown events or interruptions that can happen in the
system. Optimizing or improving Rgco enhances the sys-
tem’s inherent ability to withstand unexpected disruptions
without remedial actions (human intervention). Admittedly,
the expected benefits from Rgco OPF are uncertain due
to the knowledge gap of resilience requirement between
ecosystems and power systems.

From the resilience comparison in Section [5| we can
observe that the Rgco OPFs outperform DC power flow-
based N-1 SCOPF and N-x SCOPF under several categories
of N-k contingencies. With the DC power flow model, the
SCOPF may find the optimal operating point that avoids
all overflow violations, but it could still incur some voltage
violations under the AC mode contingency analysis. Addi-
tionally, it is difficult to solve the SCOPF problem perfectly
since it is a nonlinear, non-convex, mixed integer nonlinear
programming. As mentioned earlier, there is a trade off
between minimum operational cost and infeasible contin-
gencies with a penalty function. When the solver cannot
find an operating point to avoid all contingencies, it will
find a less resilient operating point with higher operational
cost. Although recent works have shown great advancement
on solving SCOPF problems with enhanced efficiency and
effectiveness using tractable linearization, robust learning,
and data-driven reinforcement learning [73], [74], [75], [76],
the question for stakeholders is whether to economically resolve
expected disruptions or resiliently ride through all possible ones.

6.3 Ecological Robustness vs. the Homogeneity of
Power Flow Distribution

Unlike traditional OPF and SCOPF, the formulation of Rgco
treats power flows based on the formula of surprisal and
indeterminacy. Rgco OPF tends to make power flows more
equally distributed to reduce the disturbances caused by
outages [46], [47]. In order to better evaluate the homo-
geneity of power flow distribution (H (f)), we use the mean
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(Mean) and standard deviation (SD) of power flows (f) in
the system:

H(f) = 71‘?1)“”(’() (26)

H(f) refers to the inverse of the coefficient of variation.
A higher value of H(f) indicates lower relative variability,
meaning that the flows across the system are more equally
distributed. Fig. [12] and [13]| show the plots of P-, Q- and
MVA-based Rpco against the H (f) for all operation schemes
of the IEEE 24 Bus RTS system and the ACTIVSg200 system,
respectively.

For the IEEE 24 Bus RTS system (Fig.[12), the P-based and
MVA-based Rgco are positively related to the homogeneity
of all real and apparent power flows in the system but
positively related to the homogeneity of reactive power
flows. When real and apparent power flows are more evenly
distributed, this system has a higher value of P-based and
MVA-based Rgco. Conversely, a more evenly distributed
reactive power contributes to a lower value of P-based
and MVA-based Rgco. Since real power flows dominate
apparent power flows, it makes sense that P-based and
MVA-based Rgco have a similar pattern. For the Q-based
Reco, the homogeneity of all reactive power flows in the
system shows a positive relationship, while real and ap-
parent power flows exhibit a negative relationship. When
the reactive power flows are more evenly distributed, the
system achieves a higher value of Q-based Rgco. However,
more equally distributed real and reactive power flows
contribute to a lower value of Q-based Rgco.

For the ACTIVSg200 system (Fig. [13), almost all types
of Rgco show a positive relationship with the homogeneity
of power flows in the system, generators, and branches. In
other words, a more homogeneous distribution of power
flows contribute to higher Rgco values. However, it is still
observed that P-based and MVA-based Rgco have a neg-
ative relationship with the homogeneity of reactive power
flows in the whole system. This could be because that the
Rgco OPF attempts to drive power flows to be more homo-
geneously distributed across the entire system. However,
reactive power is typically distributed within local areas. As
aresult, Rpco OPFs might redistribute reactive power across
the system but reduce its homogeneity.

Additionally, as seen in Table [3| the IEEE 24-Bus RTS
system is more densely connected than the ACTIVSg200
system, and multiple generators are connected to a single
bus in the IEEE 24-Bus RTS system. Both topological redun-
dancy and component redundancy may contribute to the
outcome where the Rpco and H (f) are more negatively cor-
related in the IEEE 24 Bus RTS system, while they are more
positively correlated in the ACTIVSg200 system. Thus, it is
of great interest to incorporate the structural properties and
the distribution of power flows to further investigate power
systems’ inherent resilience, along with the evaluation of
Rgco.

6.4 Limitations and Adaptations of Ecological Robust-
ness in Power Grids

Rgco originates from the study of long-term resilient ecosys-
tems, which achieve resilience through a balance of their
networks’ pathway efficiency and pathway redundancy. The
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Window of Vitality, a range of Rgco, specifies how all sus-
tainable and resilient ecosystems operate regarding their
network structures and energy flows. As long as the value
of Rpco falls within the Window of Vitality, the ecosystems
are considered as sustainable and resilient [36]. However, it
doesn’t imply that a higher value of Rpco ensures a more
resilient state. Especially for power systems, whose net-
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does not apply. According to Table [3) the IEEE 24 Bus
RTS system is more densely connected compared to the
ACTIVSg200 system. The values of all types of Rgco for the
IEEE 24 Bus RTS system are within the Window of Vitality
when generator redundancy is considered (Fig. ). For the
ACTIVSg200 system, whose network topology is sparse and
large, its values of Rgco are far from Window of Vitality (Fig.
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OPF problems drive power flows more equally distributed,
making the system more resilient against multi-hazard con-
tingencies, especially the Q- and MVA-based Rgco OPFs.
It emphasizes the importance of comprehensively including
power systems’ characteristics with Rgco for measuring and
enhancing power systems’ inherent resilience. The inclusion
of reactive power with Rgco OPF shows its effectiveness
to improve the inherent resilience of power grid against
contingencies, and Rgco has a significant capability to ac-
count for the presence of interruptions with the information
theory and graph theory based formulation. Inspired by
the long-term resilient ecosystems, Rgco oriented power
flow distribution can benefit power system’s security and
resilience against multi-hazard contingencies. On the other
hand, reactive power flow distribution deserves more atten-
tion for investigation to enhance resilience.

Admittedly, the mathematically optimal Rpco may not
align with the best Rgco for power systems. A key challenge
arises from differences in network connectivity. Ecosystems
(foodwebs) are typically densely connected, naturally con-
tributing to the balance between pathway efficiency and path-
way redundancy. However, human-engineered power grids
are comparatively sparse and thus more efficiency-oriented.
This structural difference reduces the effectiveness of di-
rectly applying Rpco for power system resilience analyses
and optimization. It is important to recognize these limi-
tations of Rgco analyses on human built networks. Given
the observations from our case studies, it appears that
for sparsely connected power networks that are inherently
efficient, a higher Rgpco value might lead to over redundant
(robust) power flow distributions, which may not be benefi-
cial for the system’s resilience. Previous studies using Rgco
for power network expansion have shown that increasing
Rgco through added structural redundancy is positively
associated with the systems inherent resilience against unex-
pected contingencies [45], [47]. Keeping the balance between
a given network’s pathway efficiency and pathway redundancy
is more beneficial for the system’s inherent resilience.

It needs more investigation to further interpolate Rgco’s
meaning and adapt it for power grids’ resilience evalua-
tion. Although the power flow distribution can be opti-
mized through control vectors, the limitation on network
properties cannot be easily overcome with a more robust
power flow distribution alone. Some opposite correlations
are observed among different types of Rgco and H(f) for
the IEEE 24 Bus RTS system and the ACTIVSg200 system,
considering component redundancy and network proper-
ties. Therefore, it will be of significant interests to decouple
the topological properties and power flow distributions to
develop a resilience metric for power systems based on
the formulation of Rgco. Additionally, it is possible to re-
define the Window of Vitality for power systems. For example,
Zipsopoluos et al. introduced the concept of Window of
Efficiency to analyze the robustness of the European Union’s
circular economy with Rgco [42], [43].

Identifying a Window of Vitality for power systems,
with the consideration of their efficient structures, can help
stakeholders better understand and determine the required
resilience level of a system using Rpco. With a specified
range of Rgco, Reco can be formulated as a constraint
with economic-driven OPF. In this way, the Rgco-bounded
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OPF can ensure a necessary level of inherent resilience
while achieving minimal operating costs against all kinds
of disturbances.

7 CONCLUSION AND FUTURE WORK

Power flow distribution plays a crucial role in the inherent
resilience of power systems. This paper has reformulated
the Rgco OPF problem with the incorporation of reactive
power. Two new Rgco OPFs, namely the Q-based Rgco
OPF and MVA-based Rpco OPF, have been proposed to
guide the distribution of reactive and apparent power flows,
thereby enhancing power systems’ inherent resilience. The
Q-based Rpco OPF uses reactive power flows to formulate
power systems’ IRgco, and the MVA-based Rgco OPF uses
apparent power flows. Both Rgco OPF problems have been
applied to the IEEE 24 Bus RTS system and the ACTIVSg200
system, and compared with OPF, SCOPF and P-based Rgco
OPF in terms of their resilience against N-k contingencies.
From the case study on both systems, the Q-based Rgco OPF
has exhibited the best resilience, characterized by a reduced
number of violations and unsolved contingencies, as well
as a reduction in the severity of violated contingencies.
Reactive power plays a fundamental role in maintaining
voltage stability and regulating voltage profiles, especially
under stressed operating conditions and post-contingency
scenarios. This shows the benefit and importance of includ-
ing reactive power flow in Rgco to strategically guide the
distribution of both real and reactive power for enhancing
power systems” inherent resilience. Additionally, we have
investigated the homogeneity of the power flow distribution
under different OPFs and observed a positive correlation
between the values of Rgco and the homogeneity of power
flow distribution. Although there are some exceptions due
to the different topological properties of each case, these
results highlight the importance of jointly incorporating
structural properties and power flow distributions when
analyzing inherent resilience.

With analyses of different types of Rgco, power flow
distributions, and cost-effectiveness in enhancing resilience,
three key areas warrant further investigation in the future.
First of all, it is important to strategically distribute both
real and reactive power flows to enhance the inherent
resilience of the power system. This also necessitates the
development of fast and reliable solvers for power system
optimization problems using non-DC power flow models
and non-convex objective functions. Secondly, enhancing
power systems’ resilience inevitably entails more invest-
ment in operation and/or construction. The question re-
maining for stakeholders is how to trade off among the
increased operational cost, the potential risk and cost of
unexpected contingencies, and the investment in remedial
actions and restoration preparations. Last but not least,
Rpco demonstrates its merits of quantifying a system’s
robustness and its ability to account for the presence of
interruptions. Drawing inspiration from long-term resilient
ecosystems, it is important to define a Window of Vitality for
power systems, considering their efficient topology, to help
stakeholders better understand and determine the required
resilience level. Considering distinct characteristics of power
systems, it would be of significant interest to develop a
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resilience metric leveraging surprisal, indeterminacy, the
homogeneity of power flow distribution, and system topol-
ogy for power systems to assess and guide system operation
with enhanced and ensured inherent resilience against un-
expected threats and disturbances.
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