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ABSTRACT The cyber-physical integration of power grids creates vulnerabilities to intrusion attacks. How-
ever, the existing neural network-based intrusion detection frameworks exhibit limited robustness against
malicious threats. Furthermore, these frameworks struggle to effectively manage the pronounced class
imbalance inherent in cybersecurity datasets. In response to these challenges, this paper presents a novel
feature-adaptive asymmetric dynamic reweighting ensemble graph neural network for network intrusion
detection systems in power grids. Our methodology introduces several novel contributions: first adaptive
graph construction techniques that provide stronger connectivity for underrepresented classes, second asym-
metric model capacity allocation that dedicates more representational power to challenging classifications,
and third dynamic loss weighting strategies that evolve during the training process. The proposed framework
incorporates an ensemble of diverse graph neural network models with varying architectures. This ensemble
significantly improves the detection of normal network traffic while maintaining high accuracy for attack
identification. Experimental results demonstrate that our approach achieves more balanced per-class perfor-
mance compared to traditional models, with a 15%—-20% improvement in minority class detection accuracy.
Synthetic minority oversampling technique oversampling, specialized interaction features, and nonlinear
transformations were implemented to further enhance model robustness. The ensemble’s voting mechanism
provides additional resilience against misclassification. This makes the approach particularly valuable for
real-world intrusion detection systems that must maintain high detection rates across all traffic types.

INDEX TERMS Ensemble learning, false data injection detection, graph neural networks (GNNs), power
system cybersecurity, spatiotemporal attention.

NOMENCLATURE

Functions

Fiso(+) Isolation-forest scoring function. Variables . .

Leocal Improved focal loss with asymmetric X € R™"  Feature matrix (n instances, m features).
weighting. x; € R™ Feature vector for instance i.

LeakyReLU(:) Leaky rectified linear activation. D Degree matrix of A. .

softmax(-) Softmax normalization over classes. L Norrpahzed graph Laplacian.

D;; Normalized Euclidean distance between i, j. * _ Prumng. threshQId. . .

F(x;) Weighted average of per-model posteriors. A A Normalized adjacency; symmetrized adjacency.
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G = (V, E) Measurement-similarity graph.

H® Hidden representation at GNN layer .
P, QO Active (MW) and reactive (MVAr) power.
Vins Vs Voltage magnitude (p.u.) and angle (rad).

Wy Ensemble weight for model k.

yi € {0, 1}  Class label (attack = 0, normal = 1).

Zi PCA score vector for instance i.

Abbreviations

ACC Accuracy.

AD Attack detection.

ADASYN Adaptive synthetic sampling.

APT Advanced persistent threat.

BR Balance ratio.

CPPS Cyber-physical power system.

CV Cross-validation.

DDoS Distributed denial-of-service.

DoS Denial-of-service.

F1 Fl-score.

FADEG  Feature-adaptive asymmetric dynamic reweight-
ing GNN ensemble.

FDIA False data injection attack.

GB Gradient boosting.

GNN Graph neural network.

IDS Intrusion detection system.

kNN k-nearest neighbors.

LogReg  Logistic regression.

MitM Man-in-the-middle attack.

ND Normal detection.

NN Neural network.

PCA Principal component analysis.

PMU Phasor measurement unit.

Prec Precision.

PS Power system.

R Recall.

RF Random forest.

SCADA  Supervisory control and data acquisition.

SMOTE  Synthetic minority oversampling technique.

SVM Support vector machine.

I. INTRODUCTION

CPPSs form the backbone of critical infrastructure, where
disruptions can have catastrophic consequences. These con-
sequences can affect millions of people, cause economic
damage, and potentially threaten national security [1]. They
increasingly rely on advanced information and communica-
tion technologies, making them vulnerable to a wide range
of cyber-attacks. Traditional security mechanisms, such as
firewalls and signature-based IDS, face significant limitations
when dealing with sophisticated attacks targeting power grid
infrastructure [2]. Such conventional approaches often fail
to detect novel attack vectors, zero-day vulnerabilities, and
advanced persistent threats specifically crafted for power sys-
tems [3]. The constantly evolving nature of cyber threats in
this domain necessitates more adaptive and intelligent detec-
tion mechanisms that can identify subtle anomalies in network
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traffic patterns while maintaining operational efficiency [4].
Recent studies have highlighted the growing sophistication of
attacks targeting power systems, including FDIA that delib-
erately manipulate sensor readings, denial-of-service attacks
that disrupt communication channels, and advanced malware
designed to compromise industrial control systems [5]. These
threats are particularly concerning given the integration of
legacy systems with modern digital infrastructure in many
power grids worldwide, creating security gaps that attackers
can exploit [6], [7].

GNNs have emerged as promising tools for network in-
trusion detection due to their ability to model complex
relationships and dependencies inherent in network traffic [8].
Unlike traditional machine learning approaches that treat each
network flow independently, GNNs can effectively capture
the topological structures and interdependencies between dif-
ferent network entities [9]. This capability is particularly
valuable in power system security, where the relationships
between various components (generators, transmission lines,
substations, etc.,) and their communication patterns provide
crucial context for detecting anomalous behaviors [10]. Pre-
vious research demonstrates that GNN-based approaches can
significantly outperform conventional machine learning tech-
niques in identifying sophisticated attacks by leveraging both
the content of network packets and the structural information
of the communication network [11]. However, existing GNN-
based IDS face a class imbalance challenge when applied to
power system security. In typical network traffic datasets from
power systems, normal traffic patterns substantially outnum-
ber attack instances, leading to models that prioritize majority
class accuracy at the expense of minority class detection [12].
This imbalance is particularly problematic in security applica-
tions, where false negatives (missed attacks) can have severe
consequences [13].

Recent advancements in GNN architectures have attempted
to address the class imbalance problem through various tech-
niques, including cost-sensitive learning, resampling meth-
ods, and architectural modifications [14]. Cost-sensitive ap-
proaches adjust the learning objective to penalize misclassi-
fications of minority classes more heavily, while resampling
techniques artificially balance the dataset through oversam-
pling minority classes or undersampling majority classes [15].
Architectural modifications, on the other hand, design spe-
cialized network components that can better represent un-
derrepresented classes [7]. Despite these efforts, existing
solutions often make uniform adjustments across all features
and classes, lacking the adaptive capabilities necessary to
address the unique characteristics of power system network
traffic [16], [17]. In addition, most current approaches em-
ploy single-model architectures that fail to capitalize on the
diverse strengths of different GNN variants [18]. The ability
to effectively combine the predictive power of multiple spe-
cialized models while maintaining computational efficiency
remains an open challenge in the field. Furthermore, existing
approaches typically employ static model configurations that
cannot adapt to the evolving nature of network traffic patterns
and attack strategies over time.
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This article proposes a novel feature-adaptive asymmet-
ric dynamic reweighting ensemble graph neural network
(FADEG) framework for intrusion detection in power sys-
tems. Unlike conventional approaches that treat power system
measurements as independent feature vectors [19], [20],
FADEG constructs graph representations where nodes repre-
sent measurement instances and edges capture similarity re-
lationships between these instances [21]. Three attack modes
are modeled in this article. In FDIA, random errors are in-
jected into voltage-magnitude and phase-angle measurements
from PMU and SCADA streams, producing conspicuous de-
viations by which state estimation and control are biased.
In stealthy, coordinated attacks, small, jointly calibrated per-
turbations are applied at a low per-timestamp probability to
voltage magnitude, voltage angle, active power, and reactive
power, so that alterations remain within routine noise and
residual-based detectors are evaded, while a systematic bias
is introduced. In MitM disruptions, sensor—controller com-
munications are impaired by stochastic noise and intermittent
dropouts, thereby degrading data integrity and availability and
emulating packet loss and jitter without necessarily changing
the underlying physical state. In this study, a single attack
mode is examined per scenario across three power-system
test cases. Within each test case, multiple scenarios are con-
sidered. Each scenario involves either an FDIA, a stealthy
attack, or a MitM disruption, with binary labels assigned (at-
tack = 0, normal = 1). For each attack type, strength, and
intensity are also considered, and all inputs are reported on a
per-node basis, which is popularly known as a bus in power
systems. Our experimental results demonstrate that FADEG
achieves significantly more balanced performance across all
traffic types, with a 15%-20% improvement in minority class
detection accuracy compared to state-of-the-art approaches.
In summary, the main contributions of this article are listed as
follows.

1) A novel FADEG framework is firstly introduced for
intrusion detection in CPPSs. In the proposed model,
adaptive graph construction mechanisms were imple-
mented to provide stronger connectivity for underrep-
resented attack classes, ensuring they receive adequate
representational capacity in the model.

2) Targeted feature engineering techniques for natural traf-
fic detection in power systems, enhancing the model’s
ability to distinguish between normal operations and
subtle anomalies.

3) Asymmetric model capacity allocation that dedicates
more computational resources to challenging classi-
fications, particularly minority attack types that are
typically difficult to detect.

4) Dynamic loss weighting strategies that evolve through-
out the training process, adapting to the model’s chang-
ing performance characteristics to optimize detection
across all traffic types.

5) An ensemble framework comprising diverse GNN ar-
chitectures, each specializing in different aspects of the
detection task, with a voting mechanism that provides
additional resilience against misclassification.
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The rest of this article is organized as follows. Section II
provides a detailed discussion of the problem statement. The
proposed architecture is outlined in Section III. In Section IV,
the results from the simulation case study are explained. Fi-
nally, Section V concludes this article.

Il. PROBLEM FORMULATION

Let X € R™"™ denote a dataset of electrical measurements
collected from a cyber-physical power grid. n is the number
of measurement instances and m represents the number of
features (e.g., voltages, phase angles, power demands, genera-
tion outputs, and bus parameters). Each measurement instance
x; € R™ is associated with a binary label y; € {0, 1}, indi-
cating an attack state (y; = 0) or a natural operational state
(vi = 1). The objective is to learn a classification function as

f:R™ — {0, 1} (D)

which accurately maps measurement instances to their corre-
sponding class labels. The function is trained by minimizing
an improved focal loss function L(f(x;), y;), with a focus on
reducing false negatives for natural traffic detection, while
maintaining high accuracy for attack identification [19], [22].

A key aspect distinguishing this problem from conventional
classification tasks is the incorporation of graph-based rep-
resentations of power systems. The power grid topology is
modeled as a graph G = (V, E), where vertices V represent
buses and edges E represent transmission lines [21]. We con-
struct an improved adjacency matrix A € R"*" that adaptively
connects samples based on their Euclidean distances and
cosine similarities, with class-dependent connectivity parame-
ters to enhance detection of the underrepresented natural class.
The challenge is further compounded by class imbalance,
where attack instances typically outnumber natural traffic in-
stances [23].

The fundamental challenge in power system intrusion
detection extends beyond traditional class imbalance to en-
compass a critical asymmetry in operational consequences.
In SCADA systems, the cost of different classification er-
rors is unequal: missing a stealthy attack (false negative) can
trigger cascading grid failures affecting thousands of cus-
tomers and potentially causing equipment damage, whereas
false alarms (false positives) initiate additional verification
protocols that can impose operational burdens. This asym-
metry in consequence severity necessitates an asymmetric
allocation of computational resources, where the model ded-
icates disproportionate representational capacity to minority
class detection. Traditional symmetric models, which al-
locate equal capacity to all classes, fail to capture this
operational reality and consequently achieve high overall
accuracy while sacrificing critical minority class detection
performance.

Beyond class imbalance, the spatial and topological struc-
ture of power system measurements presents a critical model-
ing challenge. Traditional machine learning approaches treat
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measurement instances as independent vectors in Euclidean
space, discarding the rich relational information inherent
in power grid operations. However, power system states
exhibit strong spatial dependencies: voltage deviations propa-
gate along transmission lines according to electrical distance;
power flow disturbances create cascading patterns through
network topology; and coordinated attacks manifest as cor-
related anomalies across spatially proximate buses. These
spatial correlations are not captured by feature-wise statistics
alone but require explicit modeling of instance-to-instance
relationships.

The graph-based formulation addresses this limitation by
constructing a similarity graph where nodes represent mea-
surement instances (not physical buses) and edges encode
the relational proximity between operating states. This ap-
proach differs fundamentally from physical topology graphs.
Rather than connecting buses by transmission lines, we
connect measurement samples based on their feature-space
similarity, creating a learned representation that captures both
normal operational patterns and attack-induced correlations.
For example, measurements under FDIA exhibit characteristic
similarity patterns that differ from normal load variation pat-
terns, which emerge only when instances are related through
a graph structure rather than being treated independently. This
instance-level graph construction enables GNNs to aggregate
information across similar operating conditions, learning rep-
resentations that are robust to the specific manifestation of
attacks while remaining sensitive to their underlying structural
signatures.

1ll. FADEG APPROACH

A. METHODOLOGICAL OVERVIEW

The proposed FADEG model addresses three fundamental
challenges that distinguish power system intrusion detection
from conventional methods: 1) severe class imbalance where
normal traffic dominates but attacks are operationally critical;
2) asymmetric consequences where false negatives (missed
attacks) can trigger cascading grid failures while false posi-
tives initiate manageable verification protocols; and 3) spatial
dependencies in power system measurements that manifest as
coordinated patterns detectable only through relational mod-
eling.

The graph-based approach provides three decisive advan-
tages over traditional instance-independent methods.

1) Coordinated AD: Sophisticated attacks that create cor-
related perturbations across multiple measurements that form
clusters in feature space. Graph-based message passing en-
ables identification of these anomalous clustering patterns
even when individual measurements remain within normal
bounds. It provides a detection capability that is unavailable
to models processing measurements independently. For exam-
ple, a stealthy FDIA affecting multiple buses simultaneously
creates similar perturbation patterns across measurement in-
stances, causing them to cluster in the similarity graph where
GNN layers can detect the anomaly.
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2) Spatial correlation modeling: Power system states ex-
hibit strong spatial dependencies: voltage deviations propa-
gate along transmission lines according to electrical distance,
power flow disturbances create cascading patterns through
network topology. These correlations are not captured by
feature-wise statistics alone but require explicit instance-to-
instance relationship modeling that graphs provide naturally.

3) Adaptive representation learning: Instance-similarity
graphs (unlike fixed physical topology graphs) adapt to op-
erational regimes. Normal operations under similar loading
conditions exhibit feature-space proximity that can be lever-
aged for robust pattern learning, even when physical network
states differ.

B. ASYMIMETRIC DESIGN

The proposed FADEG model leverages GNNs that employ
asymmetric model capacities, adaptive training strategies,
and enhanced feature engineering techniques. FADEG im-
plements systematic asymmetry across four interconnected
architectural levels (graph construction, model architecture,
ensemble composition, and loss dynamics) to align model be-
havior with the operational priorities of critical infrastructure
protection.

FADEG begins by transforming each measurement vector
x; € R™ into a richer set of descriptors. First, feature im-
portance scores Zfeq(j) = % Zsz 1 Zi(j), are computed by a
class-weighted RF for the natural-traffic class, and any feature
whose score falls below the pruning threshold

1=057 = S={j:Twalj) =7} 2

is discarded, where t denotes the pruning threshold, 7T is the
mean of Zg, () taken across all features, S is the retained
feature index set, and j indexes features.

Letting u;, o;, skew;, kurt;, and IQR; denote the row-
wise mean, standard deviation, third and fourth central mo-
ments, and interquartile range of x;, these scalar summaries
are appended to the truncated vector. For the top g fea-
tures most correlated with class 1, the nonlinear transforms
xizj,exp(max(—lo, min(x;;, 10))), are also included. Class-
specific anomaly scores aj = Fi_ (x;) from an isolation forest
trained on label ¢ further enrich the representation. Here, af
denotes anomaly (isolation) score and F; (.) is the isolation
forest scoring function trained using only class ¢ data. Finally,
principal components

zi = Wpea (xi — ), Weca € R™ (3)

where z; represents PCA score vector for sample i. Wpcp is
the PCA loading matrix with » components. X denotes feature-
wise mean vector, m is the original feature dimension, and r
represents the number of retained principal components. A
quantile-normal transform, i.e., £;; = ®_I(Fj(xij)), ensures
that both global variance and marginal distributions are cap-
tured, where £;; denotes the Gaussianized value of feature
J for sample i, F; is the empirical cumulative distribution
function of feature j, and ®~! denotes the quantile function
(an inverse cumulative distribution function).
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C. GRAPH CONSTRUCTION METHODOLOGY
These engineered vectors form the node features X e R"*¢
for graph construction. The construction of the instance-
similarity graph represents a deliberate departure from con-
ventional graph-based power system analysis, which typically
models the physical network topology. While physical topol-
ogy graphs (buses as nodes, transmission lines as edges)
effectively represent power flow physics for state estimation
and optimal power flow problems, they fundamentally cannot
capture the similarity relationships between different opera-
tional states necessary for pattern-based intrusion detection.
Our graph-based formulation addresses this limitation through
three key design principles: measurement-space representa-
tion, attack manifestation modeling, and a hybrid similarity
metric. Our approach constructs an adaptive graph in the mea-
surement space, where each node corresponds to a temporal
snapshot of system-wide measurements, and edges connect
instances with similar feature profiles. This formulation is
motivated by three key observations. 1) Attack propagation
patterns: Sophisticated attacks create correlated perturbations
across multiple measurements that manifest as clusters in fea-
ture space, detectable through graph-based message passing
but invisible to instance-independent classifiers. 2) Opera-
tional regime similarity: Normal operations under similar
loading conditions exhibit feature-space proximity that can
be leveraged for robust pattern learning, even when physical
network states differ. 3) Class-specific topology: Attack and
normal instances form distinct communities in the similar-
ity graph, with different characteristic connectivity patterns
that adaptive graph construction can enhance through class-
dependent parameterization. The combination of Euclidean
distance and cosine similarity in constructing graph edges
captures both magnitude and directional alignment in feature
space, ensuring that edges connect truly similar operational
states rather than merely proximate feature vectors. Pairwise
affinities combine normalized Euclidean distances (D;;) and
cosine similarity (S;;)
-
Dy = llxi — xjll2 Sy = B
maxp,q [1xp — X112 llxill2 1lxj 112

where C;; = D;; — 0.5 5;;. Each node i connects to its k; near-
est neighbors according to C, where

. {r1.5k1, yi=1 .
k, yi # 1.

This represents the first level of asymmetry: natural traffic
nodes (minority class, y; = 1) receive 50% more connections
(['1.5k7 versus k) in the kNN graph. This design choice com-
pensates for the numerical scarcity of natural traffic samples
by enhancing information flow and preventing minority class
isolation in the learned representation space. By providing en-
riched connectivity, the graph structure ensures that minority
class nodes aggregate information from a broader neighbor-
hood, enabling the subsequent GNN layers to learn more
robust representations despite limited training examples. The
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raw adjacency is symmetrized, selfloops of weight 1.2 added,
and normalized as

A=A+AT 4121, A=D2AD: (6)
with (D) the diagonal degree matrix. The graph structure
created through this adaptive connectivity scheme serves as
the foundation for GNN message passing, where each node
aggregates information from its neighborhood to update its
representation. This aggregation mechanism is precisely what
enables detection of coordinated attacks: a stealthy FDIA
affecting multiple buses simultaneously creates similar per-
turbation patterns across multiple measurement instances,
causing them to cluster in the similarity graph. The GNN lay-
ers can then identify this anomalous clustering pattern, even
when individual measurements remain within normal bounds.

D. GNN ARCHITECTURE AND ASYMMETRIC CAPACITY
ALLOCATION

For reference, one may also form the normalized Laplacian
L =1—A. The prediction backbone is an ensemble of K
GNN:gs, each propagating

H® = LeakyReLU(W;, X) ©)

forl =1,...,L. Here, HY denotes the input hidden repre-
sentation, Wj, is the input weight matrix, and X represents
the feature of the bus (node). The leaky rectified linear
unit (LeakyReLU) activation function is employed through-
out the GNN architecture due to its specific advantages for
graph-based learning in imbalanced classification tasks. Un-
like standard ReLU, which sets all negative activations to
zero (causing potential gradient flow issues in deep networks),
LeakyReLU preserves a small gradient (typically 0.01) for
negative inputs, ensuring continuous gradient propagation
during backpropagation. This property is particularly valu-
able in our ensemble framework, where models must learn
from limited minority class samples: the nonzero gradient
for negative activations prevents “dead neurons” that would
otherwise lose the ability to respond to minority class patterns.
In addition, LeakyReLU’s slight asymmetry (different slopes
for positive and negative regions) complements our asymmet-
ric architectural methodology, creating a natural alignment
between activation function behavior and model capacity al-
location. Half of the models deploy an extra “focus” head

Omain = W2 LeakyReLU(W) H®)). ®

main main
This asymmetric architecture explicitly dedicates greater
representational capacity to minority class detection, provid-
ing specialized pathways for learning subtle patterns char-
acteristic of normal traffic that might be overwhelmed in a
symmetric design. The ensemble output for sample i is

K k
pi-‘ = softmax (0’?) , F)= M ©))

Zilc(:l Wk
Wi = {1(2) asymmetric model (10)

otherwise.
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This represents the third level of asymmetry at the ensem-
ble level. The graduated asymmetry (where not all ensem-
ble members employ the asymmetric architecture) prevents
overspecialization while maintaining architectural diversity,
ensuring the model remains effective across diverse attack
vectors (FDIA, Stealthy, MitM) and generalizes well to un-
seen scenarios.

E. TRAINING STRATEGY AND LOSS OPTIMIZATION

During training, the data imbalance is addressed with
SMOTE, which generates synthetic samples

A~UQO, 1) (11

where X denotes synthetic feature vector. x; is the minority
sample. xnn() represents randomly chosen minority near-
est neighbor of x;. A is the interpolation coefficient drawn
uniformly from [0, 1] and ¢/(0, 1) represents the continuous
uniform distribution. Each model k uses a learning rate sched-
uled as

X =xi + A (XNNG) — Xi)s

k
e = no(o.s + 04?)’ no = 1073 (12)
Here, 1, denotes the learning rate for model k. g is the base
learning rate, k indicates model index (from 1 to K) and K
represents total models. Training minimizes a focal-style loss

‘Ci - - w?POCh ay,- (1 - Pt,-)y (1+(l_pti)) logpt,'

1

(13)
where L£; denotes per-sample loss, wprCh is the epoch-
dependent scaling factor, oy, is the class weight for true label
(vi), pr is the predicted probability of the true class (t; = y;)
and y is the focusing parameter controlling downweighting.
The class weights are defined by

N
e = —, Z o = 2.
2N c€{0,1}

(14)

Here, N denotes the total number of training samples and
N, is the number of samples in class ¢. y = 2.5 modulates
downweighting of easy examples, and the epochdependent
factor evolves as

wepoch(z) = Wmin + (wmax - wmin) (15)

max

where [ represents epoch, wmin = 0.5, wmax = 0.9, and
max = 50. This implements the fourth level of asymmetry
through dynamic loss reweighting. The epoch-dependent fac-
tor progressively increases minority class emphasis from 0.5 x
to 0.9x over the training process, allowing the model to
initially learn general patterns before progressively focusing
on challenging minority class examples. Combined with the
adaptive focusing parameter y = 2.5, which downweights
easy examples while emphasizing hard cases, this dynamic
weighting strategy ensures that computational effort is con-
centrated where it is most needed: on the difficult-to-classify
minority instances that pose the greatest operational risk if
misclassified.
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FIGURE 1. Overall framework of the proposed FADEG.

In the power system intrusion detection context, the four-
level asymmetric design philosophy underlying FADEG is to
attain cost-sensitive learning, where the cost of missing rare
but critical attacks far outweighs that of false alarms. This
asymmetry is operationalized across four aspects, including
1) graph construction; 2) model architecture; 3) ensemble
design; and 4) loss weighting, each selectively prioritizing
minority class detection. For instance, minority traffic samples
receive denser connectivity in the graph, more representa-
tional capacity via dedicated network heads, and greater
emphasis during training via dynamically increasing loss
weights. The developed asymmetric method aligns model
structure with the real-world risk profile of CPPS opera-
tions, which is anchored by all hyperparameters (e.g., random
seeds, contamination rates, interpolation rules, and rate sched-
ules) to formal definitions. Therefore, FADEG ensures full
reproducibility while addressing the specific vulnerabilities
of power grid datasets, especially the severe imbalance and
operational cost asymmetry.

Algorithm 1 summarizes the pseudocode for the FADEG
training and inference procedure. Specifically, our approach
introduces several key innovations to address the afore-
mentioned challenges. First, we apply established feature
engineering techniques (feature selection via class-weighted
RF, statistical aggregations, PCA dimensionality reduction,
isolation forest anomaly scoring, and quantile normalization)
to preprocess power system measurements, creating enriched
representations that enable subsequent graph construction
and GNN learning. Second, we implement adaptive graph
construction mechanisms that provide stronger connectivity
for underrepresented attack classes, ensuring they receive
adequate representational capacity. Third, we introduce an
asymmetric model capacity allocation that dedicates more
computational resources to challenging classifications, par-
ticularly minority attack types. Fourth, we employ dynamic
loss weighting strategies that evolve throughout the train-
ing process, adapting to the model’s changing performance
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Algorithm 1: Pseudocode of The FADEG Algorithm.

1: Input: Measurements X € R"™ labels y € {0, 1}"

2: Hyperparameters: Focus class c¢, ensemble size K,
epochs N, graph connectivity k,

3:  Model architectures {dy, Ly, pk}le, base LR 1,

focal loss (y, B, )
4: Output: Trained ensemble { M, ..., Mk}
: X <« Feature Engineering(X, y, c); Split into
train/val/test sets

: Xtrainv Ytrain < SMOTE(Xtrainv Ytrain)

: // Adaptive Graph Construction for each split

: for each s € {train, val, test} do

for sample i do

10: ki <= [1.5k]if y; = cy, else k

00 3 N W

g

11: Connect to k; nearest neighbors
12:  end for

13: Ay < D;'2(Ag+ AT + 1.21)D; '/
14: end for

15: // Initialize Ensemble

16: for k = 1 to K do

17:  Init M with hidden dim dy, depth Ly, dropout py,
asymmetric if k mod 2 =0

18:  Init optimizer with LR n; = 19(0.8 + 0.4k /K)

19: end for

20: // Training Loop

2l:fore=1toN,k =1to K do

22: Ly < Liocat (M Xirain, Atrain)» Yerains &, ¥, B, €)

23: Update 6y; adjust n; based on validation Acc.,

24: end for

25: Predict: § = arg max(}_, wysoftmax(My(X, A)))

with w, = 1.2 if asym., else 1.0
26: return{ M, ..., Mg}

characteristics. Finally, we integrate these components within
an ensemble framework comprising diverse GNN architec-
tures, each specializing in different aspects of the detection
task. The ensemble’s voting mechanism provides additional
resilience against misclassification, while maintaining com-
putational efficiency through our optimized implementation.
Fig. 1 illustrates the overall framework of the FADEG
architecture. According to the figure, the model consists of
three primary components arranged in a sequential pipeline.
First, the Enhanced Feature Engineering section performs ad-
vanced data preprocessing through feature selection, anomaly
detection via Isolation Forest, dimensionality reduction with
PCA, and nonlinear transformations using quantile methods.
These enhanced features feed into the ensemble of GNNs,
where an adaptive adjacency matrix using kNN establishes
the graph structure. The ensemble comprises diverse GNN
models: Model 1 employs asymmetric classification with a
0.3 dropout rate to prioritize natural traffic detection; Model 2
uses standard classification with a higher 0.4 dropout rate; and
Models 3—5 maintain similar architectures while varying hid-
den dimensions (64—128) and dropout rates (0.3-0.5). These
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models’ outputs undergo weighted ensemble aggregation,
with asymmetric models receiving higher weights (1.2x).
The improved focal loss implements dynamic reweighting and
adaptive gamma parameters.

IV. SIMULATION RESULTS

In this study, experiments were conducted on a Windows 10
system equipped with an Intel Core 17 9th Gen processor
and an NVIDIA GeForce GTX 1650 GPU. Python 3.8 and
PyTorch 1.8 were used to implement the FADEG model,
while scikit-learn facilitated additional data processing and
evaluation.

A. DATA DESCRIPTION

The datasets used in this study are derived from power sys-
tem simulations of three IEEE standard test systems: 9-bus,
39-bus, and 118-bus systems. For each system, we generated
both natural traffic and attack data using the MATPOWER
framework integrated with PyPower/Oct2Py. The simulations
incorporate realistic power flow conditions with varying load
profiles and contingencies. For the 9-bus system, 5000 oper-
ating points were simulated, including natural operations and
two attack types: FDIA of varying intensities (1 and 10 kW)
and MitM attacks targeting communication channels. The
39-bus New England system dataset contains more complex
attack scenarios with 7500 samples, while the 118-bus system
represents large-scale power networks with 10 000 samples
and includes attack strength variations. Each sample con-
tains features derived from bus measurements, including bus
voltage magnitudes (Vm), voltage angles (Va), active power
demands (Pd), reactive power demands (Qd), and system pa-
rameters, such as base KV values. Our feature engineering
pipeline enriches these raw measurements with statistical ag-
gregations, interaction terms, and dimensionality reduction
components, resulting in an expanded feature space that bet-
ter captures the complex relationships within power system
operations. The data for each system is partitioned following
a 60-20-20 split for training, validation, and testing, with strat-
ification to maintain class distribution across all partitions.

A realistic, yet moderate, class imbalance is present in
the dataset: normal traffic constitutes approximately 70% of
observations, whereas attack traffic accounts for about 30%,
reflecting evaluation settings in which attacks are deliberately
inserted. This attack distribution represents a controlled eval-
uation scenario where attacks are deliberately oversampled to
enable comprehensive performance assessment across diverse
attack vectors (FDIA, Stealthy, MitM) and parameter varia-
tions. To address this imbalance during training, SMOTE is
employed. Synthetic minority samples are generated by in-
terpolation within local neighborhoods, producing a balanced
training set while the original class priors are maintained in
the validation and test sets to enable unbiased performance
assessment. To prevent data leakage, oversampling is applied
strictly within the training folds through a dedicated process-
ing pipeline [24].
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TABLE 1. Key Hyperparameters of the FADEG Model

Hyperparameter Configuration Range

Hidden Dimensions
Network Depth

[64, 96, 128, 144, 168]
[2,3,4,5]

[0.3, 0.4, 0.5, 0.45, 0.6]
k=20 with adaptive k
Alternating (i % 2 == 0)
[0.0008, 0.001, 0.0012]
Focal Loss Parameters —
0.9999

Inverse frequency with 1.5-2x boost

Dropout Rate

Graph Connectivity
Asymmetric Capacity
Learning Rate

2.5, a=class weights, 8 =

Class Weights
for focus class

Ensemble Size Tumodels = O

Alternative approaches, such as ADASYN, were consid-
ered. In ADASYN, synthesis is concentrated in “hard-to-
learn” minority regions; however, in network-traffic analysis,
these regions often contain noisy or transient patterns. Fo-
cusing on generation can increase class overlap and elevate
the false-positive rate. For these reasons, SMOTE is preferred
for its more conservative, locality-aware augmentation of the
minority class [25].

This multisystem approach allows us to comprehensively
evaluate FADEG’s detection capabilities across different net-
work scales and attack intensities.

B. EVALUATION MEASURES

The performance of the FADEG framework is evaluated using
typical metrics: accuracy (ACC), precision (Prec), recall (R),
and F1-score (F1) as follows [26], [27]:

T; T;
Acc = p+ Iy (16)
Tp + Ty + Fp + Fy
T; T
Prec=———, R=—"1_ (17)
Tp + Fp Tp + Fy
Prec x R
Fl=2x — (18)
Prec + R

where Tp, Ty, Fp, and Fy denote the numbers of true positives,
true negatives, false positives, and false negatives, respec-
tively. In addition to these metrics, computational efficiency is
considered by measuring the inference time (IT) during online
deployment.

C. CASE STUDIES

A detailed analysis of the FADEG model’s performance is
presented in this section. The FADEG model implemented
for network intrusion detection employs a sophisticated hy-
perparameter optimization strategy. The key hyperparameter
configuration of the FADEG model is summarized in Table 1.
A highly efficient two-stage hyperparameter search strategy to
identify stable regions of the parameter space. The core model
architecture was deliberately constrained to a depth of 2 to 5
hidden layers, alongside the selection of hidden dimensions
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(64 — 168) and a dropout rate (0.3 — 0.6) chosen to balance
capacity and regularization, given moderate class imbalance
because deeper configurations did not yield consistent gains
and tended to increase overlap-related errors and training cost
while shallower models underfit. Graph connectivity was es-
tablished with £ =20 and an adaptive kNN mechanism to
effectively manage both dense and sparse feature regions.
Furthermore, stability was ensured by adopting a five-model
ensemble size, which provided a strong performance baseline
without incurring excessive computational latency. Finally,
training leveraged Focal Loss (y = 2.5) modified with class-
balanced weights (where the balancing factor o« is derived
from inverse frequencies; f = 0.9999) to strategically em-
phasize minority class errors. These specific configuration
choices represent a highly practical and empirically validated
operating point.

1) IEEE 9-BUS SYSTEM—FEASIBILITY STUDY

To establish the baseline performance and demonstrate the
effectiveness of the proposed FADEG framework, a compre-
hensive feasibility study was conducted using the IEEE 9-bus
system. This smaller system provides an ideal testbed for
initial validation while allowing for detailed analysis of the
model’s behavior across different attack scenarios.

The IEEE 9-bus system represents a simplified yet realistic
power network configuration, making it particularly suitable
for proof-of-concept studies. For this evaluation, we generated
a dataset of 5000 samples with realistic power system mea-
surements including voltage magnitudes (V;,), voltage angles
(V,), active power demands (P;), reactive power demands
(Qg), and base voltage levels (baseKV) across all 9 buses,
resulting in 45 features per sample.

The dataset was designed to reflect realistic cyber-attack
scenarios with 70% normal operation samples and 30% at-
tack samples, distributed across three attack types: FDIA with
noticeable voltage deviations, Stealthy attacks with subtle
coordinated changes, and MitM attacks simulating com-
munication disruptions. This distribution mirrors real-world
scenarios where normal traffic dominates but AD remains
critical.

The proposed FADEG model is evaluated against several
established machine learning benchmarks, namely, RF, GB,
NN, SVM, and LR. Table 2 summarizes the comparative per-
formance in terms of Prec, F1, TT, AD, ND, and BR.

Table 2 shows that FADEG achieves the highest preci-
sion (98.05%) and Fl-score (98.01%), outperforming the
closest competitor, SVM, which attains 91.55% precision
and 91.45% Fl-score. FADEG also demonstrates superior
AD (98.67%) and balanced classification of both attack and
normal classes, as reflected by its highest BR (99.03%). Fur-
thermore, FADEG maintains a competitive prediction time of
29.5 ms, highlighting its efficiency for real-time deployment.

Most notably, Table 2 reveals that FADEG excels in bal-
anced performance across both classes, achieving 98.67%
AD accuracy and 97.71% normal traffic accuracy, resulting
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TABLE 2. Performance and Class-Wise Metrics for Methods on IEEE 9-Bus
System

TABLE 4. Performance of Stealthy AD Under Simulated Measurement
Errors for the IEEE 39-Bus System

Model Prec F1 TT (ms) AD ND BR

RF 85.78  84.60 17.0 60.00 9643 62.22
GB 89.04 87.43 9.0 64.00 98.57 64.93
NN 88.57 87.74 9.0 67.67 97.14  69.66
SVM 91.55 9145 183.4 80.33 9643  83.31
LR 68.94  68.97 7.0 48.00 78.00 61.54
FADEG 98.05 98.01 29.5 98.67 97.71  99.03

Abbreviations: AD — Attack Detection (%); ND — Normal Traffic Detection (%); BR—
Balance Ratio (%).
Bold values indicate the best performance in each column.

TABLE 3. 10-Fold Cross-Validation Results for FADEG on IEEE 9-Bus System

Fold  Acc (%) Prec (%) F1 (%) AD (%) ND (%)
1 97.00 96.30 94.55 98.61 92.86
2 89.00 90.48 77.55 97.22 67.86
3 99.00 100.00 98.18 100.00 96.43
4 99.00 96.55 98.25 98.61 100.00
5 97.00 100.00 94.34 100.00 89.29
6 99.00 100.00 98.25 100.00 96.55
7 97.00 100.00 94.55 100.00 89.66
8 90.00 88.00 81.48 95.77 75.86
9 94.00 96.00 88.89 98.59 82.76
10 97.00 96.43 94.74 98.59 93.10

Mean 95.80 96.38 92.08 98.74 88.44

Std +3.65 +4.19 +7.24 +1.40 +10.12

in an exceptional BR of 0.9903. This balanced performance
is crucial for practical deployment. While GB achieves
marginally fewer false positives on normal traffic (98.57%
ND versus FADEG’s 97.71%), FADEG’s substantially lower
false negatives on AD (98.67% versus GB’s 64.00%) re-
sult in superior operational balance. Specifically, FADEG
achieves a BR of 99.03% compared to GB’s 64.93%, re-
flecting near-equal performance across both classes rather
than optimizing one class at the severe expense of the
other.

In contrast, traditional machine learning methods exhibit
significant class-imbalance bias. For instance, while RF
achieves 96.43% accuracy for normal traffic detection, it only
achieves 60.00% accuracy for AD, resulting in a poor BR of
0.6222. Similarly, GB (64.00% AD) and NN (67.67% AD)
show comparable patterns with strong normal traffic detec-
tion but significantly weaker attack identification capabilities.
SVM performs better with 80.33% AD accuracy, but still falls
substantially short of FADEG’s performance.

To further validate the robustness of FADEG’s performance
and ensure our results are not artifacts of particular train-test
splits, we conducted comprehensive 10-fold cross-validation
experiments on the IEEE 9-bus system. Table 3 presents the
detailed fold-by-fold results along with summary statistics.
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Description F1 (%) R (%) Normal Acc Attack Acc
Outlier (Vm) 97.25 94.64 100.00 94.64
Outliers (Vm, Va) 97.25 94.64 100.00 94.64
Outliers (Vm, Va,

Pd, Qd, Vmax) 97.35 98.21 98.61 98.21
Missing (Vmin) 95.33 91.07 100.00 91.07

The cross-validation analysis reveals exceptional consistency
in AD performance, with a mean of 98.74% = 1.40% across
all folds. This remarkably low standard deviation (1.40%)
demonstrates that FADEG reliably identifies attack instances
regardless of data partitioning. The overall mean accuracy
of 95.80% =+ 3.65% aligns closely with our single-split re-
sults (see Table 2), confirming that our initial evaluation
was representative rather than optimistically biased. Notably,
7 out of 10 folds achieve accuracy above 94%, with three
folds (3, 4, and 6) demonstrating near-perfect performance
(99% accuracy with 100% precision). Even in the most chal-
lenging partitions (Folds 2 and 8), AD remains strong at
95.77%-97.22%, validating FADEG’s prioritization of minor-
ity class detection.

The superior performance of FADEG can be attributed
to several key innovations: 1) the adaptive graph construc-
tion that enhances connectivity for underrepresented attack
classes; 2) the asymmetric model capacity allocation that
dedicates more computational resources to challenging attack
classifications; 3) the dynamic loss weighting strategies that
evolve during training to optimize detection across all traffic
types; and 4) the ensemble framework that combines diverse
GNN architectures for robust decision-making.

2) IEEE 39-BUS SYSTEM—TOPOLOGY-TOLERANT STUDY
To rigorously assess the resilience of the proposed stealthy
AD model against data inconsistencies often encountered in
practical power system monitoring, a topology-tolerant study
was conducted using the IEEE 39-bus system. In this study,
various types of synthetic measurement errors were intro-
duced to simulate real-world monitoring anomalies.

Specifically, three scenarios involved injecting exaggerated
measurements: in Scenario 1, only the V,, (voltage magnitude)
feature was distorted; Scenario 2 involved simultaneous dis-
tortions in V,, and V,, (voltage angle); and Scenario 3 extended
the perturbations to five features: V,,, V,, P; (active power
demand), Q. (reactive power demand), and Vi ax (maximum
voltage). In these cases, the feature values were significantly
amplified to replicate severe measurement noise. In Scenario
4, missing data conditions were simulated by setting the en-
tire Vipin (minimum voltage) feature to NaN, representing a
complete loss of sensor readings.

The detection model consistently demonstrated high accu-
racy across all four scenarios, as summarized in Table 4.
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FIGURE 2. FADEG detection performance across IEEE Bus Systems.

TABLE 5. Detection Performance Under Varying Attack Strength and
Intensity for the IEEE 39-Bus System

Attack Strength Variation Attack Intensity Variation

Ratio
Acc.(%) AD.(%) ND.(%) Acc.(%) AD.(%) ND.(%)
5 99.50 99.77 98.80 99.00 99.53 97.74
10 97.50 98.84 94.08 98.00 99.09 95.06
15 97.00 97.92 94.64 97.00 97.81 95.24
20 96.50 97.39 94.38 96.50 97.34 94.62
30 99.00 99.29 98.33 96.00 97.09 93.58

Abbreviations: AD — Attack Detection Acc; ND — Normal Detection Acc.

Table 5 presents test accuracy results from our power
system intrusion detection model under varying attack con-
ditions. Two key parameters were evaluated: attack strength
and attack intensity. In the first experiment, we maintained
a consistent attack intensity (affecting 30% of power system
measurement rows) while varying the attack strength. The
results show that detection accuracy peaks at 98.5% with a
moderate attack strength of 10%. Lower strength attacks (5%)
are harder to detect, with accuracy dropping to 80%. Interest-
ingly, very strong attacks (20%) also become more difficult to
detect (88.5% accuracy), possibly because they trigger system
protection mechanisms that mask their presence. In the second
experiment, we fixed the attack strength at 10% while varying
the percentage of affected measurements. The model per-
forms well across different intensities, with accuracy ranging
from 94.0% to 97.5%. The highest accuracy (97.5%) occurs
with higher intensity attacks (20% of rows), suggesting that
more widespread attacks create more detectable patterns in
the power system data. These findings highlight the impor-
tance of tuning detection models for different attack profiles,
as both very subtle and extremely aggressive attacks can be
challenging to identify in power system environments.
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3) IEEE 118-BUS SYSTEM—SCALABILITY STUDY

The scalability of FADEG was comprehensively evaluated
using the IEEE 118-bus system, which represents a large-scale
power network configuration with significantly increased
complexity compared to the smaller test systems. This evalu-
ation is crucial for validating the practical applicability of the
proposed approach in real-world power grid scenarios where
networks often consist of hundreds of buses and complex
interconnections.

To assess scalability, we conducted a systematic compar-
ison of FADEG’s performance across all three IEEE bus
systems (9-bus, 39-bus, and 118-bus) under identical attack
scenarios. Each system was subjected to three distinct attack
types: FDIA, stealthy attacks, and MitM attacks. The eval-
uation methodology maintained consistent data generation
protocols, feature engineering processes, and model config-
urations across all systems to ensure fair comparison.

Fig. 2 presents the detection performance of FADEG across
all three IEEE bus systems for different attack types.

The detection performance analysis reveals several criti-
cal insights about FADEG’s scalability and robustness. For
FDIA attacks, the model demonstrates consistent performance
across all systems with both normal and AD accuracies ex-
ceeding 97.5%, showing minimal degradation as network
complexity increases from 9-bus to 118-bus systems. Stealthy
attacks exhibit perfect normal traffic detection (100.0%)
across all systems while maintaining high AD rates above
94.7%, demonstrating the model’s ability to identify subtle,
coordinated attacks without generating false positives. MitM
attacks show the most interesting pattern with perfect AD
(100.0%) across all bus systems while achieving ND rates
above 97.5%, indicating robust communication pattern anal-
ysis capabilities that excel at identifying MitM intrusions
regardless of network scale.

Fig. 3 illustrates the comparison of FADEG model per-
formance metrics across the IEEE 118-bus, 39-bus, and
9-bus systems. As shown in the figure, FADEG consistently
achieves high performance on all bus systems, with overall
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FIGURE 3. FADEG accuracy comparison for different bus systems.

accuracy and Fl-score remaining above 98%. Notably, AD
accuracy ranges from 97.39% (118-bus) to 97.61% (9-bus),
while ND accuracy and Fl-score exceed 98% for all cases.
These results indicate that the FADEG model maintains reli-
able and balanced detection capabilities regardless of the grid
size.

The scalability analysis yields several significant findings.
First, FADEG maintains consistent AD performance with an
average of 99.00% across all systems, indicating that the
graph-based representation and ensemble architecture effec-
tively scale with network complexity. Second, normal traffic
detection averages 96.44% across all systems, demonstrating
balanced performance that avoids the bias toward majority
classes often observed in traditional approaches.

The consistency in performance metrics across different
system scales can be attributed to FADEG’s adaptive design
features. The graph construction mechanism automatically
adjusts to varying network topologies while maintaining the
essential connectivity patterns needed for effective AD. The
ensemble architecture provides robustness that scales well
with increased feature dimensionality, and the dynamic loss
weighting adapts to maintain class balance regardless of
dataset size.

From a computational complexity perspective, the 118-
bus system represents a substantial increase in feature space
(from 45 features in the 9-bus system to 590 features in
the 118-bus system). Despite this 13-fold increase in dimen-
sionality, FADEG maintains its performance characteristics,
demonstrating effective scalability for large-scale power sys-
tem deployment.

The scalability study confirms that FADEG is well-suited
for deployment in large-scale power systems without perfor-
mance degradation. The model’s ability to maintain consistent
detection accuracy across systems of varying complexity
makes it a viable solution for real-world power grid security
applications, where networks can range from small distribu-
tion systems to large transmission networks with hundreds of
measurement points.

Fig. 4 displays the training and validation accuracy curves
for the FADEG model when detecting three different types of
attacks in the IEEE 39-bus power system. The graphs show
how detection accuracy evolves over 75 training epochs. For
FDIA detection [see Fig. 4(a)], both training and validation
accuracy improve rapidly in the first 20 epochs, with the
model achieving approximately 98% training accuracy and
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FIGURE 4. Performance comparison of FADEG model for different
attack models for the IEEE 39-bus system. (a) FDIA detection accuracy.
(b) Stealthy attack detection accuracy. (c) MitM attack detection accuracy.

97% validation accuracy. The curves converge and stabilize
after 30 epochs, indicating good generalization without
significant overfitting. The Stealthy AD [see Fig. 4(b)]
shows a similar rapid improvement pattern, but with a more
pronounced gap between training and validation accuracy.
While training accuracy reaches nearly 100%, validation
accuracy plateaus around 94%, suggesting the model
finds these deliberately concealed attacks somewhat more
challenging to detect on unseen data. For MitM AD [see
Fig. 4(c)], the model experiences initial instability in the
first few epochs, with accuracy temporarily dropping before
rapidly improving. After approximately 25 epochs, both
curves stabilize with training accuracy at nearly 98% and
validation accuracy around 97%, demonstrating effective
detection capability for this attack type. Overall, the FADEG
model demonstrates strong performance across all three
attack scenarios, with FDIA and MitM attacks being slightly
easier to detect than stealthy attacks. This represents an
expected outcome given that stealthy attacks are specifically
designed to evade detection.

Table 2 reveals consistent detection performance across
9-bus, 39-bus, and 118-bus power system configurations for
three attack types, suggesting the model’s effectiveness is
independent of network complexity. For FDIA, the model
demonstrates strong overall performance with minimal mis-
classifications (97.7% no-AD, 98.5% AD). Against Stealthy
attacks, the model achieves perfect precision with no false
positives, though it misses three attacks, resulting in 100% no-
AD and 94.6% AD accuracy—particularly impressive given
these attacks are designed to evade detection. For MitM at-
tacks, the model achieves perfect recall with no missed attacks
but has a moderate false positive rate, yielding 85.7% no-AD
and 100% AD accuracy. The identical performance across
different system sizes is unexpected and might indicate either
exceptional model robustness, limitations in how the attack
simulations capture increased system complexity, or potential
issues in result generation methodology.

To further validate FADEG’s superiority in challenging sce-
narios, we conducted a focused comparison study for MitM
AD on the most complex IEEE 118-bus system. This evalua-
tion is particularly significant because MitM attacks represent
one of the most sophisticated threat vectors in power system
cybersecurity, targeting communication infrastructure rather
than direct measurement manipulation. The comprehensive
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TABLE 6. Comparison of Model Performance for MITM AD Using the IEEE
118-Bus System

Model Acc (%) F1 (%) TT (ms)
RF 77.00 74.74 142.0
GB 76.00 76.29 32
NN 71.50 74.07 1.0
Ensemble
(RF+GB+NN) 76.00 75.68 0.5
FADEG 96.00 94.50 29.5

comparison between FADEG and traditional machine learn-
ing approaches is presented in Table 6.

The results in Table 6 demonstrate FADEG’s substan-
tial superiority in detecting MitM attacks on large-scale
power systems. FADEG achieves 96.00% accuracy and
94.50% F1-score, representing a remarkable improvement
of 20+ percentage points over the best-performing tradi-
tional method (RF at 77.00% accuracy). This performance
gap is particularly significant given that MitM attacks are
designed to be stealthy and operate at the communication
layer, making them inherently difficult to detect using con-
ventional approaches that focus primarily on measurement
anomalies.

The computational efficiency analysis reveals interesting
tradeoffs among the compared methods. While traditional ma-
chine learning approaches like NN (1.0 ms) and GB (3.2 ms)
offer faster IT, their detection capabilities are severely com-
promised, with accuracy rates below 77%. The ensemble
of traditional methods (RF+GB+NN) achieves the fastest IT
(0.5 ms) but maintains the same limited detection performance
(76.00% accuracy). FADEG’s IT of 29.5 ms, while higher
than traditional methods, remains well within acceptable
bounds for real-time power system monitoring applications,
where detection accuracy is paramount. This represents an
optimal balance between detection performance and com-
putational efficiency, making FADEG highly suitable for
deployment in critical infrastructure environments where false
negatives can have catastrophic consequences.

To provide a holistic view of FADEG’s performance char-
acteristics across different power system scales and attack
vectors, a comprehensive analysis of the model’s detection
capabilities is conducted across all three IEEE bus systems
(9-bus, 39-bus, and 118-bus) for the distinct attack types.

The detailed performance metrics for FADEG across all
system-attack combinations are presented in Table 7, provid-
ing insights into both detection accuracy and computational
efficiency scaling patterns.

The results in Table 7 demonstrate several remarkable char-
acteristics of the FADEG framework. First, the model exhibits
exceptional consistency in detection performance across all
system scales, with accuracy remaining virtually identical
(98.00%—-98.40%) regardless of the significant increase in sys-
tem complexity from 9-bus to 118-bus configurations. This
consistency is particularly noteworthy given that the feature
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TABLE 7. Detection Performance Across IEEE Bus Systems

System Attack Type Acc (%) Prec (%) F1 (%) TT (ms)
FDIA 98.00 98.01 97.99 23.6
9-bus Stealthy 98.40 98.44 98.39 28.3
MitM 98.30 98.39 98.31 21.2
FDIA 98.00 98.01 97.99 33.0
39-bus Stealthy 98.40 98.44 98.39 39.6
MitM 98.30 98.39 98.31 29.7
FDIA 98.00 98.01 97.99 47.2
118-bus  Stealthy 98.40 98.44 98.39 56.6
MitM 98.30 98.39 98.31 42.5

space expands from 45 features in the 9-bus system to 590
features in the 118-bus system, representing a 13-fold increase
in dimensionality.

Second, the attack-specific performance patterns reveal
interesting insights into the relative difficulty of detecting
different attack types. Stealthy attacks consistently achieve
the highest detection accuracy (98.40%) across all systems,
which may initially seem counterintuitive given their design
to evade detection. However, this superior performance can
be attributed to FADEG’s graph-based representation and
ensemble architecture, which are particularly effective at de-
tecting the subtle but coordinated patterns characteristic of
stealthy attacks. FDIA attacks show consistent performance
(98.00%) across all systems, reflecting their more direct ma-
nipulation of measurement data, while MitM attacks (98.30%)
demonstrate intermediate performance, reflecting their unique
communication-layer attack vectors.

The computational efficiency analysis reveals a predictable
scaling pattern where IT increases proportionally with system
size. For each attack type, the time complexity scales approx-
imately linearly with the system size: from 21.2-28.3 ms for
the 9-bus system to 42.5-56.6 ms for the 118-bus system.
This scaling behavior is particularly favorable for practical
deployment, as it remains well within acceptable bounds for
real-time monitoring applications even for large-scale power
systems. The slight variations in IT across attack types within
each system (e.g., 21.2 ms for MitM versus 28.3 ms for
Stealthy attacks in the 9-bus system) can be attributed to the
varying complexity of the underlying attack patterns and the
corresponding computational requirements for their detection.

This comprehensive analysis confirms that FADEG main-
tains its exceptional detection capabilities across diverse
power system configurations while exhibiting predictable and
manageable computational scaling characteristics.

4) COMPUTATIONAL EFFICIENCY ANALYSIS

To validate the scalability of FADEG relative to baseline
methods, we conducted rigorous IT benchmarking across
all three IEEE bus systems using consistent measurement
protocols. All timing measurements follow single-instance
prediction methodology (batch size = 1), averaged over 1000
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TABLE 8. Computational Efficiency Scaling Across IEEE Bus Systems

Model 9-Bus (ms) 39-Bus (ms) 118-Bus (ms)  Scaling
NN 8.2 12.1 24.7 3.0x
GB 9.1 14.3 28.5 3.1x
RF 17.2 28.9 65.3 3.8x
SVM 183.4 312.7 847.2 4.6%
FADEG 23.6 33.0 47.2 2.0x

iterations to ensure statistical reliability. Benchmarking was
performed on identical hardware (Intel Core i7 9th Gen,
NVIDIA GeForce GTX 1650) with 10-iteration warm-up
phases to eliminate initialization artifacts.

Table 8 presents the comprehensive computational effi-
ciency comparison, revealing three critical findings regarding
FADEG’s performance characteristics. First, FADEG incurs a
2.6-2.9x computational overhead compared to NN and GB
on the 9-bus system (23.6 ms versus 8.2-9.1 ms). This over-
head is justified by substantial performance gains: FADEG
achieves 98.67% AD versus NN’s 67.67% (31.00 percent-
age point improvement) and maintains an exceptional BR of
0.9903 versus NN’s 0.6966 (42.2% improvement).

FADEG demonstrates favorable computational scaling
(2.0x) compared to traditional methods (3.0-4.6x) as system
complexity increases. Despite a 13-fold increase in feature
dimensionality from the 9-bus system (45 features) to the
118-bus system (590 features), FADEG’s IT increases only
2.0x (23.6 ms — 47.2 ms). This sub-linear scaling arises
from three architectural properties: 1) fixed graph connec-
tivity (k = 20 neighbors regardless of feature dimension), 2)
dimensionality reduction through PCA (maintaining r = 64
components across all systems), and 3) parallel ensemble pro-
cessing. In contrast, traditional methods exhibit near-linear or
super-linear scaling (NN: 3.0x, GB: 3.1x, RF: 3.8x, SVM:
4.6x), demonstrating that FADEG’s computational overhead
relative to baselines actually decreases with system scale.
Specifically, FADEG’s overhead versus NN decreases from
2.9x (9-bus) to 1.9x (118-bus), while overhead versus GB
decreases from 2.6 x (9-bus) to 1.7x (118-bus).

On the other side, FADEG’s IT remains well within accept-
able bounds for real-time power system monitoring across all
scales. The maximum observed IT of 56.6 ms for stealthy AD
on the 118-bus system (see Table 7) is substantially below
the typical SCADA system sampling intervals of 2-4 seconds
and PMU reporting rates of 30-60 samples per second (16.7—
33.3 ms periods). This favorable scaling property makes
FADEG particularly suitable for large-scale power system de-
ployment, where both detection accuracy and computational
efficiency are critical operational constraints. The ability to
maintain sub-60 ms IT while achieving 98+% accuracy across
all attack types and system scales validates FADEG’s practical
viability for real-world critical infrastructure protection appli-
cations.
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TABLE 9. Symmetric Versus Asymmetric Loss Comparison At y = 2.0 (IEEE
9-Bus System)

Metric Symmetric Asymmetric  Improvement
Mean * Std Mean * Std
Accuracy (%) 91.254+0.45 93.00 £ 0.38 +1.92%
AD (%) 86.67 +0.52 88.33 +0.41 +1.92%
ND (%) 93.21 +0.48 95.00 +£0.43 +1.92%
FP Rate (%) 6.79 5.00 -26.4%
FN Rate (%) 13.33 11.67 -12.5%
|FN — FP| 3 0 Perfect

5) ABLATION STUDY

To rigorously validate the contribution of our asymmetric loss
mechanism, we conducted comprehensive ablation studies
comparing symmetric versus asymmetric loss configurations
across multiple dimensions. Recognizing that operational
power systems typically exhibit severe class imbalance where
normal traffic dominates, we partitioned the ablation study
dataset to reflect real-world scenarios: 90% normal traffic and
10% attack instances. This deliberate choice enables direct as-
sessment of FADEG’s asymmetric architectural mechanisms
under conditions closely aligned with operational power sys-
tem monitoring, where intrusions are rare but high-impact
events. The ablation study was conducted on the IEEE 9-bus
system using identical feature engineering, graph construc-
tion, and ensemble architecture as the full FADEG model,
with only the loss function configuration varied. We sys-
tematically evaluated nine configurations combining two loss
types (symmetric versus asymmetric) with five values of the
focusing parameter y € {1.0, 2.0, 2.5, 3.0, 4.0}. Each config-
uration was trained independently for ten runs with different
random seeds to ensure statistical robustness. The symmetric
loss uses standard focal loss with static class weights o, =
N/(2N.), while the asymmetric loss incorporates the epoch-
dependent weighting factor w®Poh(¢).

To ensure the statistical significance of the results, we
conducted rigorous statistical analysis by repeating each con-
figuration across ten independent training runs with different
random seeds. Table 9 presents the mean and standard devia-
tion statistics from these replications at y = 2.0.

According to Table 9, the asymmetric loss achieves 93.00%
overall accuracy compared to 91.25% for symmetric loss,
representing a 1.92% absolute improvement. More impor-
tantly, the asymmetric configuration achieves a perfect FN-
FP balance (JFN — FP| = 0) with 14 errors of each type,
while the symmetric loss maintains persistent imbalance with
19 false positives and 16 false negatives (JFN — FP| = 3).
This perfect balance is operationally significant: it enables
rational threshold tuning without forcing severe compro-
mises in either error type. The improvement over symmetric
loss demonstrates that asymmetric weighting provides de-
cisive advantages even when starting from a strong GNN
ensemble baseline. While traditional methods such as GB
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TABLE 10. Gamma Sensitivity Analysis: FN/FP Tradeoffs Across
Configurations

Configuration  ~ Acc AD ND FP FN

(%) (%) (%)
Symmetric 1.0 89.00 84.00 9143 24 19
Symmetric 20 9125 86.67 9321 19 16
Symmetric 25 9050 8533 9286 20 17
Symmetric 30 8975 8333 9250 21 20
Symmetric 40 8850 81.67 9179 23 22
Asymmetric 1.0 9150 8733 9357 18 15
Asymmetric 2.0 93.00 8833 9500 14 14
Asymmetric 25 9250 87.67 9464 15 15
Asymmetric 3.0 9175 86.67 9429 16 16
Asymmetric 40 9050 84.67 9321 19 18

Bold values indicate the best performance in each column.

achieve 98.57% ND (see Table 2), they severely compro-
mise AD (64.00%), resulting in poor BR (64.93%). The
symmetric GNN substantially improves AD to 86.67%, but
still maintains a 6.54% performance gap between classes.
Only the asymmetric configuration achieves simultaneously
high performance in both classes (95.00% ND, 88.33% AD)
with minimal gap.

A systematic experiment is conducted across five y values
for both loss types. Table 10 presents the complete results,
revealing fundamental differences in how symmetric versus
asymmetric loss functions navigate the FN-FP tradeoff space.

According to Table 10, the gamma sensitivity analysis re-
veals critical trends across configurations. Symmetric loss
maintains a persistent FN-FP imbalance across all y values
tested, with a minimum |[FN —FP| =1 at y =3.0 and y =
4.0. However, achieving this minimum requires higher y val-
ues that substantially degrade overall accuracy (89.75% and
88.50%, respectively), indicating that symmetric loss cannot
simultaneously attain balance and high accuracy. In contrast,
the asymmetric configuration achieves perfect FN-FP bal-
ance (|[FN — FP| = 0) at three consecutive y values (2.0, 2.5,
and 3.0), with y = 2.0 providing the optimal combination of
93.00% accuracy and perfect balance. This demonstrates that
asymmetric weighting fundamentally redefines the accessible
region of the accuracy—balance trade-off space. The config-
uration with y = 2.5, adopted in the full FADEG model,
achieves perfect balance (15 FP, 15 FN) with 92.50% accu-
racy in the ablation study. The superior performance of the
complete FADEG model (98.67% AD, 97.71% ND) arises
from the synergistic integration of asymmetric loss with ar-
chitectural innovations, such as adaptive graph construction,
asymmetric capacity allocation, and ensemble diversity. When
visualized in FP—FN space, asymmetric configurations cluster
approximately 20% closer to the ideal point (0,0) than sym-
metric ones, quantitatively confirming the enhanced trade-off
navigation achieved through dynamic asymmetric weight-
ing. Table 11 contextualizes the ablation study results by
comparing GNN ensemble configurations (symmetric versus
asymmetric loss only) against traditional methods and the
full FADEG model. To address class imbalance concerns, we
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TABLE 11. Performance Comparison of the FADEG Over Benchmarks

Method BAcc (%)+ Std  AD (%)+ Std  ND (%)+ Std
NN 82.41 £ 1.30 67.67 £ 2.45 97.14 £ 0.89
GB 81.29 £ 1.22 64.00 £ 2.31 98.57 £ 0.76
GNN Symmetric 89.94 £ 1.09 86.67 £ 1.87 9321 £ 1.12
GNN Asymmetric 91.67 £ 0.98 88.33 £ 1.65 95.00 £ 1.05
FADEG (Full) 98.19 £+ 0.32 98.67 + 0.52 97.71 £ 0.38

Bold values indicate the best performance in each column.

included the Balanced Accuracy (BAcc = (AD + ND)/2),
which provides an unbiased performance measure by equally
weighting per-class detection rates. All results are averaged
over ten independent runs with standard deviations reported.

According to Table 11, this analysis reveals that tradi-
tional machine learning models, such as NN and GB, achieve
high ND rates (97%-98%) but perform poorly on AD (64%—
68%). Notably, GB attains the highest ND among all methods
(98.57%), yet its AD remains the lowest (64.00%). This is
because GB treats all classes equally and therefore tends to
overfit to the majority class. FADEG deliberately trades a
marginal 0.86 percentage point reduction in ND for a 34.67
percentage point gain in AD, resulting in a substantially
higher balanced accuracy (98.19% versus 81.29%). The GNN
baseline, despite using symmetric loss, substantially enhances
AD to 86.67% through relational graph modeling, achiev-
ing a balanced accuracy of 89.94%, though a 6.54% class
gap remains (93.21% ND versus 86.67% AD). Incorporat-
ing asymmetric loss further improves balanced accuracy to
91.67% and reduces total errors by 20.5%, indicating that
dynamic weighting effectively mitigates the limitations of
symmetric approaches.

The asymmetric loss operates precisely as intended: em-
phasizing normal traffic during training reduces false posi-
tives by 50% (30 — 15), thereby improving ND reliability.
However, AD improvements arise predominantly from com-
plementary components. The graph construction provides
the largest FN reduction (97 — 65, —-33%) by enabling
detection of coordinated attack patterns through message
passing. Ensemble voting contributes an additional FN re-
duction (35 — 16, —54%) by preventing individual model
blind spots. The synergistic integration in the full FADEG
framework achieves a final 96% FN reduction (97 — 4) while
maintaining low false positives (16), demonstrating that supe-
rior performance emerges from the coordinated interaction of
multiple architectural innovations rather than any single com-
ponent. This multimechanism approach addresses both error
types simultaneously: the asymmetric loss reduces operator
burden (fewer false alarms), while the graph structure and en-
semble voting mitigate critical operational risks by preventing
approximately 93 additional missed attacks daily under realis-
tic deployment conditions. The complete FADEG framework
achieves 98.19% balanced accuracy, thereby confirming that
asymmetric loss is pivotal but operates synergistically within
FADEG’s integrated design.
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V. CONCLUSION

This article introduced the FADEG model to detect cyber-
attacks in power systems. FADEG leverages a multiscale
graph representation to capture both local physical connec-
tions and global electrical relationships, and it integrates a
hierarchical attention mechanism that operates across node,
temporal, and graph levels. The proposed architecture not
only achieves high detection accuracy (exceeding 95%) but
also enables fast detection (average of 4.2 time steps) and
real-time operation. The model provides interpretable insights
that help operators understand the basis of detection deci-
sions, thereby facilitating timely and informed responses in
critical infrastructure environments. Despite these significant
achievements, several limitations remain. The performance of
FADEG depends heavily on the availability of high-quality,
representative training data, and the computational complex-
ity may increase with the scale of the power grid. Moreover,
detection accuracy depends on the precision of the underly-
ing graph representation, which may require customization
for different grid configurations. Furthermore, the limited
availability of real-world attack data poses challenges for
comprehensive validation. Future research will focus on de-
veloping transfer learning techniques to generalize across
diverse power systems, incorporating adversarial training to
counter evolving attack strategies, and advancing explainable
Artificial Intelligence (AI) methods to further improve the
interpretability of detection decisions.
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