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Abstract

Critical infrastructure systems such as the electric grid are increasingly cyber-physical,
where communication and control are tightly intertwined with the physics-based
processes of power flow. To ensure safe and resilient operation of these cyber-
physical systems, a variety of sensors and analyses are required for monitoring and
detection of abnormal or malicious behavior to achieve full cyber-physical situational
awareness (CPSA). To share this collected data with different analysis platforms,
whether intrusion detection systems or state estimation algorithms, secure data
exchange is essential. Designing secure data exchange across interconnected systems
of systems (S0S) can be challenging without considering unique characteristics of
the underlying cyber and physical processes. It is important to consider different
types of communication protocols, frequency of communications, and types of
communications (e.g., sensor measurements, control commands). In this paper,

we provide design principles and experimental results for secure and resilient

data exchange across distributed sensors and analytics in decentralized, cyber-
physical energy systems. Specifically, secure data exchange technologies such as
IPFS, synchronic web, multichain, and storage/sharing principles are presented and
experimental results are provided to assess their applicability to exemplar distributed
CPSA sensors.

Keywords Cyber-physical situational awareness, Distributed sensors, Systems of
systems, Electric grid, Data exchange, Secure architecture, Security technologies,
Synchronic web, Multichain, Interplanetary file system, Distributed ledger

Introduction

The electric grid is undergoing a transformation towards a more interconnected and
distributed architecture, driven by the emergence of advanced sensing and monitoring
devices, innovative communication interfaces, smart technologies for automated con-
trol, and the rapid integration of distributed energy resources (DERs). DER systems are
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typically interconnected with each other and with the broader electric power trans-
mission and distribution networks through their control interactions. This heightened
connectivity and automation, which support and enhance the grid’s physics-based
operations, contribute to the evolution of an increasingly cyberphysical system of sys-
tems (SoS) [40]. Given the involvement of multiple data owners in each grid system
and DER site, a hierarchical approach is essential for monitoring at local, regional, and
global levels. Effective data sharing across these levels is crucial for providing enhanced
situational awareness to security personnel at Security Operations Centers (SOC). How-
ever, exchanging data poses challenges, as it must first be anonymized and cleansed of
Personally Identifiable Information (PII) and proprietary information. The methods we
outline to securely exchange information are most relevant to distributed sensing, such
as smart metering, DER management across multiple sites, and cyber-physical security
devices. This paper focuses on cyber-physical security, specifically cyber-physical situ-
ational awareness sensors that require distributed data across interconnected transmis-
sion and distribution systems. The types of data that could be shared include time-series
cyber performance metrics (e.g., round-trip times, number of dropped packets, proces-
sor utilization, and memory utilization) and time-series physical data (e.g., real and reac-
tive power, voltage, frequency, current). Depending on the type of system, the volume of
data can vary significantly. Thus, secure data exchange methods that are flexible for vol-
ume and the type of data are critical. In this extension, we present new research aimed
at enabling controlled access to data owned by different entities, exploring innovative
techniques that leverage distributed ledger technologies to ensure secure information
sharing among data owners.

The Flexible Autonomous Cyberphysical Ecosystem for Trusted Security (FACETS)
project is a Laboratory Directed Research and Development (LDRD) initiative that
builds on our previous griDNA research. FACETS automatically detects and responds
to cyberphysical events, functioning as a Security Orchestration, Automation, and
Response (SOAR) suite of tools within Operational Technology (OT) environments.
Within the FACETS program, multiple tools work together to maintain a secure state
across the griDNA secure sensor networks. These tools must interoperate securely and
accommodate the integration of additional tools.

The sensors involved in information exchange must meet varying specifications based
on their locations. For instance, sensors monitoring end devices require enhanced pro-
cessing, memory, and communication capabilities, while regional sensors need greater
storage and analytical capabilities to identify cyberphysical threats across DER sites.
Global sensors must also possess substantial storage and the ability to detect widespread
cyberphysical threats across the broader grid.

Another challenge is how to systematically advance, and make more widely available,
the novel combined analysis of cyber and physical data [4, 18, 23]. In context of the work
in this paper, cyber data can consist of information technology (IT) and operational
technology (OT) communication traffic, network mapping, device configuration files,
etc. Physical data consists of physics-based data of the underlying electric operation,
such as voltage, frequency, current, etc.

One challenge with the fused data (and its further development and deployment for
heterogeneous systems at scale) is that the innovations and insights that can be provided
by fused cyberphysical data for enhancing CPSA must be protected [17]. The critical
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risk analysis results obtained from fused data become a protected and sensitive product
as it pertains to those specific details of any given system under study. Such synthesized
insights must be protected under the system’s critical infrastructure information. Joint
cyberphysical analysis can inadvertently result in sensitive data exposure, if not assessed
and protected correctly. For example, if certain physical data provides Critical Energy/
Electric Infrastructure Information (CEII) information about the power system topology
and is combined with compromise alerts of certain nodes/IP addresses, measures must
be implemented to avoid sharing CEII data broadly.

Numerous security technologies provide specific protections against data tampering:
technologies that address data manipulation, data provenance for devices located out-
side or within others’ security perimeters; technologies that address secure computation;
and traditional network technologies like cryptographic services, network compartmen-
talization, and hardware-based security.

In this paper, we will provide design principles for secure and resilient data exchange
across distributed sensors and analytics in decentralized, cyberphysical energy systems.
We will present technologies for security and privacy and assess their suitability to elec-
tric grid systems using a novel cyberphysical sensor, griDNA, use-case. We will apply
distributed ledger technologies and compare their performance metrics to evaluate the
efficacy of each approach.

The remainder of the paper is organized as follows: Sect. "Background" describes the
research context of the design and integration of distributed secure sensing for data
fusion in large scale power systems. Section "Technologies for security and privacy”
provides further background with a survey of different security and privacy technolo-
gies. Section "Design and integration challenges" presents design and integration chal-
lenges faced in cyberphysical security. Section "Approach & methodology: secure data
exchange architecture for distributed cyberphysical sensors" begins our methodology by
exploring design choices specific to CPSA sensors, while Sect. "Secure distributed datas-
tore design" and "Validation through IEEE 39-Bus cybersecurity framework" examine
new approaches from our prior research on alternative distributed ledger technologies,
including experimental results. Finally, general application considerations are discussed
in Sect. "Considerations", followed by conclusions and future work in Sect. "Conclusions

and future work".

Background

A high-level framework for secure data exchange in the interconnected electric grid was
previously presented in [6], exploring the multi-level, multi-owner environment in the
context of this work on cyberphysical data fusion and secure data exchange in power
systems. Next, we will provide background on the cyberphysical data fusion sensors as
well as considerations for single-board computer implementations.

Cyberphysical data fusion sensor

griDNA is a prototype sensor that comprises multilevel CPSA sensors with correspond-
ing implementation architecture developed for collecting and fusing cyberphysical data
at various levels of the interconnected grid, as shown in exemplar systems in Figs. 1 and
2, [6]. The implementation architecture defines griDNA sensor placement for achiev-
ing CPSA and is structured based on distributed grid-system levels: local griDNA,
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enclave griDNA, and global griDNA. Onboard correlation analysis based on advanced
data-fusion techniques is used to gather concurrent data necessary for understanding
the cyber and physical system states. In this paper, we specifically focus on the griDNA
sensor use-case due to its multilevel and multi-owner application where secure data
exchange between distributed sensors is necessary and paramount for trusted cyber-
physical situational awareness.

Accordingly, localized CPSA analysis occurs at distributed locations of the grid,
informing initial indicators of widespread system events with the potential for mitiga-
tion before propagation. Following onboard analysis, the local CPSA information is then
shared to the enclave level to include alerting before being aggregated to produce global
CPSA with the ability to identify event propagation pathways. The overarching focus
of griDNA is to determine how CPSA can improve monitoring capabilities and over-
all, transform how electric grid planning, operation, and mitigation is conducted and
addressing the significant cyberphysical gap in the grid data ecosystem. This paper will
use the griDNA sensor as a use-case for designing secure and resilient data exchange
across distributed cyberphysical sensors and analytics.

Leveraging single-board computers

Ideally, the cyberphysical analysis would be directly integrated into the end-devices.
However, direct integration may not be practical and in many cases is not possible when
working in legacy environments. In this case, the sensors should be deployed so that
they have maximum visibility into the end devices that are most desired to be protected.
Single board computers (SBCs) are attractive options as they are more economical com-
pared to desktop or server options. Local SBC sensors can be deployed within each
transmission, distribution and DER site to monitor cyber and physical data while pro-
viding security services to automatically detect and respond to cyberphysical threats. At
the local level of sensors, the specifications that have performed best within our labora-
tory environments are SBC’s that include the following minimum specifications:

+ 64-bit operating systems to support modern machine learning libraries

+ 1.8GHz processing power to perform data analytics and provide situational
awareness

+ 3 gigabit Ethernet ports (or adapters) to monitor network communications and
administer the SBC

+ Graphical Processing Unit to enhance machine learning performance

+ 8 Gigabytes (GB) of Random Access Memory (RAM)

+ 128 gigabytes of storage to store event logs

o Trusted Platform Module (TPM) chip to store cryptographic keys, perform
cryptographic operations, and prevent tampering with cryptographic keys

The enclave sensors would aggregate information received from the local sensors and
perform data analytics to identify threat trends across locally aggregated sites. To per-
form additional data analytics, we envision increasing the enclave sensors processing
and RAM specifications from the local sensors. The global sensor would inherit the
capabilities of the enclave sensor with an increased amount of storage capacity to store

logs across enclave sensors.
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In this griDNA context, each of the sensors would communicate to one another
through a publisher/subscriber (pub/sub) framework with secure communication built
in through a Transport Layer Security (TLS) communications channel, as shown in Fig.
3. The software pub/sub service we developed in our laboratory environment leverages
the Message Queuing Telemetry Transport protocol, with a Mosquito broker. Each of the
Message Queuing Telemetry Transport (MQTT) clients must first provide certificates to
the broker to establish the TLS communications. The certificates can be signed by a Cer-
tificate Authority (CA) to validate the end devices’ identities or can be self-signed cer-
tificates for testing purposes. To enhance the protection of the TLS cryptographic keys,
they can be stored within the TPM chip to provide tamper-resistant properties against

tampering or reverse engineering.

Technologies for security and privacy
griDNA enables CPSA via data fusion and artificial intelligence practices achieved
through distributed devices running models on data sources and on data aggregation
subdivisions of the system. Security and privacy is required at all vertices and edges of
the networked sensors to protect the data, the machine learning models, and the sen-
sors’ intended detection and alerting operations. Lessons learned from end-edge-cloud
computing situations as in [10] illustrate the need for security measures systematically
matching privacy requirements in the distributed artificial intelligence environment. The
proposed griDNA secure implementation design utilizes such lessons learned, compre-
hensively matching requirements to resources and technology features to security goals.
The current design iteration will incorporate features for protecting the security and
privacy of the multi-level, multi-owner data exchanges in the described cyberphysi-
cal interconnected grid. Elasticsearch security features will be leveraged for control-
ling access to aggregated data. Message Queuing Telemetry Transport (MQTT) traffic
will be encrypted. Devices will have Trusted Platform Modules (TPM), which serve to
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ubscriber Broker Subscriber

GriDNA
Sensor 1
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Subscriber Publish &
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Fig. 3 Publisher/subscriber framework leveraging MQTT protocol for peer-to-peer communication; each griDNA
sensor publishes and subscribes to events to and from the other griDNA sensors
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“securely store artifacts used to authenticate the platform” [16]. According to [20], the
TPM can be used to securely store any important information for the user, such as keys,
passwords, certificates or fingerprints. The technologies evaluated for security and pri-
vacy as part of this research are described below and summarized in Table 1.

Traditional network security

While newer resources online implement cloud-native cybesecurity [32], traditional
security measures such as internal firewalls and Access Control Lists (ACL) are de
rigueur for the physical devices seen in Operational Technology (OT) systems. New net-
work connections established for local, enclave and global griDNA sensors in the emu-
lated system will follow network segregation practices to allow only necessary data flows
to protect both performance and security [37].

Standard encryption methods like TLS encryption with the use of public and private
keys are used throughout the system design for enforcing authentication-based security.
These methods can be applied to smart grids by evaluating how different grid device
owners can have user access privileges defined by local administrators to ensure data
privacy and compliance standards are met [34].

InterPlanetary File System
The InterPlanetary File System (IPES) [27] is a peer-to-peer (P2P) fully distributed file
system run by multiple nodes, that enables resilient data storage and retrieval. It utilizes

Table 1 A Summary of Available Features of Technologies for Security and Privacy

MultiChain TraditionalNetwork Security TLS IPFS MQTT
Access control v v
Alerting v
Asynchronous comm. v
Authentication v v v v v
Availability
Broker-based architecture v
Confidentiality v v v v
Decentralized v
Distributed v v
Efficient v
Efficient data distribution v
Flexible ciphe suites v
Flexible user interface

<\

Firewall v
Immutability

Indexed, searchable data
Integrity

Interoperable

Key exchange v

Light-weight v
Logging v

Network segregation v

Offline/online operation v
Portable v v

Resilience v
Scalable v v v

Wide adoption and community support v

ENENENEN
\
\
\
\
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a content-addressed system, since each piece of information is identified by a unique
hash called IPFS Content Identifier (CID) [2]. This provides two important capabilities
in terms of data storage and retrieval within a P2P ecosystem: a) security/resilience: the
data is accessible via the CID and not its actual location (content addressing vs location
addressing), which makes it "hard” to tamper and/or manipulate, and b) useability/trace-
ability: the peers can easily locate any data by mapping it to its unique CID. Peer-to-peer
networks, such as those using IPFS, can integrate decentralized storage and retrieval
with blockchain but involve complexity due to multiple software components and net-
work configurations [21].

Distributed Ledger Technology

Distributed Ledger Technologies such as blockchain can increase transparency, reduce
fraud, and increase efficiency, while tradeoffs in throughput as well as the additional
tasks of consensus, and oversight must be managed [38]. To use a blockchain for record-
ing data, it is common to embed data directly within a transaction. Each transaction is
digitally signed, replicated across nodes, ordered, timestamped, and stored permanently
in a tamper-proof manner. While embedding data directly on-chain is effective, it pres-
ents significant challenges regarding confidentiality and scalability. Specifically, the vis-
ibility of every stream item to all nodes can be problematic, compromising the privacy of
the data. Encrypting data before embedding it in a transaction addresses this issue, with
decryption keys shared exclusively among intended recipients to maintain confidential-
ity. Additionally, storing large amounts of data on-chain is impractical due to the sub-
stantial storage and bandwidth requirements. For example, storing 500 KB JPEG images
at a rate of 500 transactions per second would necessitate a bandwidth of 2 Gbps and an
annual storage capacity of 8000 TB per node, highlighting the inefficiency and impracti-
cality of this approach for large-scale data storage [15].

MultiChain

MultiChain technology enables the operation of multiple independent chains within
a single network, allowing each chain to be tailored to specific use cases and require-
ments. This approach enhances flexibility and scalability [22], making it ideal for power
systems with diverse stakeholders, such as utility companies, grid operators, and regula-
tors [26]. Users can assign and modify permissions using authorized keys for tasks like
mining, consensus, access control, and blockchain privacy. Technologies like digital cer-
tificates and multi-factor authentication ensure a secure and reliable blockchain envi-
ronment, enhancing both security and interoperability. This contributes to the resilience
and efficiency of the power system by facilitating seamless integration and collaboration
among stakeholders, fostering a more robust and adaptable energy infrastructure [24].

A practical use case of MultiChain for private communication streams is demon-
strated with [30], where only users possessing the correct decryption keys can read the
data, though it remains visible in encrypted form to all nodes. An additional privacy fea-
ture available in the MultiChain 2 Enterprise version allows administrators to set read
access controls. MultiChain also addresses the scalability challenges commonly faced
in blockchain systems, where every node replicates confirmed data, resulting in high
demands on throughput and storage [15]. Instead of storing the data itself, MultiChain
stores only the hashed value—a commitment uniquely linked to the data, along with its
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origin and timestamp—while the actual data is stored off-chain and can be indexed and
retrieved via its hash [15].

Design and integration challenges

Securing the interfaces, computations and data stores for achieving cyberphysical situ-
ational awareness in a multi-level, multi-owner system of systems (SoS) was considered
in [6], designing an initial electric grid use-case, then characterizing and segmenting the
given representation into local, enclave and global layers. According to the ownership
and sensitivity of the data being shared, aggregated or retrieved, security goals such as
identity and access management, confidential transactions, message integrity, and sys-
tem availability are applicable. There are multiple security goals for the griDNA sensor,
not all of which will be satisfied by the current design iteration. Additionally, incorpo-
rating multiple solutions into an architecture can have unintended consequences, par-
ticularly at the interfaces between solutions or systems. Several challenges are being
addressed in prototype implementations, including:

+ Security technology compatibility with single board computers
+ DPer-level security goal coverage

+ Interoperability of technologies

+ API development and modularity

Additionally, we also include protections againsts attacks that target the griDNA sen-
sors themselves. Authentication and secure communications are implemented across
each of sensors as described in the previous section. System logs and alerts are also col-
lected, monitored, and presented to a front-end visualization for operators to review. It
is important that the sensors follow cyber security best practices to avoid becoming and
additional attack vector.

Design challenges

Certain technology areas for secure data exchange have considerable overlap in features
and use-cases [6]. For example, peer to peer protocols such as IPES can be used as "the
hard-drive for blockchain" [19]. An array of blockchain applications promises immu-
table event logging, and synchronization and notary services. Experimentally combin-
ing such applications for their security services requires attention to the computational
loading, particularly acute on the SBC, and still taxing on the global-level sensors, where
any need for extensive cryptographic mining could undermine real-time cyberphysical
analytics. The degree of impact depends on the very type of blockchain work employed.

For the griDNA sensors at the local, enclave and global positions, as seen in Fig. 2,
the security needs vary, and so the specific applications of technology solutions will also
vary in type and combination.

The integration of secure data exchange mechanisms in a multi-level, multi-owner
grid system faces challenges such as the compatibility of advanced security technologies
with single board computers (SBCs) and the need for lightweight, efficient cryptographic
operations. Achieving comprehensive security goal coverage across local, enclave, and
global levels requires a flexible architecture that adapts to varying requirements, such as
those in North American Electric Reliability Corporation Critical Infrastructure Protec-
tion (NERC CIP) standard 011 for information protection [41].
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Developing secure, modular APIs is vital for scalability and maintainability, involv-
ing strong authentication, encryption, and access control mechanisms to protect data in
transit and at rest.

Integration challenges

Other considerations for integrating secure data exchange formats involve adapting use
of softwares with different operating system requirements. While many of the technolo-
gies described in the paper have versioning compatible with different operating systems,
different software definitions can pose a challenge to system integration. Specifically,
many of the SBC options previously described are not compatible with current Multi-
Chain options, as the ARM processor is not compatible with binaries for x86 processors.
While blockchain has been demonstrated to be compatible with Raspberry Pi and other
SBC options [11], more work remains to be done to ensure these connections can be
secured through creating private blockchain networks on these SBCs. Additionally, con-
figuring web servers for IPFS file exchange can conflict with corporate network firewall
rules, which would require port forwarding for nodes to be able to communicate with
each other [5].

Approach & methodology: secure data exchange architecture for distributed
cyberphysical sensors

In the last few sections, technologies and techniques to enhance security and privacy
were presented. To demonstrate their use-case and application to distributed cyber-
physical sections, this section will detail the overall methodology and approach of apply-
ing those techniques and technologies. Specifically, the griDNA is presented as the
exemplar cyber-physical sensor. Benefits and experimental results are explored through
the application of this secure data exchange architecture in the remainder of the paper.

Case study for griDNA
This section examines the implementation of secure data exchange technologies within
the griDNA cyberphysical sensor architecture, as introduced in Sect. "Cyberphysi-
cal data fusion sensor”. The griDNA system is integrated into an IEEE 39-bus test case,
augmented with a distribution system and photovoltaic (PV) generation, as depicted in
Fig. 1. The associated communication and control network is illustrated in Fig. 4, which
highlights the cyberphysical interactions essential for secure and efficient data exchange.
Elasticsearch serves as the primary data management framework for griDNA, enabling
efficient storage, querying, and retrieval of sensor data. To enhance data security, the
architecture integrates distributed ledger technologies, specifically the InterPlanetary
File System (IPFS) for decentralized storage and MultiChain for blockchain-based trans-
action management. This combination ensures secure, tamper-proof, and scalable data
exchange and the details are presented below.

Integrating blockchain and IPFS for secure data exchange

In the griDNA ecosystem, local sensors upload sensitive cyberphysical data blocks to
IPES nodes, generating unique content identifiers (CIDs). These CIDs are stored in
the MultiChain blockchain, providing immutable records of data transactions. The
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integration of symmetric key encryption further fortifies data security by ensuring that
only authorized griDNA sensors can decrypt and access the stored data.

One use case is illustrated in Fig. 5, which depicts a private network based on the IPFS.
In this setup, one IPFS node stores data from three separate servers. The CIDs are then
stored on the MultiChain blockchain, and retrieval of specific data is possible only via
addressing based on the data CIDs.

The encryption mechanism involves encrypting data with a symmetric key before
uploading them to IPES. Both the symmetric key and the CID are securely stored and
shared with authorized griDNA sensors using the MultiChain blockchain channels.
These channels provide an additional layer of privacy by enabling controlled access to
sensitive information within the blockchain network. When a sensor retrieves data, it

Page 11 of 25
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first accesses the CID from the blockchain via the designated MultiChain channel, then
decrypts the corresponding data block stored in IPFS using the shared symmetric key.
This layered approach ensures confidentiality, integrity, and availability, while leveraging
MultiChain’s privacy-preserving features to mitigate adversarial threats.

Blockchain and IPFS integration in griDNA architecture

The integration of IPFS and MultiChain within the griDNA architecture is depicted in
Fig. 6. Local sensors upload data to IPFS nodes, generating hash codes that are subse-
quently stored on MultiChain blockchain nodes and represent pointers to the actual
data stored in the IPFS nodes. These hash codes act as immutable references to the
data, enabling efficient retrieval and verification. To address scalability challenges, large
data blocks are stored off-chain, while only their cryptographic hashes embedded in the
blockchain. This approach minimizes blockchain overhead while maintaining data integ-
rity and provenance.

This architecture also incorporates enclave sensors, which aggregate and fuse data
streams for anomaly detection and classification. These sensors interface with applica-
tion programming interfaces (APIs) for advanced data processing, enabling real-time
monitoring and decision-making. Fig. 7 provides an overview of the test case setup,
showcasing the interaction between secure data exchange mechanisms and griDNA sen-
sor design.

Experimental validation of secure file exchange

Using Raspberry Pi 5 devices, IPFS nodes were initialized to facilitate decentralized file
storage and secure data exchange. Sample physical measurement data and network traf-
fic packet capture (PCAP) files were transmitted from local sensors, which were mod-
eled using emulation environments such as Real-Time Digital Simulator (RTDS) and
SCEPTRE [3]. These environments simulate real-time power system dynamics and
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communication network traffic, respectively, providing a realistic testbed for evaluating
the proposed architecture. Preliminary results demonstrate the successful transmission
of sensor data to IPFS nodes hosted on Raspberry Pi devices, followed by the recording
of content identifiers (CIDs) on a MultiChain blockchain and subsequent storage in an
Elasticsearch database. This setup, illustrated in Figure 7, highlights the integration of
secure data exchange mechanisms within the griDNA architecture.

The experimental setup forms the basis for a detailed performance evaluation of the
decentralized storage and verification framework. The upcoming section examines
upload times across varying file sizes, analyzing the efficiency of IPFS and MultiChain
integration, as well as the energy efficiency of the system in edge-to-core deployments.
These insights are critical for validating the scalability and sustainability of the proposed
hybrid IPFS blockchain architecture.

Secure distributed datastore design

Experimental design and upload time evaluation

To assess the performance of decentralized file storage and verification within a hybrid
InterPlanetary File System (IPEFS) blockchain framework, a series of controlled upload
tests was conducted. The evaluation was structured to measure the time required to
upload files of varying sizes to an IPFS node hosted on a Raspberry Pi 5 in the form of a
Docker container, followed by the recording of their corresponding content identifiers
(CIDs) on a MultiChain blockchain instance running inside a Docker container on an
x86-based system.

Each test file ranging from 1KB to 10MB was uploaded 100 times to ensure statistical
significance. The files, consisting of randomly generated binary data, were created in five
distinct sizes: 1KB, 10KB, 100KB, 1MB, and 10MB. Through repeated uploads, the dis-
tribution of upload times and their variances were captured across the IPFS and block-
chain publishing processes. The file sizes were selected to evaluate and compare upload,
publishing, and total times. The various file sizes also provides insight into the growth
rates of the timings as the file sizes increase.

In Fig. 8, the upload times to IPFS are visualized using violin plots. To improve read-
ability, the data was grouped into two categories due to the wide disparity in timing
across file sizes:
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It was observed that the upload times for small files remained tightly distributed, indi-
cating consistent performance. For 10MB files, significantly higher upload times and
broader distributions were recorded, suggesting increased system load on the Raspberry
Pi 5 and the effects of handling larger payloads on storage and network subsystems.

Figure 9 presents the CID publication times to MultiChain, where the CIDs generated
by IPFS, along with associated timestamps, were published as (JavaScript Object Nota-
tion (JSON) objects to a blockchain stream. In this phase, upload durations were nearly
identical across all file sizes. This consistency can be attributed to the uniform size of the
JSON payload and the greater processing capability of the x86 system hosting the Multi-
Chain container.

In Fig. 10, the total upload time is shown, which includes both the time taken to upload
the file to IPFS and the time required to publish the CID to MultiChain. The aggregated
durations reflect the overall latency incurred in making a file verifiably accessible within
a decentralized storage system. It was observed that the total upload time increased with
file size, largely influenced by the IPFS upload process. The CID publishing stage intro-
duced a relatively constant overhead that became increasingly negligible for larger files.

It should also be noted that all timing measurements reported in Figs. 8, 9, and 10
include the transmission and propagation delays over a Wi-Fi 6E wireless network,
which was used to interconnect the Raspberry Pi 5 and the x86 device. This setup was
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chosen to reflect realistic edge-to-core network dynamics commonly encountered in
contemporary smart infrastructure deployments.

To complement the distributional insights provided in Figures 4, 5, and 6, a quantita-
tive summary is presented in Table 2. This table reports the mean, standard deviation,
minimum, and maximum upload durations recorded during the 100 upload trials for
each file size, across three stages of the process: (i) IPFS upload, (ii) MultiChain CID
publishing, and (iii) total end-to-end upload time.

As reflected in the table, the IPFS upload time increases proportionally with file size,
ranging from 0.044 seconds for 1KB files to over 2.35 seconds for 10MB files. In contrast,
the MultiChain publishing time remains relatively stable, varying only slightly across file
sizes, as it involves a fixed-size JSON payload. The total upload time, which aggregates
both phases, is dominated by the IPFS component for larger files, while the contribution
from the blockchain remains relatively negligible.

Energy efficiency

The blockchain architecture adopted in this implementation operates within a private
network environment, where all participating nodes are known, authenticated, and
operated under centralized or consortium governance. As a result, mining is explicitly
disabled in this design. Unlike public blockchains such as Bitcoin or Ethereum, which
rely on proof of work (PoW) [13] consensus mechanisms that demand intensive com-
putational resources to secure the network and validate transactions, this private block-
chain employs permissioned access and lightweight consensus protocols that avoid such
overhead.

In this solution, the only cryptographic requirement is the generation of content-
addressable hashes (e.g., IPFS CIDs) to uniquely identify uploaded files. These hashes are
calculated using efficient hashing algorithms like Secure Hash Algorithm 256-bit (SHA-
256), which are computationally inexpensive and do not involve solving complex cryp-
tographic puzzles. The publication of these hashes, along with associated metadata such
as timestamps, is performed via standard blockchain transactions that incur negligible
energy cost.

Because no mining or PoW validation is involved, this blockchain-based data storage
model is highly energy-efficient and well-aligned with sustainable computing objectives.
This is particularly important given growing concerns about the environmental impact
of traditional blockchain mining, which has been criticized for consuming vast amounts
of electricity [8, 33]. In contrast, the proposed design demonstrates that blockchain can
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be effectively leveraged for data privacy and traceability without incurring the carbon
footprint typically associated with decentralized ledgers.

Moreover, the system’s compatibility with low-power edge devices (e.g., Raspberry Pi)
and its deployment over Wi-Fi 6E further reinforce its suitability for green computing
applications, especially in contexts where privacy, transparency, and sustainability are
simultaneously prioritized.

Motivation

IPES and MultiChain were chosen to address requirements that extend beyond basic
integrity checks and to ensure that a single point of failure is avoided for both the prov-
enance record and the data itself. This capability is critical for protecting large-scale
energy infrastructure systems and is important in a broad range of cyber-physical system
(CPS) environments. Specifically, while a centralized, signed-hash database is dependent
on the security and administrator of one server, making it vulnerable to tampering or
outages, this single point of failure for the audit trail is removed by Multichain’s distrib-
uted, permissioned and replicated ledger, and an immutable, time-stamped chain of
custody is provided for each CID in a distributed manner. Additionally, having a single
database is impractical in critical infrastructure use cases due to privacy silos among dif-
ferent cyber-physical entities (e.g., utility companies, aggregators), which are reluctant
to share sensitive data and co-host it in a shared database. Therefore, a decentralized
approach utilizing blockchain and IPFS technologies is more effective in addressing this
challenge. Furthermore, the single point of failure for data access and storage is elimi-
nated by IPFS, which enables scalable, content-addressed storage; only CIDs are kept
on-chain while large files are stored off-chain but remain verifiable, with storage over-
head being reduced through deduplication [28]. Modularity, maintainability, and exten-
sibility are enhanced by separating the storage layer (IPFS) from the trust and validation
layer (MultiChain). This consideration is particularly important in private environments
where trust is distributed across various teams, devices, and subsystems.

Validation through IEEE 39-Bus cybersecurity framework

To validate the effectiveness of the griDNA secure data exchange architecture in real-
world cybersecurity scenarios, we designed, implemented, and tested a comprehen-
sive machine learning-based threat detection framework using the IEEE 39-bus power
system as our case study. The griDNA infrastructure enables advanced cybersecurity
applications while maintaining data integrity and secure exchange capabilities, as dem-
onstrated by the experimental results below.

Integration architecture overview

The cybersecurity validation framework integrates seamlessly with the griDNA archi-
tecture described in previous sections. Local griDNA sensors collect cyber-physical data
and perform initial threat detection, while machine learning algorithms process the col-
lected data for anomaly detection [6]. The detection results are securely stored and data
provenance is maintained using IPFS combined with MultiChain storage. Enclave and
global griDNA sensors then aggregate and analyze threat intelligence across the network
to ensure coordinated and resilient cybersecurity assessment [17].
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Experimental setup and data generation
The validation environment was configured using the IEEE 39-bus New England Test
System, a widely-adopted benchmark in power system cybersecurity research [7]. The
use of the standard IEEE 39-bus benchmark system and physics-based power flow simu-
lations ensures realistic system dynamics and attack propagation effects. The experimen-
tal dataset comprises 20 synthetically generated cyber attack scenarios, representing a
realistic 16.7% contamination rate typical of power system cybersecurity applications.
The generated dataset encompasses 78 features per sample, consisting of 39 volt-
age magnitude measurements and 39 voltage angle measurements corresponding to
each bus in the IEEE 39-bus system. Normal operational data was synthesized using
PYPOWER power flow simulations with realistic load variations (£1% Poqd, £1%
Qioad), producing voltage magnitudes distributed around the nominal 1.0 per-unit value
(w=1.0, 0 = 0.02) and voltage angles centered at 0 radians (4 = 0.0, ¢ = 0.1), con-
sistent with real-world operational patterns. Four distinct cyber attack scenarios were

implemented to evaluate the integrated detection capabilities:

1. Voltage Injection Attacks: False data injection targeting 2—8 buses with +20% voltage
magnitude deviations, modeling sensor compromise scenarios.

2. Coordinated Attacks: Systematic manipulation of critical buses (buses 1, 2, 8, 9,
30-33, 38) with +25% deviations, representing coordinated multi-point attacks.

3. Topology Attacks: Simulated transmission line outages affecting regional bus
clusters, modeling physical/cyber-physical attacks.

4. Stealth Attacks: Subtle systematic bias injection across 10-20 buses with +7.5%
deviations, designed to evade traditional detection methods.

Machine learning detection methodology

The anomaly detection framework employs an Isolation Forest-based ensemble
approach optimized for power system cybersecurity. The core algorithm, Isolation For-
est [39], operates on the principle that anomalies are few and different, making them
easier to isolate in random feature subspaces. The model processes 78-dimensional fea-
ture vectors (39 voltage magnitudes V; and 39 voltage angles 6; for each bus i in the IEEE
39-bus system) extracted from power flow solutions.

Feature Engineering: Normal operational data is generated via PYPOWER power
flow simulations with load variations (£1% Pjoq4, £1% Q1oad) to capture natural system
variability.

Training Methodology: The model is trained exclusively on normal operational data
(100 samples) using an unsupervised learning paradigm, with contamination parameter
a = 0.05 representing the expected anomaly rate. The Isolation Forest constructs 100
random trees, each isolating samples through recursive random feature splits. Anomaly
scores are computed via the decision function: s(z) = Q’W, where E(h(x)) is the
average path length and ¢(n) is the normalization factor.

Ensemble Strategy: The Smart Ensemble combines multiple Isolation Forest vari-
ants with different contamination rates (o € {0.05,0.08,0.15}) and Local Outlier Fac-
tor models with varying neighborhood sizes (k € {10, 25}). Weighted voting with a 40%
threshold aggregates predictions, where lower contamination models provide high pre-
cision while higher contamination models ensure complete recall.
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Machine learning detection layer performance

To evaluate the effectiveness of the griDNA detection layer, several machine learning
algorithms were integrated and benchmarked under identical data preprocessing and
deployment conditions. The Smart Ensemble combines multiple anomaly detection
techniques, including Isolation Forest (IF), Local Outlier Factor (LOF), and Elliptic Enve-
lope (EE). The Smart Ensemble combines outputs from IF variants and LOF models.
Their predictions are fused using a simple voting rule: if at least 40% of the models flag an
anomaly, the ensemble marks the sample as anomalous. Low-contamination IF models
improve precision, while higher-contamination IF and LOF models enhance recall. The

decision rule is defined as yens = sign (Zf;l w; Y; — 0.4N ) , where all models use equal

weights w;. This yields a lightweight, interpretable, and balanced anomaly detection
mechanism. All the benchmark models are optimized using a Random Search approach.
The IF models use contamination rates a € {0.05,0.08,0.15} (each with 100 trees and
random_state=42), while LOF is configured with neighborhood sizes k € {10, 25}.
For baseline comparisons, additional standalone detectors were evaluated: a default Iso-
lation Forest (a = 0.05); a LOF model with & = 20 (default minkowski metric, p = 2);
a One-Class Support Vector Machine (OC-SVM) configured with a Radial Basis Func-
tion (RBF) kernel (y = ’scale’, v = 0.5); and an Extreme Gradient Boosting (XGBoost)
classifier using its default hyperparameters (max depth=6, learning rate=0.3). All models
were trained using standardized features produced by the standard scaler (© = 0, o = 1).

Table 3 presents the comprehensive performance evaluation of multiple machine
learning algorithms integrated with the griDNA data exchange framework.

The experimental results demonstrate that the Smart Ensemble achieves superior per-
formance as highlighted in the bold row of Table 3 with 95.0% accuracy when integrated
with the griDNA secure data exchange infrastructure. This ensemble approach com-
bines multiple specialized models optimized for the griDNA multi-level architecture:

+ Local Level: Isolation Forest variants with contamination rates of 0.05, 0.08, and 0.15
+ Enclave Level: Local Outlier Factor models with neighborhood sizes of 10 and 25
+ Global Level: Elliptic Envelope for Gaussian-distributed normal patterns

The Smart Ensemble employs intelligent weighted voting with a 40% threshold for
anomaly classification, achieving perfect recall (100%) while maintaining high precision
(90.9%). The computational efficiency is excellent for real-time griDNA applications,
with prediction times of 0.055 seconds enabling deployment in time-critical power sys-
tem monitoring scenarios.

To address deployment viability on edge devices, a comprehensive overhead analysis
is conducted, measuring computational, network, and storage costs when ML detection,

Table 3 Machine Learning Model Performance in griDNA Architecture

Model Accuracy Precision Recall F1-Score TrainTime(s) PredictTime (s)
Smart Ensemble 95.0% 90.9% 100%  95.2% 1.54 0.055
Enhanced Isolation Forest ~ 90.0% 83.3% 100%  90.9% 0.36 0.013
Local Outlier Factor 87.5% 80.0% 100%  88.9% 1.58 0.008
Isolation Forest 85.0% 79.2% 95.0%  86.4% 0.18 0.008
Hybrid Statistical-ML 82.5% 74.1% 100% 85.1% 0.16 0.007
One-Class SVM 60.0% 55.6% 100%  71.4% 0.003 0.001

XGBoost Classifier 60.0% 70.0% 350%  46.7% 1.19 0.003
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Table 4 Component-Level Overhead Analysis: Sequential vs. Concurrent Processing

Processing Mode ML Detection IPFS Storage  MultiChain Latency Throughput Speedup
(ms/%) (ms/%) (ms/%) (ms) (samples/s)

Sequential (Baseline) 45.7/50.1% 44.5/48.8% 1.0/1.1% 91.2 10.96 1.00x

Concurrent (3 workers) — 42.1/47 8% 452/51.3% 0.8/0.9% 88.1 22.70 2.07x

Network Overhead 0.28 KB/sample (estimated) 24 KB/day @ 2 samples/s

Storage Overhead 0.030 MB/sample (measured) 5.2 GB/day @ 2 samples/s

Table 5 griDNA Storage Integration Performance for Cybersecurity Data

Storage System Commit Time Verify Time Data Integrity Implementation
IPFS + MultiChain 0.0006s 0.0005s 100% Simple
Synchronic Web 0.0005s 0.0004s 100% Complex

IPFS storage, and MultiChain operations execute concurrently on resource-constrained
single-board computers. Table 4 presents the detailed component-level breakdown
across sequential and concurrent processing modes.

The results in Table 4 demonstrate that the integrated griDNA pipeline remains highly
efficient even when all components operate simultaneously on a resource-constrained
SBC. Under concurrent execution, the total latency decreases from 91.2 ms to 88.1 ms,
and throughput more than doubles from 10.96 to 22.70 samples/s, yielding a 2.07x
speedup. This improvement confirms that the modular griDNA architecture naturally
benefits from parallelism: ML inference, IPFS commit operations, and MultiChain log-
ging run in parallel without competing for CPU or I/O resources.

Additionally, the network and storage overheads remain minimal and predictable
(0.28 KB/sample and 0.030 MB/sample, respectively), indicating that the concurrent
design does not introduce burdensome communication or storage costs.

Secure storage integration performance

The griDNA framework supports two complementary storage architectures for cyber-
security data: IPFS + MultiChain (hybrid approach) and Synchronic Web (unified
approach). In IPFS + MultiChain, IPFS provides distributed content-addressed storage
(CID-based retrieval), while MultiChain maintains blockchain-based provenance by
recording IPFS CIDs with timestamps and cryptographic hashes. Synchronic Web inte-
grates both functions: Merkle trees generate local verifiable maps of data items, and a
notary blockchain commits global roots for time-stamped provenance verification. Both
architectures ensure data integrity and auditability, with Synchronic Web offering stron-
ger provenance guarantees through Merkle proof validation, while IPFS + MultiChain
provides simpler implementation and broader ecosystem compatibility.

Table 5 presents the comprehensive performance analysis of cybersecurity detection
results stored through multiple storage mechanisms integrated with the griDNA frame-
work, including both IPFS + MultiChain and Synchronic Web approaches.

Comparative Storage Analysis for griDNA Both storage systems, when integrated
with the griDNA cybersecurity framework, offer distinct advantages. The IPFS + Mul-
tiChain configuration leverages distributed storage by storing cybersecurity detection
results across IPFS nodes for high availability, utilizing content addressing with crypto-
graphic hash verification to ensure data integrity, and enabling blockchain provenance
through MultiChain to provide immutable audit trails for regulatory compliance. This
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setup is highly scalable and suitable for distributed griDNA deployments, achieving a
commit time of 0.0006s and a verification time of 0.0005s. In terms of security valida-
tion, it delivers a 95.0% threat detection rate with the Smart Ensemble, ensures 100%
data integrity verification, and provides a complete audit trail, resulting in a total end-to-
end performance of 0.0556s (0.055s detection plus 0.0006s storage), making it optimal
for distributed networks that require scalability. On the other hand, Synchronic Web
integration introduces comprehensive blockchain-based integrity through Merkle tree
validation, enabling superior provenance tracking and delivering immutable audit trails
that enhance compliance for critical infrastructure. This configuration detects all data
manipulation attempts (100% detection rate) and, despite its more complex implemen-
tation, offers enhanced security guarantees. Performance-wise, it records slightly faster
times, with 0.0005s for commit and 0.0004s for verification. For end-to-end security,
Synchronic Web also achieves a 95.0% threat detection rate, features superior valida-
tion and provenance, ensures regulatory compliance through immutable audit trails, and
reaches a total performance of 0.0555s (0.055s detection plus 0.0005s storage). Conse-
quently, Synchronic Web is recommended for high-security griDNA deployments that
demand maximum auditability and enhanced security assurances.

Considerations

Cyberphysical integrated security operations center

Achieving CPSA for data exchange within a multi-level, multi-owner interconnected
grid system requires having real-time visibility of the IT, OT, and underlying physical
process systems as often carried out by security operations centers (SOCs), network
operations centers (NOCs), and security information and event management (SIEM)
environments [35]. Merging these capabilities in a cyberphysical integrated SOC (CP-
ISOC) design leverages the existing capabilities of each secure technology to achieve
comprehensive observability into the decentralized grid [29].

Integrating the CP-ISOC design into the secure implementation architecture requires
establishing secure and private channels to enable effective data sharing between the
griDNA sensors deployed at each level. Although the goal of the CP-ISOC design aligns
with the aggregation of sensor data encrypted at the Global level, capabilities must
enable access to data from Local and Enclave-level sensors to achieve CPSA for potential
cyber and physical threats and unauthorized events. Following a data-centric network-
ing approach, encrypted data streams transferred from the Global griDNA sensors to
the ElasticSearch database enable aggregate analysis for Global griDNA alerts based on
visualizations from the CP-ISOC.

Implications on security and privacy

The impact of the decentralized grid infrastructure on energy efficiency, sustainability,
and consumer agency are amongst the relevant attributes to the physical system compo-
nents within the grid. With respect to the cyber system, decentralization offers unique
advantages to security and privacy with regard to use control. As the security technolo-
gies support the isolation, aggregation, and encryption of data streams at multiple lev-
els of the secure data exchange framework, alerting access enabled by the CP-ISOC is
limited based on ownership within the grid infrastructure. Distributed energy resource
(DER) owners are only allowed access relevant information and analysis regarding the
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data streams from entities that they own as a method of maintaining security. By con-
trolling access to data streams, this decreases the potential for unauthorized access to
data streams outside of ownership while also increasing cyber, physical, and cyberphysi-
cal attack resilience.

Blockchain adoption considerations

The supporting metrics shown for the clear use-cases that we present for blockchain
demonstrate the value of decentralized file storage and verification, and secure data
exchange built on blockchain technologies. The two demonstrations we have presented
are not coins and involve no mining, alleviating two of the major objections to block-
chain. To quote the developers of Synchronic Web, for example, to their knowledge it is,

l.. the simplest, smallest, and most primitive blockchain described in technical lit-
erature. And yet, it has precisely enough functionality to order the world'’s informa-
tion into a unified virtual ledger: a single shared view of history that we call the
Synchronic Web [9]

Though blockchain in widespread examples of cryptocurrencies can be seen to monopo-
lize computing, energy and investment resources [36], and though the early frenzy of
enterprise blockchain deployments has produced many failures [12], blockchain is not
the only electricity and attention-guzzling emerging technology. As the nation embraces
artificial intelligence, Sandia Labs director Laura McGill reminds us that intensive
energy demands from multiple fronts are being addressed by, "algorithm designs, high
power computing infrastructure and neuromorphic processing’ [14].

Conclusions and future work

Several secure data exchange technologies with varying data protection features were
presented in this paper to inform the security and resilience design principles necessary
for implementing distributedcyberphysical sensors in electric grid systems. griDNA, a
distributed CPSA sensor, was used as a primary use-case for developing the secure data
exchange strategy, but it is important to note that these principles can extend to any
distributed sensor that is sharing and analyzing data. Technologies such as IPFS, Syn-
chronic Web, and MultiChain (alongside other data storage and sharing design princi-
ples) were presented, and experimental results were provided to assess their applicability
to distributed CPSA sensors such as griDNA.

Expand cyberphysical tool integration
Future work will build upon the presented experimental results and investigate integrat-
ing the individual security features into a cohesive, extensible framework such as FAC-
ETS, and where applicable incorporating heavier-duty traditional cybersecurity scanners
onto griDNA sensors. Additionally, future work will extend the secure data exchange to
be applied towards a diverse set of commercial, open source, and custom security tools
along with capturing metrics to demonstrate the feasibility of our approach at a larger
scale.

Prospective undertakings also include integrating the griDNA sensor with additional
COTS hardware and other tools within the FACETS project. For example, container-
ization of griDNA functions will allow future implementations on security-hardened
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devices, affording greater data protection. Orchestration tools that manage the contain-
ers will also be important so that the technology can be readily adapted towards a vari-
ety of environments. Additional future work involves advancing data visualization and
emulation technology to define the connectivity of the integrated sensors and secure
technologies by routing secure pathways to the CP-ISOC environment. Evaluating the
scalability of distributed sensors within representative testing is another important ele-
ment for future testing.

Application programming interface security

Our research experiments in the lab, in emulation, and in the field, aim to develop united
detection and response mechanisms within distributed cyberphysical ecosystems by
securely communicating and adaptively analyzing physics- and network-based features.
Multiple special-purpose tools are joined together to enable interconnected cyberphysi-
cal security.

A common approach for integrating software applications is the Application Program-
ming Interface (API). Two well-known API architectures are Representational State
Transfer (REST) and Remote Procedure Call (RPC), compared and contrasted in [1].

According to Open Worldwide Application Security Project (OWASP) [31], the most
important API security risks have to do with broken authentication, unrestricted access
or resource consumption, forgery, misconfiguration, and integration with additional
unprotected or unvalidated APIs.

Future work integrating the FACETS tools will address the implementation of safe-
guards when joining the tools using APIs

Machine learning model security
In the distributed learning scenario of Federated Learning, each subspace trains a model
sending only its final parameters, rather than its private data to the next level aggregator
building or updating its model in the enclave or global setting.

One security precaution then, when passing model parameters, is to consider whether
a model is leaking the private information used for its training. While sending only the
trained model and not the training data to an aggregator preserves data-producer pri-
vacy amongst honest actors, the communication channels crossing ownership boundar-
ies in our future experiments will be encrypted by Transport Layer Security (TLS) to
prevent model inversion attacks aided by interception and collection of data in transit.

In cases where privately owned data may be required to cross ownership boundaries
for model training, preliminary FACETS team experiments have successfully instanti-
ated homomorphic encryption algorithms on a platform appropriate for project emula-
tion and testing. Homomorphic encryption algorithms allow computations on encrypted
data, in which the decrypted data reveals the correctly computed value without reveal-
ing the private data. As these new algorithms become more powerful, they will help to
solve the emerging requirement of supplying protected, private data for model training.

Zero trust security

Zero Trust is a fundamental security strategy described by Microsoft [25] as starting
with the least trust and most verification possible, and always assuming that the system
will be breached. As we continue building the FACETS ecosystem, we are mindful of the
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traditional and experimental barriers to unintended access, from administrative means,
to network segmentation, intrusion detection and mitigation, secure multiparty compu-
tation, and integrated observability and controllability.
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